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Abstract

This paper analyzes the considerable impact of artificial intelligence (AI) and digitalization on energy markets and
trading systems, as well as the expanding electric vehicle (EV) industry and its challenges. As the complexity of energy
systems increases due to the incorporation of renewable energy, distributed generation (DG), and evolving regulations,
traditional market models struggle to adapt. This evaluation examines how AI and digital technologies can enhance energy
generation, distribution, and consumption across various applications, including improved forecasting, grid management,
market organization, risk assessment, and automated trading. The research integrates findings related to Al-driven
market improvement, risk evaluation, and relationships with blockchain, the Internet of Things (IoT), and smart grids.
The analysis also explores the potential effects of cryptocurrency mining on the energy industry, in both beneficial and
detrimental ways. It examines global innovations in this field and specifically addresses the impacts of Monte Carlo
simulation (MCS). Charts and factual investigations are examined, indicating potential avenues for future investigation.
It emphasizes the opportunities and challenges that Al and digitalization present for the energy industry, highlighting the
need to address information security, regulatory compliance, and ethical issues to advance a sustainable and resilient
energy future.
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1. Introduction Even though he has not unequivocally referred to Al-driven
energy trading models, his emphasis on improving Ameri-

examine the words of the US President. President Trump can energy potential creates an environment in which these
frequently emphasized the goal of American energy domi- advancements can prosper, thereby improving the overall

nance. As he stated, “We are now an energy superpower.” viability and resilience of the U.S. energy market. Presi-
dent Biden’s 2025 Executive Order on Al Infrastructure

*Corresponding author h%ghhghts the 31gn1'ﬁcant impact of execu.tlve authorlty.ln
Email addresses: drparhamfar@gmail.com (Mohammad Parham-  directing technological advancement. It aims to harmonize

far), milad.taheri@iau.ir, m.taheri@Safahan.ac.ir (Milad AT’s innovative possibilities with moral progress, emphasiz-
Taheri), Yalda_ieee19@yahoo.com (Yalda Ghorbani).

The importance of this issue becomes clear when we
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ing investment in computing infrastructure and information
security. Moreover, the order implies a relationship between
AT and energy, highlighting its potential impact on energy
networks and renewable sources [1], [2]. The EU sees Al
as significant for achieving its energy and climate goals,
especially in connection with the European Green Deal (Eu-
ropean Commission, 2019). AI will be utilized to upgrade
energy networks, boost productivity, and strengthen cyber-
security (European Parliament, 2021). However, the EU
recognizes issues concerning data protection, job loss, and
ethical concerns (European Information Security Board,
2020). To address these issues, the EU is defining controls
and financing research to ensure ethical Al implementation
within the energy industry (European Commission, 2020)
[3]. The objective is to harmonize innovation with the pro-
tection of rights and the fostering of a sustainable energy
market. The REPowerEU Plan seeks to ensure that Europe
is free from Russian fossil fuels by 2030 (European Commis-
sion, 2022). An essential element of the EU’s approach to
a robust energy sector is accelerating the implementation
of RESs, especially by emphasizing solar PV capacity. The
solar energy strategy of the EU intends to install more than
320 GW of new solar PV by 2025 and nearly 600 GW by
2030 [4]. The Carnegie Endowment report indicates that
technological separation between the U.S. and China might
disrupt the global energy market. This split could impede
supply chains for essential technologies in renewable energy
and electric vehicles, where China presently dominates. As
a result, there could be higher costs and slower adoption
of clean energy solutions, along with distinct regulatory
environments that limit international cooperation on cli-
mate change and energy security. This could adversely
impact the global energy transition and increase costs for
developing nations in the Global South. Since the U.S.
and China account for at least half of global renewable
investments, this decoupling could obstruct their efforts to
reduce carbon emissions [5].

This study commences with an examination of the
energy market and its associated algorithms. To facilitate
this, the earliest and most frequently cited articles are
initially surveyed, serving as a basis for identifying further
relevant references. Subsequently, the electricity market is
explored, and pertinent statistics are presented.

2. Literature review

Energy ought to be both reasonable and accessible to
everyone in our community. Not only must the cost of en-
ergy be prioritized, but consumers must also be empowered
to control their energy consumption. Access to renewable
resources, such as solar panels and batteries, is crucial
for promoting sustainability and independence [178], [179].
Moreover, equipping people with the information and tools
to navigate the energy market will certainly ensure that
everyone can engage meaningfully with their energy choices.

Together, let us create a future where energy is a right, not
a privilege [6].

In 2025, the energy and utilities sector will grapple
with both ongoing concerns and emerging challenges. The
expected change in presidential administration could lead
to new regulations impacting how infrastructure is built and
how quickly the industry can reduce its carbon footprint.
A major problem for the industry is the massive increase
in electricity demand, fueled by the growing use of Al,
data centers, and the transition to EVs and appliances. To
cope, utility companies need to make the power grid more
reliable, keep energy prices reasonable, and continue to
promote cleaner energy sources [7].

MARKAL Global is a sophisticated multi-regional model
designed to determine domestic prices within the dynamic
electricity sector. It brings together five diverse global
regions and encompasses a wide array of end-user sectors,
including industrial, residential, and commercial segments,
as well as transportation, non-commercial biomass use, and
non-energy applications. The supply sector incorporates
advanced technologies for generating electricity and heat,
alongside a variety of end fuels such as petroleum prod-
ucts, alcohol, hydrogen, and natural gas, sourced from both
fossil and renewable origins. This model also intricately
integrates the essential systems for transmission and dis-
tribution, ensuring a comprehensive approach to energy
management [8]. The MARKAL model has played a trans-
formative role in UK energy and climate policy, evolving
to support changing policy objectives and priorities, par-
ticularly the increasing focus on emissions reduction. The
MARKAL model has served to connect and support a net-
work of academic, consulting, and policy communities with
shared interests in using technical and economic models to
inform energy and climate policy. The changing use of the
MARKAL model has been enabled by and has also helped
to shape the evolving policy priorities and "images" around
energy and climate policy in the UK [9].

Chen et al. examined carbon reduction strategies in
China’s energy system and analyzed their economic impacts
using three models from the MARKAL family: MARKAL-
ED, MARKAL, and MARKAL-MACRO [10]. Vaillancourt
et al. analyzed the role of nuclear energy in long-term
climate scenarios using the World-TIMES model [11]. In
2003, Dicorato et al. applied the EFOM model to evaluate
the contributions of DG and energy efficiency measures.
The presented methodology comprehensively describes the
extraction of primary resources, as well as electricity and
heat production, pollutant emissions, and end-user sectors
[12].

Onat and Ersuz conducted a study on the wind con-
ditions and wind energy potential in a specific region of
Turkey [13]. They developed a model to analyze the wind
characteristics of three regions in the country, focusing on
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the relationship between wind speed and other climatic
variables. To complete their analysis of wind energy poten-
tial, they used WASP software, which utilized wind speed
data. Ultimately, they calculated the amount of electrical
energy that could be technically generated and assessed the
capacity utilization rate of installed turbines if wind farms
were established in the selected regions. Chen et al. devel-
oped the China production planning model, which divides
the production planning problem into a high-level power
plant investment decision and a low-level operational plan-
ning issue. The Lagrangian method is used for the invest-
ment decision, while a probabilistic production simulation
method addresses the operational planning [14]. Messner
and Schrattenholze utilized the MESSAGE-MACRO model
to develop and solve an energy supply model connected to
a macroeconomic module. The reference energy system for
the MESSAGE model encompasses coal, oil, gas, nuclear,
and various RESs [15]. Rehman et al. examined the dis-
tribution of solar radiation and irradiance in Saudi Arabia
using monthly continuity data [16]. This study explored
the feasibility of the project with RETScreen software.

Shin et al. studied the impact of electricity generation
from landfill gas on the electricity market, generation costs,
and greenhouse gas emissions in Korea, utilizing the En-
vironmental and Technology Database within the LEAP
model [17]. Swala developed a coal mining and distribu-
tion planning model for Poland that is compatible with
the ENPEP model [18]. Tomsik et al. developed a supply
and demand model for Slovenia, focusing on energy plan-
ning through an integrated resource planning approach.
This study utilizes the MESAP /PlaNet model, along with
auxiliary models that analyze technology penetration and
electricity demand. Additionally, planning for optimal ex-
pansion is conducted using the WASP software package.
This comprehensive approach takes into account total en-
ergy consumption, as well as economic, environmental, and
socio-political criteria [19]. Kydes examined the impact
of renewable energy portfolio generation standards on the
U.S. energy market. A 20% of renewable energy increase
standard was first developed in the December 2001 ver-
sion of the NEMS model [20]. Analysis of the economic
impacts related to improving climate conditions can also
be performed using the Energy 2020 model [21].

The power system is becoming more complex, leading
to the need for new grid structures [224]. This approach
aims to transfer the functions of transmission system op-
erators (TSOs) to distribution system operators (DSOs)
at medium- and low-voltage levels, where most RES-based
DG systems are located. Liberalization of energy markets
in Europe began with the monopolistic energy supply struc-
ture of the 20th-century and was initiated by the Directive
96/92/CE of the European electricity market [22]. The
energy market is divided into two segments: the wholesale
energy market (WEM) and the retail energy market (REM).

The WEM involves large transactions between major gener-
ating companies and significant consumers, while the REM
caters to smaller consumers at the distribution level. In the
REM, consumers can choose their retail service provider,
promoting competition in the market [23]. The movement
to liberalize the energy market began in 1996 within the
EU, spearheaded by Norway and Britain. Key discussions
led to a significant agreement by the Council of Ministers
to promote market liberalization. The goal was to enhance
efficiency and reduce consumer prices through increased
competition. While some countries have made progress, the
results have often not met expectations, highlighting the
ongoing need for commitment to this vital transformation
[24].

Reforms in the electricity sector are crucial for the
economy, with public interest focused on ensuring that
they improve, rather than hinder, long-term performance.
The restructuring aims to enhance competition in man-
ufacturing and refine the regulation of transmission and
distribution functions [25]. To effectively monitor the mar-
ket, it is essential to consider the market structure, product
innovation, pricing strategies, gross profit of electricity
suppliers, and consumer behavior [26].

No central organization is responsible for supplying
power in the wholesale electricity market. At the core of a
restructured electricity market is a wholesale market where
producers compete to meet demand. The prices of energy
offered in the retail market are heavily influenced by whole-
sale market prices. By understanding how energy pricing
operates in the wholesale market, one can gain insight into
the movements of short-term and long-term prices, which
can help optimize an energy management strategy [27].
The wholesale market on the energy exchange allows pro-
ducers to participate in auctions, with winners announced
by the market supervisor. This process facilitates the sale
of electricity to retailers, who then supply consumers. Es-
sentially, the market enables traders and intermediaries to
manage short-term electricity supply and future deliveries
[28]. The retail electricity market is a segment of the elec-
tricity and energy exchange markets, where retailers serve
as intermediaries, purchasing and selling the electricity
required by small consumers from the wholesale market
[29].

The day-ahead market is a trading platform where elec-
tricity suppliers and consumers transact energy through
daily auctions, primarily conducted one day before deliv-
ery [30]. Low prices in the balancing market result from
expected surplus power, prompting producers with excess
energy to participate in the intraday market. This helps
them avoid the risk of low electricity prices in the balancing
market during periods of stable demand. However, this
may lead to decreased intraday prices. Therefore, factors
such as forecast errors and flexibility indirectly influence
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intraday prices as well [31].

Real-time pricing, combined with savings for subscribers,
allows them to choose when to consume power based on
their preferences. This program is tailored for commercial,
agricultural, and pumping consumers who can shift or re-
duce their electricity usage during periods when prices are
high [32]. A regulatory market is an exchange environment
where governmental organizations, or occasionally industry
or labor organizations, exercise oversight and control [33].
By employing careful design, the reserve market can effec-
tively reduce power shortages and make strategic offerings
to guarantee sufficient production at designated times and
locations. Additionally, the system aims to generate more
revenue for power generators, lower investment costs, and
ultimately provide lower prices for consumers [34].

The integration of RESs, such as wind power, and the
rising demand from uncertain loads, such as EVs, present
challenges for system operators. The Flexible Ramping
Product (FRP) helps manage uncertainties in energy de-
mand and renewable output by offering additional up-
ward and downward ramping flexibility. It is used in mar-
kets such as the California Independent System Operator
(CAISO) and the Midwest Independent System Operator
(MISO) [35]. This study investigates the impact of flexible
resources, such as EVs, demand-side management, and bulk
storage technologies, on the operation, spinning reserve, fre-
quency response performance of plants, and overall system
operation costs [36].

Basic statistical models that do not incorporate market
principles and relevant factors often fall short as reliable
forecasting tools. These models are typically restricted to
factors such as past price patterns and external factors such
as fuel costs and weather. These restrictions make them
especially weak in emerging markets. Accurate electricity
price forecasting requires accounting for plant character-
istics, risk assessment, market design, agent learning, and
strategic actions. Price formation depends on market struc-
ture; models must reflect the characteristics of the market,
inferences, and price forecasts, even though this is not the
case in many cases. Finally, relying solely on average daily
prices ignores intraday specifics related to demand, supply,
and operational limitations [176]. More frequent studies
are needed to capture these details [37].

The goal is to create competitive energy markets through
effective management by learning from the successes and
failures of other nations and evaluating different market
models. While distribution companies remain crucial, their
roles are evolving with the rise of DG and storage solutions.
The electricity industry continues to advance toward fully
competitive global markets that enhance social well-being
and tackle ongoing challenges [38].

AT is the most widely adopted emerging digital technol-
ogy in the U.S. energy sector and contributes the highest

wage premium and to energy firms’ productivity compared
to other emerging digital technologies. Among the emerg-
ing digital technologies (i.e., Al, Big Data, IoT, Robotics,
Blockchain technology, and Cloud computing), Al is the
most widely adopted in the energy sector [182], [186]. AI
contributes the highest wage premium to the average wage
of the adopted energy firm and the local labor market.
Meanwhile, AT contributes the most to energy firms’ per-
formance [39]. Many articles discuss technology creation
and productivity enhancement, but few address job loss
and strategies for replacement. The energy market is un-
dergoing a transformative phase, driven by the increasing
integration of AT and digital technologies [40].

This evolution is fueled by the necessity to address
complexities such as fluctuating prices, supply chain un-
certainties, and the imperative shift towards RESs. At a
pivotal juncture, the energy sector recognizes the poten-
tial of AT technologies to revolutionize the sector, offering
new avenues for optimization and reliability [41], [42], [64],
[217].

Digitalization and Al are increasingly intertwined with
modern energy markets, driving significant transforma-
tions in how energy is produced, distributed, and traded.
The traditional centralized energy system is evolving to-
wards more flexible, decentralized structures through the
emergence of energy communities (ECs), as described by
Lopez et al. [43]. These ECs, characterized by local energy
transactions and active prosumer participation, are being
significantly shaped by both AI and digital technologies.
Specifically, studies suggest increased reliance on DER and
local generation, with optimized management of transmis-
sion, generation, and energy systems all working in unison
and being driven by AI [44]- [46]. Digital technologies and
AT have been enabling components of local energy produc-
tion and providing the means for local flexibility and better
access to all sectors [47]. Their vital roles are mentioned
below.

e Smart grids and IoT devices allow for real-time monitor-
ing and control of energy resources, facilitating efficient
distribution and management [45].

o Al-driven tools, such as ML models [48], [49], are used
for predictive analytics to forecast demand and optimize
trading strategies within ECs.

e These innovative tools are applied to load scheduling,
smart contracts, and optimized trading to better benefit
from energy costs.

There are many significant concerns regarding the imple-

mentation of Al technologies that have increased with their

more widespread use [50]- [52]. The key points are outlined
below.

e Cybersecurity threats

e Algorithmic bias

e The need for clear, consistent regulations for data sys-
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Figure 1: Global energy consumption [132].

tems and new processes

Thoughtful incorporation of Al-driven risk management
during ERP projects can boost the effectiveness and preci-
sion of risk identification and mitigation [65]. While digital
changes present obstacles such as cost, social issues, and
skill gaps, greater Al use is still advised to improve ex-
isting operations [53]. This review examines the various
ways Al and digitalization are transforming energy mar-
kets and trading frameworks, emphasizing Al-enhanced
market optimization and risk assessment, along with the
incorporation of AI into blockchain technology, the IoT,
and smart grids. This review seeks to provide a thorough
understanding of the present condition and future direction
of Al-driven energy systems by integrating findings from
recent studies. Table 1 presents key sources related to this
subject, emphasizing their most important findings and
insights.

3. Analyzing statistics and data

The year 2023 witnessed global primary energy con-
sumption of approximately 620 exajoules, an increase of
around two percent relative to 2022. This figure followed a
period of disruption in 2020, during which the coronavirus
pandemic and its associated impact on transportation fuel
requirements and economic activity led to a decrease in
primary energy consumption, returning it to the levels
registered in 2016. However, forecasts suggest that global
energy consumption is expected to expand over the next
several decades [82]. Global energy consumption is shown
in Figure 1.

According to Figure 2, in January 2024, energy prices in
the Euro area rose to 151.16 points, up from 146.82 points
in December 2023. From 1996 to 2025, energy prices in
the Euro area averaged 91.38 points. The highest recorded
price was 171.36 points in October 2022, while the lowest
was 52.33 points in February 1999 [83].

Table 2 shows the energy balances for the EU (27 coun-
tries). This picture provides detailed statistics on energy
supply, consumption, and production across various fuel
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Figure 2: Global primary energy consumption, 2000-2003
[83].
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Figure 3: Household electricity prices worldwwide in june
2024, by country (in U.S. dollars per kilowatt-hour) [82].

families in the EU for 2024 [83].

According to Figure 3, Germany, Belgium, and Ire-
land had some of the most noteworthy household power
costs around the world as of June 2024. At the time, Ger-
man households were charged around 0.39 U.S. dollars per
kilowatt-hour, whereas in Belgium, the cost stood at 0.37
U.S. dollars per kilowatt-hour. By comparison, in Qatar,
inhabitants paid more than 10 times less [82].

4. Limitations of previous studies

After an examination of the conducted studies, a few
essential restrictions and reactions have emerged:

o Narrow scope: Is the scope also restricted, centering only
on particular advances (e.g., smart meters) or areas (e.g.,
grid operations) without considering broader systemic
impacts?

o Need for interdisciplinarity: Do the papers address the
complex socio-technical nature of energy markets by
considering financial, social, policy, and technical dimen-
sions, and engage with different important disciplines?

e Static view: Do the papers take a static approach, or
do they analyze how energy markets and the role of Al
and digitization evolve?

o Data constraints: Are the information sources reliable
and representative? Are there any biases or limitations
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Table 1: A thematic overview of energy market and trading models powered by AI and digitalization.
Subject Specific area Summary References
Evolution of energy market Energy market models Decentralized, community-based energy markets [54]-[57]
structures utilizing technologies like blockchain are emerging to
replace rigid, centralized systems, empowering
prosumers and enabling more flexible, secure, and
efficient local energy transactions.
Al as an enabler in energy Impact of Al and digitalization This integration enhances energy efficiency, security, [58]-[61]
transformation and sustainability, paving the way for smart grids
and optimized resource allocation.
Optimizing markets a. Energy market optimization with AT Al and ML are transforming the energy sector by [62]-[66],
through Al-powered tools . o . providing predictive insights into energy prices, [118], [190]
b. Energy market price prediction with L . . .
AL optimizing resource allocation, and improving
customer engagement through adaptive distribution
models.
Risk management & a. Al-supported risk assessment in Al-supported risk assessment and MCSs enhance [67]-[70]
uncertainty mitigation with energy markets decision-making in the energy sector by improving
Al . . risk prediction, managing market uncertainties, and
b. Uncertainty management using . . .
driving efficiency improvements.
MCSs
Local energy markets and a. Integration of Al and digitalization The convergence of IoT, Al, and energy [71]-[75]
equitable distribution in LEMs management enhances energy forecasting and grid
. management, enabling optimized resource allocation
b. Enhanced energy forecasting and . " -
. . and supporting the transition to resilient and
grid management with IoT . .
sustainable infrastructures.
c. Equitable and sustainable energy
future through Al in LEMs
Energy market and trading a. Renewable-ready markets More active prediction and better management can [76]-[78],
. help achieve their desired goals. [189]
b. Storage and flexibility
c. P2P energy trading
d. Risk management
e. Al and digitalization
Ethics Ethical implications Lack of transparency, algorithm bias, and the need [44]
for AI implementations are key concerns.
Implementation concerns Data quality and access Access to quality, reliable data sources is crucial for [79]-[81]

effective Al systems and for delivering benefits.

within the data that seem to influence the results? (For
example, dependence on particular datasets, restricted
geographic scope, or brief time horizons.)
Methodological meticulousness: Are the strategies uti-
lized suitable for the research questions? Are the econo-
metric models well-specified? Is there appropriate sup-
port for causal inferences?

Lack of validation: Are the outcomes of the demonstra-
tion or investigation validated using independent in-
formation or real-world observations? Is an effect size
analysis conducted to evaluate the strength of the find-
ings?

o Transparency: Are the data and code utilized within

the investigation readily accessible for verification and
replication?

Oversimplified connections: Are the connections between
Al/digitization and energy market outcomes being dis-
torted? Are the potential complex mechanisms ade-
quately addressed?

Neglect of unintended results: Do the papers take into
consideration the potential negative results of AT /digi-
tization, such as job displacement, increased inequality,
or security risks?

Limited policy relevance: Are the policy proposals prac-
tical and actionable? Do they sufficiently consider the
feasibility, scalability, and political acceptability of the
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Table 2: European Union (EU-27) energy balances by major fuel category in 2024 (ktoe)[223].
Solid Manuf. Oil  Natural Oil Non-ren. Nuclear

Energy balance flow Total fossil gases Peat shale gas prod. Renewables waste heat  Electricity Heat
Total energy supply 1,250,653 112,229 0 663 2,201 273,096 423,989 269,725 14,181 154,856 -1,058 772
Transformation input 1,223,394 120,328 5,534 413 2,262 84,397 664,770 175,773 9,252 154,856 4,791 1,019
Transformation output 1,001,240 21,493 15,141 2 N/A 3,224 653,368 16,314 N/A N/A 243,227 48,471
Energy sector use 59,321 317 4,817 1 0 9,189 25,755 636 53 N/A 15,856 2,696
Distribution losses 22,183 33 654 0 0 999 8 74 0 N/A 15,187 5,228
Available for final consumption 946,995 13,043 4,136 251  -61 181,734 386,824 109,555 4,876 0 206,336 40,300
Statistical differences -9,102 -723 2 3 -134 -1,595 -7,546 413 -21 0 488 12
Final non-energy consumption 78,220 1,286 16 0 74 10,953 65,891 0 N/A N/A N/A N/A
Final energy consumption 877,876 12,480 4,118 249 0 172,376 328,479 109,142 4,897 N/A 205,848 40,288
Gross electricity production 243,227 23,378 1,997 67 131 38,107 3,932 114,575 1,723 55,851 N/A 28
Gross heat production 48,471 7,197 544 259 25 15,760 1,169 16,844 3,391 99 330 N/A

Notes: Values are in thousand tonnes of oil equivalent (ktoe). “Manuf. gases” denotes manufactured gases; “Oil prod.” denotes oil and

petroleum products excluding the biofuel portion; “Non-ren. waste” denotes non-renewable waste. N/A indicates a value marked not

applicable/available in the source export; — indicates an empty field (if any). Negative values are retained as reported. Gross electricity and

heat production are balance entries and should not be added to final consumption. Source: Eurostat, Complete energy balances (dataset
nrg_bal_c), EU-27, 2024; user-supplied CSV export. https://doi.org/10.2908/NRG_BAL_C.

proposed interventions?

e Ethical considerations: Do the papers address ethical
issues related to the use of Al in energy markets, such
as bias, fairness, transparency, and accountability?

Common impediments found in existing research:

e Data shortage and quality: Limited availability of high-
quality, granular information on Al/digitization adop-
tion and its impacts within the energy sector.

« Difficulty establishing causality: Challenges in isolating
the causal impacts of Al/digitization from other factors
affecting energy market outcomes.

e Short time horizons: Numerous studies are based on
generally brief periods, making it difficult to assess long-
term patterns and impacts.

e Geographic bias: Research is frequently concentrated in
developed nations, with limited evidence from develop-
ing nations or emerging economies.

e Lack of standardization: The lack of standardized mea-
surements and methodologies makes it difficult to com-
pare results across different studies.

e Limited consideration of behavioral aspects: Disregard
of the role of human behavior, organizational dynamics,
and regulatory factors in shaping the adoption and
impact of Al/digitization.

Data Challenges

Data Scardity
and Quality

Focus on
Optimization

Geographic Blas Lack of

Figure 4: Limitations found in existing research.

4.1. Traditional and modern energy trading

The energy trading market is undergoing significant
expansion and transformation. Available data indicate that
electricity trading in the spot market reached 880 terawatt-
hours (TWh) in 2024, while forecasts suggest a substantial
increase to 8,439 TWh. The European Energy Exchange
(EEX) serves as a major trading platform for electricity,
natural gas, coal, and carbon dioxide (COs2) emission al-
lowances across more than fifteen countries. Globally, elec-
tricity generation was projected to reach 28.81 trillion kWh

« Focus on optimization instead of transformation: Research in 2024, with an estimated annual growth rate of 2.52%

often focuses on optimizing existing frameworks instead
of investigating the potential for transformative changes
enabled by AlI/digitization.

e Ethical and social impacts are understudied: The social
and ethical implications are typically not considered.
The limitations identified in existing research are shown
in Figure 4.

through 2029. Within Europe, electricity generation is
projected to reach 5.25 trillion kWh by 2025, with an an-
ticipated annual growth rate of 1.60% between 2025 and
2029.

Alongside this growth, increasing emphasis has been
placed on renewable energy investments, particularly within
the European Union (EU-27) and Germany, reflecting a
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strategic commitment to achieving carbon neutrality and
enhancing energy security. Nevertheless, carbon emis-
sions intensity remains a significant challenge, with Eu-
rope’s electricity generation emissions intensity estimated
at 285.75 gCO2/kWh in 2025. Energy prices have also
experienced considerable volatility due to several factors,
including post-pandemic inflationary pressures, geopolitical
instability, and supply chain vulnerabilities. Furthermore,
projections indicate continued price fluctuations for natural
gas, coal, and uranium, with uranium prices potentially
doubling by 2025 [91].

Energy trading is progressively transitioning from tra-
ditional centralized structures to modern decentralized
frameworks. This transformation is primarily driven by
the increasing penetration of renewable energy sources and
the adoption of emerging technologies such as blockchain.
Wongthongtham et al. [92] highlighted that centralized
energy trading systems often experience operational in-
efficiencies and limited adaptability to changing energy
demands, particularly with the growing integration of re-
newable energy into power grids.

The emergence of peer-to-peer (P2P) energy trading
represents a significant advancement in electricity market
operations. Zhang et al. [93] discussed the concept of
the “P2P energy trading trilemma,” which refers to the
challenges associated with simultaneously achieving com-
putational efficiency, decentralized operation, and optimal
trading solutions. Existing research suggests that P2P en-
ergy trading offers a promising alternative to conventional
centralized trading mechanisms by improving scalability,
flexibility, and efficiency in energy distribution.

Blockchain technology is further transforming energy
trading by providing a secure, transparent, and reliable
platform for energy transactions. Umar et al. investigated
blockchain-based vehicle-to-vehicle (V2V) energy trading
and demonstrated its potential to strengthen power grid
operations through improved security, efficiency, and adapt-
ability compared with conventional centralized approaches.
In addition, researchers have explored the application of
multi-agent reinforcement learning (MARL) to optimize de-
centralized energy trading systems. Further studies demon-
strated that applying MARL to decentralized multi-energy
trading can improve participants’ economic benefits while
preserving privacy and supporting system scalability [94].

The growing importance of integrating electricity and
hydrogen markets has also accelerated the development of
hybrid energy trading frameworks. Zhang et al. proposed a
coordinated trading framework that enables renewable-to-
hydrogen providers to participate strategically in multiple
energy markets [95]. This approach aims to maximize
economic benefits while promoting the efficient utilization
of renewable energy sources.

The integration of Al and digital technologies offers

substantial opportunities to improve the efficiency, secu-
rity, and sustainability of modern energy systems. Cali et
al. demonstrated that combining blockchain technology
with ML enables secure communication and facilitates effi-
cient decentralized energy trading between producers and
consumers [96]. Similarly, Wang et al. [97] emphasized
the importance of smart meters in collecting real-time en-
ergy consumption data to support improved demand-side
management.

Despite these advantages, the increasing deployment of
IoT devices introduces significant cybersecurity challenges.
Although IoT-enabled devices improve grid responsiveness
and facilitate real-time monitoring, they also increase ex-
posure to cyberattacks, thereby requiring robust security
mechanisms [98]. Al-based approaches contribute to power
grid optimization and enhance the detection and mitiga-
tion of false data injection attacks. Recent developments
in semi-supervised deep learning have further strength-
ened the ability of energy management systems to identify
malicious activities and improve operational resilience.

Furthermore, Kwilinski et al. highlighted that changes
in consumer behavior resulting from the COVID-19 pan-
demic necessitate a reassessment of existing energy con-
sumption patterns and related energy management strate-
gies [99].

5. Traditional and modern electricity markets

Energy markets are changing rapidly due to new tech-
nologies and updated regulations. Efficient energy move-
ment and usage rely on energy systems and infrastructure
acting as the link between those who need energy and those
who provide it. Systems such as energy storage, digitaliza-
tion, the connection of different energy sectors, demand
management, and regional partnerships allow energy to be
managed and moved effectively to where it is required [84],
[85]. For a long time, electricity trading systems have used
standard models such as zonal setups. However, these mod-
els no longer fit the modern energy market because they
do not handle the intricate economic and environmental
factors well enough. This research argues for moving to
nodal models, which offer a more precise picture of electric-
ity movement by considering price variations in different
locations [86]. Unlike older methods, today’s advanced
models, particularly those using system dynamics, offer
a more profound understanding of energy markets. For
example, they developed a system dynamics model for na-
tionwide electricity markets that relies on piecewise smooth
differential equations. This model effectively simulates the
intricate interplay of supply and demand, and it is designed
to be adaptable to different investment situations. The
use of non-smooth dynamics allows for a more accurate
portrayal of real-world market actions, especially in invest-
ment decisions shaped by feedback loops within the flow of
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energy systems [87]. Community energy markets are a new
and exciting development in how energy is traded. Models
are proposed for energy exchange within these communities,
stressing the value of local trading among energy producers
and consumers. By enabling local sales of extra energy,
these models encourage energy independence and lower
costs for community participants. The key to success for
community models is understanding how different members
of the community interact, which allows for better use of
resources and greater overall benefit [88]. A key feature
of today’s energy markets is the incorporation of energy
storage, which is crucial for dealing with inconsistent re-
newable energy supplies. Akram et al. suggest complex
energy flow models that consider the unique operational
details of different storage technologies. Their study shows
that customized methods are needed to assess how ESSs
engage in the market, rather than using simplified models
that do not accurately reflect their performance [89)].

P2P energy trading is another key innovation in today’s
energy markets. The P2P systems are explored that allow
energy producers to share extra energy directly, cutting
out traditional energy companies. These models create
cooperative ways to distribute energy, giving consumers
more control and challenging current regulations. Research
suggests that P2P systems not only improve participants’
finances but also encourage wider community involvement
in sustainable energy practices. As energy markets change,
the implications extend beyond just economic gains. The
shift from traditional to modern models signifies a larger
move toward more intricate, integrated methods that boost
sustainability and efficiency [90].

5.1. Energy market optimization with Al

AT is becoming essential in the energy sector. Its capac-
ity to analyze information and generate forecasts improves
operations, asset management, and client relations. For
example, Al is utilized to precisely anticipate energy utiliza-
tion and optimize Battery Energy Storage Systems (BESS),
reinforcing the control network and making it more eco-
friendly. Research by Rocha et al. [100] suggests that
Al-based coordination of solar and hydrogen energy can
effectively balance supply and demand while improving
energy efficiency. Synergistic partnerships between univer-
sities and businesses are driving progress in applying Al
to energy storage, power grid management, and predicting
renewable energy generation. To fully realize the potential
of Al in the energy sector, it is crucial to tackle challenges
related to managing complex datasets, integrating Al sys-
tems into existing infrastructure, and safeguarding against
cybersecurity threats [101]. AT Applications in Energy Sys-
tems Management and Optimization are shown in Figure 5.

Key benefits of this approach yields several benefits,
including a more efficient energy market that better han-
dles the variability of RESs and leverages flexible energy
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Figure 5: ATl applications in energy systems management and
optimization [217].

demand, thanks to the use of IoT technologies. These im-
provements translate into economic and social advantages
such as reduced operational expenses and a more stable
power grid, achieved by optimizing resource distribution
and effectively managing energy demand from consumers
[102].

5.2. Energy market prices and prediction using Al

Al is improving the accuracy of energy market price
forecasts through several key strategies. These include
decentralized Al models that improve data privacy and
predictive power, hybrid forecasting approaches that com-
bine ML with traditional data sources such as weather
information for better renewable energy production esti-
mates, and a collaborative approach that integrates human
expertise to validate and refine Al-generated predictions.
Furthermore, the critical role of human experts in ensuring
the reliability of Al-driven decision support systems for
energy markets is emphasized [103]. AI/ML algorithms for
energy market price prediction are shown in Table 3.

(i) Potential for ML/AI in forecasting and analysis:

Research conducted by Mhlanga et al. [110] revealed
that ML has a wide range of potential applications across
These applications include assessing
macroeconomic and energy trends, forecasting demand,

various domains.

managing risk, developing trading strategies, and process-
ing data. For example, the prices of crude oil, natural gas,
and electricity can be predicted using these techniques.

(b) The use of ML in energy systems shows great
promise for both energy generation and consumption.

(c) Zhou et al. [111] state that improving the accuracy
of power demand and price predictions is one of the most
pressing issues in electrical engineering research.

(ii) Grid management and price prediction:

(a) The electricity industry has made great strides in
adopting data analytics, largely due to the installation of
smart meters and sensors that collect substantial amounts
of data within the smart grid.

(b) Processing such a large volume of diverse data would
be impossible without the support of big data analytics.
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Table 3: AI/ML Algorithms for energy market price prediction.
Algorithm Type Specific Algorithm Application Area Advantages Disadvantages Ref.
Examples
Time Series ARIMA, SARIMA, Short-term and Simple to implement, May not capture complex [104]
Analysis Exponential Smoothing medium-term price computationally efficient, and non-linear relationships,
forecasting (e.g., with well-established statistical = requires stationary data, and
day-ahead, week-ahead) properties. has limited ability to
incorporate external factors.
Regression-Based Linear Regression, Medium-term to Can handle multiple input Performance can be sensitive to [105]
ML Support Vector long-term price variables and is relatively easy to feature selection; linear
Regression (SVR), Ridge forecasting, identifying interpret. regression assumes linearity,
Regression, Lasso key price drivers. and SVR can be
Regression computationally expensive.
Artificial Neural Feedforward Neural Short-term, medium-term, Can model non-linear Black box models (difficult to [106]
Networks Networks, Recurrent and long-term price relationships, adaptive learning, interpret), require large
(ANNSs) Neural Networks forecasting, capturing is capable of handling noisy data, datasets for training, are prone
(RNNs), Long complex patterns. and can capture long-term to overfitting, are
Short-Term Memory dependencies (LSTMs). computationally intensive, and
(LSTM) require hyperparameter tuning.
Tree-Based Decision Trees, Random Medium-term and Can leverage the strengths of Increased complexity requires [107]
Methods Forests, Gradient long-term price different algorithms, often careful design and tuning.
Boosting Machines forecasting, feature achieving superior performance
(GBM), XGBoost importance analysis. compared to single models.
Hybrid Models Combination of different All forecasting horizons, Can leverage the strengths of Increased complexity requires [108]
AI/ML techniques (e.g., improving accuracy and different algorithms, often careful design and tuning.
ANN-ARIMA, robustness. achieving superior performance
Wavelet-ANN) compared to single models.
Bayesian Gaussian Processes, Quantifying uncertainty Provides probabilistic forecasts, Can be computationally [109]
Methods Bayesian Neural in price predictions. captures uncertainty, and can be expensive and sensitive to prior

Networks

updated with new data. specification.

Both big data analytics and ML algorithms play crucial
roles in electrical transmission and distribution networks
[191]. They are necessary for data collection, storage, and
analysis, as well as for forecasting and system maintenance
[112].

(c¢) Individuals and businesses with their own energy
generation systems can use this information to make strate-
gic decisions about their energy usage. For example, the
Adaptive Neural Fuzzy Inference System (ANFIS) has been
implemented to predict short-term wind patterns that are
essential for generating electrical power [113].

(d) Considering these developments, it is crucial for
businesses and governments to invest in AI and ML. These
technologies can enhance grid management and improve
the accuracy of energy price estimates [114].

(iii) Forecasting for renewable energy:

Significance of short-term forecasting models for PV
energy generation is discussed in [111], [215], [216]. The
studies surveyed indicate that deep learning (DL)-based
forecasting models in renewable energy can enhance ac-
curacy, stability, and effectiveness, which are essential for
energy system planning, scheduling, and management. Ad-
ditionally, data preprocessing methods, such as Empirical
Mode Decomposition (EMD) and Wavelet Decomposition
(WD), along with post-correction techniques like Ensemble

Methods and Rough Set Theory, are crucial for improving
accuracy. Several articles have been reviewed to examine
this issue, and the following aspects have been identified
[115], [116]. A general deep learning-based point forecasting
framework for renewable energy is shown in Figure 6.

(a) Overall architecture: The main components of the
framework are data preprocessing, feature extraction, fore-
casting models, and error correction. Each of these com-
ponents is interconnected, forming a cohesive system that
enhances overall performance and accuracy.

(b) Specific techniques: What ML or statistical methods
are applied in each component? (e.g., LSTM, CNN, wavelet
transforms, Kalman filters, etc.)

(c) Data sources: What types of data are used (includ-
ing historical generation data, weather data, and market
data)?

(d) Framework performance evaluation: Which metrics
are used to evaluate its effectiveness (e.g., RMSE, MAE,
MAPE, and CRPS)?

(e) Strengths and weaknesses: What are the highlighted
advantages and potential drawbacks of the framework?

(f) Novelty: What distinctive contribution does the
framework offer?

(g) Commonalities: What elements or techniques are
common across multiple frameworks?
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Figure 6: Forecasting framework of renewable energy.

(h) Commonalities: What elements or techniques are
common across multiple frameworks?

(i) Gaps: Which critical areas remain unaddressed by
current frameworks?

(j) Best practices: What are the key strategies for cre-
ating an effective renewable energy forecasting framework?

(k) Emerging trends: What new techniques or ap-
proaches are gaining popularity?

(1) Open challenges: What are the key challenges that
researchers are still trying to address?

(m) Framework of understanding: The outcome is a
comprehensive overview of existing frameworks, covering
common components and variations, the strengths and
weaknesses of different approaches, and key research direc-
tions in the field.

Based on a review of various articles, an algorithm
for predicting prices in the renewable energy market has
been proposed and is detailed below [117]- [119]. Figure 7
presents a summary of the contents.

5.3. Risk assessment models in the energy market

The energy industry is at a crucial juncture, requir-
ing the development of sustainable, efficient, and secure
energy systems. In this context, robust risk assessment
models are crucial for managing market complexities. Al
significantly enhances risk assessment capabilities in var-
ious fields, resulting in greater precision, efficiency, and
flexibility. In particular, the nuclear energy industry relies
heavily on probabilistic risk assessment (PRA) to ensure
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Figure 7: Algorithm steps to improve renewable energy price
prediction [117]- [119].

a thorough examination of potential hazards [120]. The
Fuzzy Analytical Hierarchy Process (FAHP) is especially
beneficial in scenarios with limited or ambiguous data, as
it facilitates a deeper comprehension of risk by integrating
the assessments of stakeholders. Additionally, the integra-
tion of environmental risk assessments into energy market
evaluations has become increasingly popular [121]. This
review paper addresses the growing complexities and un-
certainties in modern electricity markets, highlighting the
critical role of effective risk assessment and management for
market participants and regulators. The authors analyze
existing risk assessment and management methodologies
applied to electricity markets, categorized into various risk
types. The review identifies and examines key risks, in-
cluding price volatility, operational risks, regulatory risks,
and credit risks, and the models used to assess these risks.
These include models such as Value-at-Risk (VaR), condi-
tional Value-at-Risk (CVaR), and stochastic optimization
techniques. Finally, the review outlines the limitations of
the current risk management approach and provides sug-
gestions for future research directions. These suggestions
include data-driven methods that can improve risk assess-
ment accuracy and adapt to the changing characteristics of
electricity markets [122]. Another study presents an energy
management system (EMS) for a microgrid participating in
an electricity pool market, incorporating RESs, diesel gen-
erators, battery storage, and controllable loads. A key fea-
ture of the proposed EMS is a double-layer scenario-based
stochastic programming approach, which addresses uncer-
tainties related to renewable resources, customer loads, and
electricity prices. To mitigate risks associated with these
uncertainties, a risk management scheme employing CVaR
is integrated into the objective function [123].
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5.4. Risk identification in electrical energy markets

Effective risk assessment and management in energy
markets offer several critical benefits, enabling market par-
ticipants, regulators, and investors to make informed de-
cisions and mitigate potential losses [124], [125]. These
benefits are achieved through the application of various
models and techniques, as outlined below:

(i) Improved decision-making:

e Benefit: Risk assessment models provide stakeholders
with a clear understanding of the potential risks and
uncertainties associated with energy market activities,
enabling more informed and robust decision-making

[126].

Solutions:

Price volatility modeling: Models like GARCH, stochas-
tic volatility models, and jump-diffusion models can be used
to quantify and forecast price volatility, enabling traders
and portfolio managers to make better hedging and trading
decisions [127].

Scenario analysis: Developing scenario-based simula-
tions and risk assessments can also help improve invest-
ment decisions by understanding the effects on different
outcomes.

(ii) Enhanced risk mitigation:

o Benefit: By identifying and quantifying risks, market
participants can implement strategies to mitigate these
risks, reducing the potential for financial losses and
operational disruptions [128].

Solutions:

Hedging strategies: Using derivatives (e.g., futures, op-
tions, swaps) to hedge against price volatility and protect
against adverse price movements.

Portfolio diversification: Diversifying energy portfolios
across different assets, regions, or technologies to reduce
overall risk exposure [129].

Insurance and risk transfer: Utilizing insurance prod-
ucts or risk transfer mechanisms to protect against specific
operational risks (e.g., power plant outages, pipeline fail-
ures) [130].

Credit risk management: Implementing credit scoring
models and collateral requirements to mitigate the risk of
default by counterparties [131].

(iii) Optimized resource allocation:

o Benefit: Risk assessment models can help to optimize the
allocation of resources, ensuring that capital is deployed
efficiently and projects are selected based on their risk-
adjusted returns [132].

Solutions:

Risk-adjusted return on capital (RAROC): Evaluating
investment opportunities based on their RAROC, which
takes into account the risk associated with the project [133].
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Figure 8: Eight key benefits and solutions from risk
assessment models in the energy market [217].

Stochastic Optimization: Using stochastic optimization
techniques to optimize investment decisions under uncer-
tainty, considering a range of possible scenarios [134].

(iv) Improved regulatory oversight:

o Benefit: Risk assessment models provide regulators with
insights into the stability and resilience of the energy
market, enabling them to implement policies and reg-
ulations that promote market efficiency and prevent
systemic risk [135].

Solutions:

Stress testing: Conducting stress tests of energy market
participants to assess their ability to withstand extreme
events (e.g., price spikes, supply disruptions) [136].

Market surveillance: Monitoring market activity for
signs of manipulation or excessive speculation [137].

Regulatory capital requirements: Setting capital re-
quirements for energy market participants to ensure that
they have sufficient resources to absorb potential losses
[138].

(v) Attracting investment in renewable energy:

o Benefit: By quantifying and mitigating risks associated
with renewable energy projects, risk assessment models
can make these projects more attractive to investors,
accelerating the transition to a cleaner energy future
[139].

Solutions:

¢ Revenue stabilization mechanisms: Implementing feed-
in tariffs, contracts for difference, or other mechanisms
to stabilize revenues for renewable energy projects and
reduce price risk [140].

o Credit guarantees and risk insurance: Providing credit
guarantees or risk insurance to reduce the risk of default
or project failure [141]. Eight key benefits and solutions
associated with risk assessment models in the energy
market are shown in Figure 8.

AT significantly impacts risk evaluation in the energy
sector, marked by various opportunities and challenges.
Its capacity to evaluate large datasets and offer predictive
insights results in more informed decision-making processes
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[142]. Ethical concerns and clarity enhance the incorpora-
tion of Al technologies. Yenduri et al. highlighted that Al
tools such as GPT-4 significantly improve data analysis,
allowing for the real-time detection of possible risks and
opportunities [143].

5.5. MCS for energy market risk

To effectively manage uncertainty in the ever-changing
and often unpredictable energy market, stakeholders can
leverage MCSs. These valuable resources allow for the
creation of models simulating a range of possible outcomes,
supporting well-informed decisions within this complex
industry. By incorporating dynamic financial modeling,
project viability can be evaluated more comprehensively
under varying market conditions, leading to a better under-
standing of potential risks and rewards [63], [68], [69]. Fur-
thermore, fintech innovations are enhancing the precision
of financial models, thereby improving financial forecasting
and risk assessment [144]. This review paper addresses
the increasing significance of uncertainty in modern power
systems, arising from restructuring efforts and the integra-
tion of renewable energy resources. The authors system-
atically examine various uncertainty modeling techniques
applicable to power system studies, categorizing them into
probabilistic, possibilistic, hybrid possibilistic-probabilistic,
information gap decision theory (IGDT), robust optimiza-
tion, and interval analysis [145]. The uncertainty modeling
approaches are explained in Table 4.

5.5.1. Modeling and the appropriate approach

Selecting an appropriate modeling approach is essential
for improving decision-making, assessing potential risks,
and optimizing energy management processes [146]. Data-
driven strategies that integrate predictive analytics and
AT can refine simulations and improve demand forecasting
accuracy. The availability and quality of data are critical
factors in selecting suitable modeling techniques. Proba-
bilistic methods require sufficient historical data to reliably
estimate probability density functions (PDFs) for uncer-
tain variables and may become unreliable when data are
scarce [147]. In contrast, possibilistic methods, particularly
fuzzy logic, are useful when historical data are limited or
imprecise, as expert knowledge and qualitative informa-
tion can be employed to define membership functions [148].
Information-gap decision theory and robust optimization
can support decision-making without requiring historical
data, particularly under severe uncertainty [149]. The na-
ture of uncertainty also influences model selection. Aleatory
uncertainty represents inherent randomness, such as wind
gusts and solar irradiance fluctuations, for which proba-
bilistic methods are generally suitable [150]. Conversely,
epistemic uncertainty arises from insufficient knowledge,
such as future policy changes or technological costs, mak-
ing possibilistic methods, IGDT, and robust optimization

more appropriate. Model complexity and computational
requirements must also be considered when selecting a
suitable approach. Monte Carlo simulation can be com-
putationally expensive, particularly for complex models
involving numerous uncertain variables, although variance
reduction techniques may improve computational efficiency
[151]. Analytical approaches, including linearization and
point estimate methods, offer computational efficiency but
may compromise prediction accuracy [151].

The correlation among uncertain variables, desired out-
puts, risk preferences, model nonlinearity, and available
computational resources are additional factors influencing
the selection of uncertainty modeling techniques. When
uncertain variables are correlated, the selected method
should adequately represent their statistical dependencies.
Copula functions provide an effective means of modeling
dependencies among random variables [152], whereas sim-
pler approaches, such as basic MCS implementations, may
not adequately account for these correlations. The de-
sired output of the uncertainty analysis also determines the
modeling strategy. If the objective is to obtain the com-
plete probability distribution of an output variable, MCS
or analytical approaches, such as the cumulant method
with appropriate series expansion, can be employed [145].
Sensitivity analysis can further identify the most influen-
tial uncertain variables affecting system performance [153].
The risk preferences of decision-makers should also be con-
sidered, as robust optimization and IGDT allow explicit
consideration of risk aversion and facilitate the identifi-
cation of solutions that remain effective under worst-case
scenarios [154]. Furthermore, the degree of nonlinearity
between input and output variables influences the suitabil-
ity of analytical methods, since linearization techniques
may produce inaccurate results for highly nonlinear sys-
tems [155]. Machine learning approaches, including deep
convolutional neural networks (DCNNs) and deep recur-
rent neural networks (DRNNs), can support the modeling
of complex systems under uncertainty [156]. Neverthe-
less, computational requirements vary considerably across
modeling approaches, as methods such as MCS and deep
learning may provide effective results while demanding sub-
stantial computational resources [115]. Therefore, selecting
an appropriate modeling technique requires balancing data
availability, uncertainty characteristics, computational effi-
ciency, model accuracy, and decision-making objectives.

5.5.2. Monte Carlo Simulation (MCS)

MCS is a widely recognized and implemented numerical
technique for uncertainty management in energy market
modeling, particularly when addressing intricate, non-linear
systems characterized by numerous uncertain variables.
MCS leverages a computational, iterative approach to ap-
proximate the behavior of complex systems by simulating
numerous scenarios based on probability distributions as-
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Table 4: The uncertainty modeling approaches [144],[145]

S. No. Uncertainty Modeling Criteria Description

1 Data availability The quality and amount of data are crucial for modeling.

2 Type of uncertainty Understanding the nature of uncertainty is essential.

3 Model complexity The computational cost of different modeling approaches must be considered.
4 Correlation Methods should capture dependencies between uncertain variables.

5 Desired output Identifying the needed information from uncertainty analysis is key.

6 Risk aversion Decision-makers’ risk preferences influence the method selection.

7 Model non-linearity The relationship’s linearity affects the choice of methods.

8 Computational resources Different methods require varying levels of computational effort.

signed to uncertain input parameters. Within the energy
market context, MCS finds applications in diverse areas,
spanning risk assessment, investment planning, and opera-
tional optimization [157].

The MCS methodology typically involves the following
sequential steps [158]:

e Input characterization:
Defining the uncertain input parameters, such as fuel
prices, electricity demand, renewable energy generation,
and operational availability, and assigning appropriate
PDFs to represent their variability. The selection of
a PDF must rely on previous knowledge. It can also
include normal, uniform, and lognormal distributions.

e Scenario generation:
Generating a large number of scenarios by randomly
sampling values from the defined PDFs for each un-
certain input parameter. Latin hypercube sampling
(LHS) or other variance reduction techniques may be
employed to improve sampling efficiency. In this paper,
a small-forward reduction, such as the General Alge-
braic Modeling System (GAMS)/Scenario Reduction
(SCENRED), was implemented to reduce computation
time and maintain the effectiveness of Monte Carlo.

e Model evaluation:
Evaluating the deterministic energy market model for
each generated scenario, calculating relevant output
variables of interest, such as electricity prices, generation
costs, and power flows.

e Statistical analysis:
Aggregating the results from all simulated scenarios
to derive statistical measures of the output variables,
including mean, variance, percentiles, and confidence
intervals. These statistical measures quantify the range
of potential outcomes and the associated probabilities.

o Risk assessment:
Calculating risk metrics based on the simulated output
distributions, such as VaR and CVaR, to assess the po-
tential for extreme losses. CVaR is an effective approach,

helping with an appropriate trade-off in the model, but
it might increase complexity.

Computationally intensive, MCS remains a vital tool
for managing uncertainty in the energy market, providing
a flexible, comprehensive framework for risk assessment, in-
vestment planning, and operational optimization. Ongoing
research focuses on variance reduction techniques, hybrid
approaches, and parallel computing to mitigate the com-
putational limitations of MCS and extend its applicability
to increasingly complex energy systems. A deep dive into
MCS for uncertainty management in the energy market is
shown in Table 5.

5.5.3. Risk assessment in the electricity market

Ahmad et al. examined a method for assessing the
benefit of electric car charging piles based on the value at
risk [42]. The invention assesses the investment benefit risk
of EV charging piles using a VaR-based method and MCSs
to obtain the probability distribution of charging amounts,
then simulates the investment benefit model. This en-
ables the benefit and risk assessment for EV charging piles
through the VaR. The method supports investment from
a technical and economic perspective and supports it. It
reduces financial risk in investment and operation.

In recent years, there has been a rise in digital start-up
activity within the energy sector. Although there were
predictions of a decrease in VC funding amid the COVID-
19 pandemic, initial investments in clean energy start-ups
increased in 2020. This trend emphasizes sustained enthu-
siasm for creative digital solutions and adaptability amid
economic instability [194]. The energy industry has experi-
enced a rise in digital start-up initiatives in recent years.
Unexpectedly, early-stage investments in clean energy start-
ups saw growth in 2020, despite forecasts of decreased VC
financing due to the COVID-19 pandemic. This trend
suggests a sustained interest in innovative digital solutions
within the energy domain and resilience in the face of global
economic uncertainty [195].
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Table 5: Deep dive into MCS for uncertainty management in the energy market.
Subject Descriptions References
Core principle Uses repeated random sampling to obtain numerical results. Simulates numerous scenarios [159]
based on probability distributions assigned to uncertain input parameters, then analyzes
the results statistically.
Key advantages Handles complex, non-linear systems effectively. Adaptable to various uncertainty types [145]
(continuous, discrete, qualitative). Conceptually straightforward and easy to implement.
Provides comprehensive output (full probability distributions, risk metrics).
Input Characterization 1. Identify uncertain input parameters (fuel prices, demand, renewable generation, etc.). 2. [145]
Assign appropriate PDFs to each parameter. Consider historical data, weather conditions,
trends, and patterns. Normal, uniform, lognormal, Weibull.
Scenario generation 1-1. Generate numerous scenarios by randomly sampling values from the PDFs: Latin [160]
Hypercube Sampling, Importance Sampling, and Markov Chain Monte Carlo. 2-2.
Implement model fast-forward reduction to reduce computational burden.
Model evaluation Evaluate the deterministic energy market model for each scenario to determine output [161]
variables (electricity prices, generation costs, power flows, reliability metrics).
Statistical analysis Analyze results across all scenarios to obtain statistical measures (mean, variance, [162]
standard deviation, percentiles, confidence intervals).
Risk assessment Calculate risk metrics (VaR, CVaR, Expected Shortfall, etc.). [163]
Variance reduction techniques Stratified sampling from PDFs for uniform representation. Importance Sampling: Sample [145]
more frequently from scenarios with high impact on results (rare event simulation).
Control Variates: Use a correlated variable with a known expectation to reduce estimator
variance.
Investment planning Evaluating the economic viability of energy projects and optimizing investment decisions. [164]
Microgrid energy management An EMS helps the system make smarter decisions with a full range of information by [80], [165]
utilizing both probability methods and distributions.
Operational optimization Generating electricity, managing transmissions, and designing DR. [145]
Key challenges 1. High computational burden, especially with growing dimensions. 2. Accurate PDF. 3. [145]

Time-consuming as the model scales.
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According to the picture, digital start-ups analyzed for
investment focus on developing energy technologies, ser-
vices, and end-user solutions that include both hardware
and software. Purely hardware manufacturing and distri-
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bution ventures are excluded. Key areas include energy-
as-a-service for buildings (smart HVAC and management
systems) and distributed energy resource/grid management
(virtual power plants and energy trading). This analysis
includes companies from seed through Series B funding, ex-
cluding outlier investments over USD 150 million, which to-
taled approximately USD 350 million in 2020 [195]. Global
early-stage VC investments in digital energy-efficiency and

demand-side flexibility start-ups, by type of new business

model, 2015-2021, are shown in Figure 9.
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5.6. Electricity and bitcoin

Figure 9: Global early-stage VC investments in digital
energy-efficiency and demand-side flexibility Start-Ups, by
Type of New Business Model, 2015-2021 [195].

® Distributed © Other

The connection between cryptocurrencies, especially
those utilizing Proof-of-Work (PoW), and the energy mar-
ket is intricate, encompassing significant negative effects
as well as possible positive outcomes [204], [205]. "The

Tragedy of the Energy Commons"' suggests that uncon-

trolled cryptocurrency mining may result in serious envi-
ronmental and public health issues because of its excessive
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Bitcoin energy consumption worldwide from February 2017 to February 3, 2025 (in
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Figure 10: Bitcoin energy consumption [219].

energy use, resembling a "tragedy of the commons" situ-
ation. The book argues that governmental oversight is
essential to alleviate these adverse externalities by pro-
moting sustainable practices, minimizing pollution, and
safeguarding public health, thus averting the excessive use
of communal energy resources [196]. The average energy
consumption for a single Bitcoin transaction in 2025 could
be equivalent to hundreds of thousands of Visa card trans-
actions. This estimate comes from a source attempting
to assess Bitcoin’s energy consumption over time. The
calculation is based on the estimated amount miners spend
on electricity, as there is no official tracking of the cryp-
tocurrency’s energy use. Additionally, the estimation of
which countries mine the most Bitcoin is determined by
cross-referencing IP addresses. According to the figure, the
effect of cryptocurrencies on the electricity grid has been
noteworthy, with Bitcoin alone consuming an estimated
175.87 terawatt-hours (TWh) per year as of February 2025.
This is often comparable to the energy consumption of a
small nation, with Bitcoin’s electrical footprint around 17
percent of Russia’s total energy generation. Cryptocurrency
mining, especially for Bitcoin, is highly energy-intensive
due to its PoW framework. A single Bitcoin transaction in
2025 consumes 1,171.95 kilowatt-hours, comparable to the
energy utilized by 100,000 VISA transactions. This high en-
ergy demand has led to concerns about the environmental
impact of cryptocurrencies [195].

The natural effect of cryptocurrencies. Ethereum, an-
other major cryptocurrency, altogether diminished its en-
ergy consumption after transitioning from PoW to proof-
of-stake in September 2022. By 2025, Ethereum’s energy
consumption had become insignificant compared to its past
levels. The growing demand for power from cryptocurren-
cies, besides data centers and Al, is anticipated to account
for a bigger share of global power utilization. Estimates
recommend that by 2026, these advances may consume
between 620 and 1,050 TWh yearly, up from 460 TWh in
2022 [181]. Bitcoin energy utilization is shown in Figure 10.

Ethereum energy consumption worldwide from May 2017 to January 19, 2025 (in
terawatt hours)
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Figure 11: Ethereum’s energy consumption [220].
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Figure 12: Bitcoin average energy consumption per
transaction compared to that of visa as of august 17, 2025 (in
Kilowatt-Hours) [221].

Ethereum’s energy utilization is shown in Figure 11. Bit-
coin average energy consumption per transaction compared
to that of VISA as of August 17, 2025 (in kilowatt-hours),
is shown in Figure 12.

5.6.1. Energy use and environmental pollution

e Demand:

e The essential concern with respect to Proof of Work
(PoW) cryptocurrencies, such as Bitcoin, is their energy-
intensive nature. Mining these cryptocurrencies requires
solving complex computational issues to approve trans-
actions and secure the blockchain. This process depends
on specialized equipment, known as ASICs, and con-
sumes endless amounts of power [197].

e Carbon footprint:

The carbon footprint of cryptocurrency mining essen-
tially depends on the energy sources utilized. When
mining is fueled by fossil fuels like coal or natural gas,
it significantly contributes to greenhouse gas emissions
and climate change [198].

o Grid instability:

Large-scale mining operations can put a strain on local
and regional electricity grids, causing voltage fluctua-
tions, blackouts, and higher costs for other consumers
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Figure 13: Negative impacts: energy consumption and
environmental concerns [197]- [200].

[199].
o Waste:

The equipment utilized for cryptocurrency mining rapidly
becomes obsolete, resulting in a huge amount of elec-
tronic waste. This e-waste contains hazardous materials
and poses critical environmental dangers [200]. The neg-
ative impacts - energy consumption and environmental
concerns- are shown in Figure 13.

5.6.2. Potential positive impacts and opportunities

e DR and grid balancing:

Cryptocurrency mining can serve as a flexible load on
the electricity grid, offering DR services to help balance
supply and demand. Miners can decrease or shift their
electricity consumption during times of high demand or
grid stress [201].

e Incentivizing renewable energy development:
Cryptocurrency mining can increase the demand for
renewable energy in remote or underserved areas, en-
couraging the development of new solar, wind, and
hydropower projects [202].

e Blockchain for energy trading:

Blockchain technology, which underlies cryptocurren-
cies, can create more efficient and transparent platforms
for energy trading. This facilitates P2P energy trading,
smart grids, and the integration of DERs [203]. Poten-
tial positive impacts and opportunities are shown in
Figure 14.

5.7. Electric vehicles and the global energy transformation

The EV market is experiencing rapid global expansion,
significantly impacting the energy sector. Projections show
that the US EV market might reach a valuation of $104.72
billion by 2025, with an expected annual growth rate of

e Increased energy demand from
mining can drive renewable energy
projects in remote areas.

* Blockchain can create efficient
platforms for peer-to-peer energy
trading and smart grids. d

e Cryptocurrency mining can help
balance electricity supply and
demand by adjusting consumption. /

Figure 14: Potential positive impacts and opportunities [203].

10.53%. By that same year, the market is anticipated to
reach $377.89 billion. This growing adoption of EVs is driv-
ing the demand for expanded charging infrastructure. As
of 2023, the United States has roughly 168,400 public EV
chargers distributed over 64,600 locations. However, the
current charging network struggles to meet this rising de-
mand, with 42% of US consumers citing limited availability
of public charging facilities as a major deterrent. Estimates
foresee a significant increase in energy demand for EV
charging by 2030, with China anticipated to consume over
300 terawatt-hours. This shift in energy utilization is likely
to have considerable impacts on the broader energy market,
possibly accelerating the move away from conventional fos-
sil fuel sources. To address these infrastructural challenges,
government bodies are implementing initiatives such as
the US National Electric Vehicle Infrastructure (NEVI)
Formula Program. Furthermore, ongoing advancements
within the industry, including the adoption of the North
American Charging Standard (NACS) by major car manu-
facturers, are anticipated to improve charging availability
and advance market development [206].

In smaller EV markets, sales growth in early 2024 was
exceptionally high, beginning from a low base. In January
and February, electric car sales quadrupled in Brazil and
expanded more than sevenfold in Vietnam, whereas India
saw sales rise by over 50%. First-quarter electric car sales
have consistently accounted for 15-20% of total annual sales
since 2021. Based on this trend and future advancements,
we estimate that worldwide electric car sales may reach
around 17 million in 2024, reflecting over 20% growth from
2023 and making EVs account for more than one-fifth of
total car sales. Electric car sales neared 14 million in 2023,
95% of which were in China, Europe, and the United States
[207]. The trend for EVs is shown in Figure 15.

By 2035, the number of public charging stations could
expand sixfold, making it easier and more appealing for
everyday consumers to embrace the shift to EVs. This refers
to charging points that are neither publicly accessible nor
located at private residences. The estimated home charging
stock for 2023 is based on the electric light-duty vehicle
stock and regional assumptions regarding the ratios of
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Figure 15: Trend of electric car sales, 2012-2024 [207].
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Figure 17: Global Market share of electric vehicles within
passenger car sales between 2015 and 2023, with a forecast

through 2030 [219).

electric vehicle supply equipment (EVSE) to EVs. You
can explore regional projected EVSE stock data through
the interactive Global EV Data Explorer [141]. The light-
duty vehicle charger capacity for 2023-2035 under the
Stated Policies Scenario (STEPS) and Announced Pledges
Scenario (APS) is shown in Figure 16.

The EV market is experiencing rapid growth, with its
global market share reaching 16.7% of passenger car sales
in 2023, and it is also projected to reach 44.8% by 2030
[222]. The global market share of electric vehicles within
passenger car sales between 2015 and 2023, with a forecast
through 2030, is shown in Figure 17.

AT essentially improves the productivity and flexibil-
ity of energy networks. Predictive analytics fueled by Al
can forecast energy demand more accurately, leading to
optimized asset allocation and reduced waste [208]. This
can be particularly critical given the growing number of
intermittent RESs, including wind and solar, which require
complex balancing frameworks to keep the grid stable. Fur-
thermore, Al algorithms can identify and respond to system
abnormalities, improving cybersecurity and reducing the
impacts of intrusions [209]. This is especially critical due to
the expanding number of distributed RESs, such as wind
and solar, which require modern balancing frameworks
to preserve network stability. Also, Al algorithms can
identify and respond to network abnormalities, improving
cybersecurity and minimizing the impact of intrusions [210].
Integrating Al into energy markets and the EV ecosystem
poses challenges such as information protection, algorith-
mic bias, and the need for solid regulations. However, the
potential benefits are significant, offering a pathway to a
cleaner and more efficient energy future. Ongoing research
and thoughtful policy decisions are essential for maximizing
AT’s impact in these areas [211].

6. Discussion

The energy market has experienced significant changes
driven by the increasing integration of renewable energy
sources (RESs), the decentralization of energy generation,
and the development of smart energy systems. Conven-
tional market models have struggled to accommodate this
growing complexity, necessitating innovative approaches
that utilize artificial intelligence (AI) and digitalization.
This study provides a comprehensive overview of energy
markets and trading models, focusing on the integration of
AT and advanced technologies to improve efficiency, reliabil-
ity, and sustainability. Different AI techniques, including
machine learning (ML), deep learning, and reinforcement
learning, have been investigated in relation to their ap-
plications in forecasting, optimization, risk management,
and energy market planning [173], [175]. Moreover, the
role of digitalization in enabling real-time data exchange,
information security, improved communication, and smart
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trading platforms has been discussed [177], [187]. The chal-
lenges and opportunities associated with adopting AI and
digital technologies in the energy sector have also been ad-
dressed, highlighting potential barriers and future research
directions.

The energy sector is facing significant challenges and
opportunities. The global transition toward decarboniza-
tion requires a shift from fossil fuels to RESs, particularly
solar and wind energy [188]. Traditional energy market
models, primarily designed for centralized generation and
predictable electricity demand, may not adequately address
these evolving operational requirements. Consequently,
innovative approaches based on Al, digitalization, and in-
telligent energy management are essential for optimizing
energy generation, distribution, and utilization [173], [187].
AT and digitalization offer considerable opportunities to
improve energy market operations in several key areas.
(a) Enhanced forecasting:

Accurate forecasting of renewable energy generation
and electricity demand is essential for effective grid man-
agement. Al-based algorithms can analyze large volumes
of historical and real-time data to identify complex con-
sumption patterns and improve forecasting performance.
The integration of smart meter measurements and socioe-
conomic information can further support the identification
of residential electricity consumption patterns [170], [171].
(b) Optimized grid management:

Al-based optimization techniques can improve resource
allocation, manage network congestion, and support sys-
tem stability under fluctuating renewable energy generation.
Advanced digital technologies also enable improved mon-
itoring and coordination of distributed energy resources
(DERs), thereby enhancing the efficiency and reliability of
smart grids and microgrids [173], [177], [187].

(¢) Improved market planning:

AT can support the development of more efficient and
dynamic energy market mechanisms that encourage DER
participation and promote effective resource allocation. De-
mand bidding optimization and decentralized microgrid
market designs offer opportunities to improve market par-
ticipation and facilitate more efficient energy transactions
[166], [183].

(d) Risk management:

Al-supported risk assessment and optimization tech-
niques can assist utilities, market operators, and energy
traders in managing uncertainties associated with elec-
tricity prices, renewable energy generation, and energy
demand. Stochastic approaches, including Monte Carlo
simulation (MCS), can support microgrid dispatch planning
and risk assessment under uncertain operating conditions
[167], [168], [169].

(e) Automated energy trading:
Al-powered trading algorithms can automate energy

trading decisions, optimize bidding strategies, and improve
market efficiency. The integration of blockchain and ML
provides opportunities for decentralized peer-to-peer (P2P)
energy trading, while blockchain-based smart trading mech-
anisms can support renewable energy transactions and
green certificate management [55], [180], [184].

Several companies and organizations have implemented
Al and digitalization solutions within the energy sector.
These initiatives demonstrate the practical potential of
advanced technologies and provide useful insights into their
applications. Some notable examples are discussed below.
(a) Google’s DeepMind:

DeepMind developed AT algorithms to optimize cooling
systems in Google’s data centers. This application report-
edly reduced the energy required for cooling by up to 40%
[212].

(b) Siemens:

Siemens has developed smart grid solutions that incor-
porate digitalization and Al-based technologies to improve
grid efficiency, reliability, and security. Such solutions
support utilities in monitoring, managing, and optimizing
increasingly complex electricity networks.

(c¢) IBM:

IBM’s Watson Al platform has been applied to data-
driven decision support, with potential applications in fore-
casting, infrastructure management, and customer services.
Al-based energy platforms can assist utilities in analyz-
ing large datasets, identifying operational patterns, and
improving energy management decisions [175].

(d) Grid Singularity:

Grid Singularity has developed blockchain-based ap-
proaches for decentralized energy trading. Such technolo-
gies are relevant to the development of P2P electricity
markets, where producers and consumers can participate
in local energy transactions. Blockchain-based energy trad-
ing mechanisms and microgrid market designs demonstrate
the potential of decentralized approaches to improve trans-
parency and market participation [51], [56], [180], [183].

The implications of cryptocurrency mining and its in-
fluence on energy markets have also been examined. Cryp-
tocurrency mining, particularly Bitcoin mining, is asso-
ciated with substantial electricity consumption, raising
concerns regarding energy demand and carbon emissions.
The increasing energy requirements of mining activities may
create opportunities for renewable energy utilization while
introducing additional challenges for electricity network
stability. Blockchain-based smart contracts can facilitate
P2P energy trading, strengthen consumer participation,
and support decentralized electricity markets [180], [183],
[184]. Furthermore, the tokenization of energy resources
may provide opportunities for developing alternative financ-
ing and trading mechanisms for renewable energy projects.
However, regulatory uncertainty, cybersecurity risks, and
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the volatility of cryptocurrency markets remain important
concerns for broader adoption. Blockchain infrastructure
security is also an essential consideration when implement-
ing decentralized energy trading platforms [172], [174]. The
environmental implications of cryptocurrency mining there-
fore require further investigation to determine its long-term
compatibility with sustainable energy development.

6.1. Future Research Directions

Future research should focus on addressing the techno-
logical, operational, and regulatory challenges associated
with the increasing adoption of AI and digitalization in
modern energy markets [192]. The following research di-
rections are recommended.

e Development of more accurate and robust forecasting
models:
Further research is required to develop forecasting tech-
niques capable of handling the increasing variability and
uncertainty associated with renewable energy generation
and electricity demand. The integration of advanced
Al models with historical consumption data, smart me-
ter measurements, and external variables may improve
forecasting reliability and support energy management
decisions [170], [173].

» Development of explainable artificial intelligence (XAI)
algorithms:
Research should focus on developing transparent and
interpretable AI models that enable users, utilities, and
system operators to understand the reasoning behind
automated predictions and decisions. Improving model
explainability can strengthen confidence in Al-supported
energy management and facilitate the practical imple-
mentation of intelligent energy platforms [173], [175].

e Development of secure and resilient smart grid architec-
tures:
Future smart grids should incorporate advanced cy-
bersecurity mechanisms to protect communication net-
works, metering infrastructure, and distributed energy
resources against cyberattacks [74]. Research is also
needed to improve fault tolerance, system recovery, and
secure data exchange in IoT-enabled smart energy net-
works [174], [177], [193], [213], [214].

e Development of advanced control algorithms for ESSs
and microgrids:
Advanced control and optimization techniques are re-
quired to improve the coordinated operation of energy
storage systems, distributed generation units, and mi-
crogrids. Stochastic optimization and Al-based control
approaches can support efficient energy scheduling, im-
prove system reliability, and address uncertainties as-
sociated with renewable energy generation [167], [168],
[173].

o Exploration of federated learning for training Al models

on distributed data:
Federated learning offers opportunities for training Al
models using datasets distributed across multiple loca-
tions without directly exchanging the underlying data.
Future research should investigate its applicability to
smart meters, distributed energy resources, and decen-
tralized electricity markets, particularly in relation to
data privacy, scalability, and model performance [72],
[73], [77]. Secure communication and data management
remain important considerations in the development of
these frameworks [174], [177].

¢ Development of novel market mechanisms that encour-
age DER participation:
Further research should investigate market mechanisms
that provide fair compensation for the services offered
by distributed energy resources. Demand bidding op-
timization, decentralized microgrid market structures,
and blockchain-based P2P trading mechanisms can con-
tribute to improved market efficiency, transparency, and
renewable energy integration [166], [180], [183], [185].

7. Conclusion

The collaboration of Al and digitalization presents a
significant opportunity to reshape energy markets and rev-
olutionize built-up trading models. This audit highlights
how the integration of Al enables decentralized energy
frameworks, reinforces energy productivity, and cultivates
the broader adoption of renewable energy and EVs. While
these innovative progressions guarantee critical gains, it is
essential to recognize and address potential challenges. Con-
cerns encompassing information security, administrative
systems, algorithmic bias, and the security scene require
cautious thought, guaranteeing that the arrangement of Al
is both inventive and morally capable. Looking forward, it
is imperative to prioritize the advancement of adaptable
and versatile Al-driven arrangements, especially within
the setting of LEMSs, to successfully oversee the develop-
ing complexity of the energy sector. A sustained focus
on improving information quality and access, advancing
straightforward Al calculations, actualizing vigorous secu-
rity protocols, and planning inventive market instruments
will be vital for realizing a sustainable and impartial energy
future. Besides, cultivating industry-specific arrangements
for interoperability and a comprehensive understanding of
the more extensive natural and societal implications of Al
and digitalization are fundamental for capably exploring
this transformative scene. By tending to these multifaceted
concerns, the total potential of ATl and digitalization can
be harnessed to construct an energetic future.
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