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Abstract

Academic libraries increasingly rely on digital collections to support teaching, learning, and research, yet these assets
face growing risks that threaten their availability, integrity, and security. This study examines risk management and
security practices in the University of Jos Library, Nigeria, focusing on existing measures, their effectiveness, technologies
in use, and staff capacity. Guided by the Collection Security Management Model (CSMM), a descriptive survey design was
adopted using total enumeration of 125 professional and paraprofessional staff. Findings from 67 valid responses indicate
strong adoption of physical safeguards such as CCTV cameras, fire-safety alarms, and access control systems. However,
procedural mechanisms and advanced digital protections remain limited, particularly in incident-response readiness,
regular risk assessment, policy awareness, and staff training. The study concludes that while baseline safeguards exist, gaps
in governance, technology, and human capacity undermine sustainable protection of digital collections. Recommendations
emphasize institutionalized risk assessment, policy enforcement, deployment of advanced security technologies, and
continuous capacity building.
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1. Introduction

Academic libraries constitute the intellectual heart of
higher education institutions, supporting teaching, learning,
and research by providing access to authoritative and cu-
rated information resources [1] . Through their collections
and services, universities advance knowledge creation and
dissemination among students and faculty [2]. Library col-
lections serve as the bedrock upon which academic services
are delivered, enabling scholarly inquiry and innovation.
Ref [3] describes the academic library as a centralized envi-
ronment where emerging information technologies are inte-
grated with knowledge resources in a user-focused, service-
rich setting that aligns with contemporary educational and
social learning patterns.

Globally, academic libraries are rapidly digitizing their
collections to enhance accessibility, preserve information
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resources, and support education and research activities.
The Digital Library Federation conceptualizes a digital
library as a distributed information system that ensures
reliable storage and effective use of heterogeneous electronic
resources such as text, graphics, audio, and video through
global data transfer networks in a manner convenient to
end users [4]. Digitization has thus transformed libraries
from physical repositories into dynamic digital knowledge
hubs.

Digital collections in academic libraries comprise in-
formation resources stored in electronic formats, allow-
ing simultaneous access by multiple users irrespective of
physical location. These collections are supported by com-
plex software systems consisting of front-end applications,
databases, and back-end servers that deliver services virtu-
ally to students, lecturers, and researchers. Many univer-
sity libraries deploy institutional websites and repositories
where theses, dissertations, scholarly publications, and cre-
ative works are preserved and disseminated digitally [5].
However, irrespective of their service orientation, all orga-
nizations including libraries are inherently exposed to risks.
Shenkir et al. [6] caution that mismanagement of risk can
impose severe economic and operational consequences on
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any organization.
Risk management across all levels of university library

operations should therefore be accorded high priority. With
the rapid advancement of information technologies, li-
braries, archives, and information centres increasingly cre-
ate and manage resources in digital form [7]. Consequently,
risk management and the security of digital collections
have emerged as critical concerns within the field of li-
brary and information science [8], [9]. Universities world-
wide have adopted digital technologies in their libraries,
resulting in the development of digital libraries, institu-
tional repositories, and specialized digital collections [10].
These collections encompass electronic journals, databases,
e-books, multimedia resources, and digitized textual ma-
terials equipped with advanced cataloguing and retrieval
functionalities.

Despite these benefits, reliance on digital technologies
exposes academic libraries to cyber threats that target
the accessibility, availability, and integrity of digital collec-
tions. The authors of ref [11] note that all organizations
encounter risks—some predictable and manageable, others
unpredictable and uncontrollable. In academic libraries,
critical components such as databases are susceptible to
environmental disruptions, human error, and system fail-
ures, as highlighted in reports by the National Institute
of Standards and Technology [12], [13]. It is therefore
imperative that library managers understand risks and
adopt effective management strategies to reduce exposure
to acceptable levels. Risks may arise internally through
operational processes or externally through environmental
and technological influences beyond managerial control [10].
Effective identification and mitigation of such risks require
institution-wide awareness and coordinated action.

Ref [14] asserts that risk management is a core manage-
rial function aimed at safeguarding organizational assets,
personnel, and resources from physical and financial loss.
It involves systematic identification, assessment, and mit-
igation of exposures using tools such as policy controls,
insurance mechanisms, and technological safeguards [15].
University libraries are exposed to various risks, including
operational, environmental, information technology, and
compliance-related risks. Documented cases of security
breaches and system failures underscore the need to inte-
grate risk management and library security into strategic
management frameworks [16].

Common risks associated with the security of digital
collections include data breaches, malware attacks, phish-
ing and social engineering, third-party vulnerabilities, and
data loss or corruption. Data breaches occur when unau-
thorized individuals gain access to sensitive information,
potentially exposing personal data and research materials
[1]. Malware attacks—such as viruses, worms, and ran-
somware—pose significant threats by encrypting data and
disrupting access to digital resources. Libraries are par-
ticularly vulnerable due to their reliance on public access
networks, electronic catalogues, and shared computing in-
frastructures [17]. Phishing and social engineering attacks
exploit human vulnerabilities by impersonating trusted
entities to obtain sensitive credentials or system access
[13].

Third-party risks arise when digital collections depend
on external vendors for hosting, storage, or content man-

agement services. Weak security practices among these
partners can introduce vulnerabilities into library systems
[18]. Similarly, accidental data loss or corruption may re-
sult from hardware failures, software errors, power outages,
natural disasters, or human negligence in the absence of
robust backup and recovery mechanisms [19]. High-profile
ransomware incidents, such as attacks on major national li-
braries, demonstrate the severe consequences of inadequate
digital security preparedness [20], [22].

The University of Jos Library, established in 1955,
serves as the central information resource of the University
of Jos. Housing over 1.2 million volumes alongside exten-
sive electronic resources, the library has embraced ICT to
advance learning and research. Its digital collections are
managed by system unit librarians responsible for electronic
databases, institutional repositories, and online services.
Given the scale and value of these resources, effective risk
management and security measures are essential to ensure
uninterrupted access and long-term preservation.

1.1. Statement of the problem
Over the years, academic libraries have faced increas-

ing challenges in securing their digital collections against
diverse risks, including natural disasters, power failures,
cyber-attacks, data loss, and human-induced threats. The
University of Jos Library continues to generate and col-
lect digital information in multiple evolving formats, each
requiring specialized management and security controls.
Although access control mechanisms are in place, chal-
lenges such as insufficient cybersecurity infrastructure, out-
dated risk management protocols, unauthorized access,
and limited funding for advanced technologies threaten the
integrity and availability of digital assets.

Recent developments in cyberspace have further ex-
posed vulnerabilities related to administrative privilege
abuse, inadequate software updates, and weak security
governance. These challenges necessitate a comprehensive
review of existing risk management practices to ensure
effective protection of digital collections.

1.2. Aim and objectives of the study
1.2.1. Aim

The study focuses on risk management and security of
digital collections in the University of Jos Library, Plateau
State, Nigeria.

1.2.2. Specific Objectives
The specific objectives of the study are to:

1. Identify existing risk management practices adopted
in the University of Jos Library.

2. Ascertain the effectiveness of risk management prac-
tices in securing digital collections.

3. Examine the technologies in place and the level of
digitization within the system unit.

4. Assess staff capacity and training related to digital
collection management.
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1.3. Research questions
The study seeks to answer the following research ques-

tions:

1. What risk management practices are currently in
place for digital collections at the University of Jos
Library?

2. How effective are the existing measures in addressing
common risks in academic libraries?

3. What technologies are used to mitigate risks in the
University of Jos Library?

4. To what extent is staff capacity building and training
provided for managing digital collections?

1.4. Significance of the study
This study provides critical insights into managing risks

and securing digital collections within academic libraries.
The findings will enhance institutional capacity for pro-
tecting digital resources, inform policy formulation, and
contribute to global best practices in digital collection
management. Academic librarians, library administrators,
university management, researchers, students, IT personnel,
policymakers, and government agencies stand to benefit
from evidence-based recommendations aimed at strength-
ening cybersecurity, improving staff competencies, and
ensuring sustainable access to digital scholarly resources.

2. Theoretical framework

This study is anchored on the Collection Security Man-
agement Model (CSMM), originally proposed by Da Veiga
and Eloff in 2007 and widely applied in library and infor-
mation science research to explain holistic approaches to
collection security. The CSMM conceptualizes library col-
lection security governance by likening it to a secured house:
even when sophisticated alarm systems are installed, secu-
rity can still be compromised if fundamental controls such
as locking doors are neglected. This analogy emphasizes
that security mechanisms alone are insufficient without
responsible human behaviour and effective organizational
processes [9].

The CSMM demonstrates that security measures be-
come ineffective when the behaviour of individuals within
the organization is indifferent toward implementing policies
and minimizing risks at all operational levels. The model
integrates five interdependent dimensions: governance, pro-
cesses, people, physical environment, and technology, all of
which carry equal weight in ensuring the confidentiality, in-
tegrity, and availability of library collections at acceptable
levels [9]. Failure in any one dimension weakens the overall
security posture of the library.

2.1. Governance perspective
Governance within the CSMM refers to the establish-

ment of defined roles, responsibilities, policies, and prac-
tices enforced by the library’s security management team.
This framework ensures that strategic objectives are clearly
articulated, implemented, and monitored while risks are
systematically identified and mitigated. The governance

dimension underscores collection security as a core man-
agerial responsibility rather than a peripheral operational
concern [21].

Effective governance requires academic libraries to de-
velop clear risk management strategies that articulate insti-
tutional vision, priorities, and control mechanisms. These
strategies include the formulation of security policies, en-
forcement of compliance, and continuous evaluation of risks
associated with digital and physical collections. Regular
risk assessments involve documenting library assets, deter-
mining their value, identifying threats and vulnerabilities,
and estimating the potential cost of loss or damage [22].
Such structured governance ensures proactive rather than
reactive responses to security challenges.

2.2. Operational process perspective
The operational process dimension focuses on the imple-

mentation of security policies and programmes through core
library departments. These include acquisition, circulation,
cataloguing, technical services, and special collections units.
Each department plays a critical role in safeguarding col-
lections through standardized workflows, access controls,
and monitoring mechanisms [14].

For instance, acquisition units ensure secure procure-
ment and licensing of digital resources, while circulation
units regulate access and usage. Technical and cataloguing
departments are responsible for metadata integrity and
system configuration, and special collections units focus on
preservation and conservation activities. The effectiveness
of collection security is therefore dependent on the consis-
tent execution of security protocols across all operational
processes [27].

2.3. People perspective
The people dimension addresses the human element of

collection security. It emphasizes the importance of staff
competence, awareness, and accountability in implementing
security measures. This includes continuous training and
retraining programmes to ensure that library staff under-
stand security policies, procedures, and incident response
mechanisms [15].

The CSMM stresses the need to define clear security
roles and responsibilities, supervise staff performance, and
monitor adherence to established protocols. Trained per-
sonnel are better equipped to detect anomalies, report
incidents accurately, and respond effectively to security
breaches. Human negligence or lack of awareness can un-
dermine even the most advanced technological safeguards,
making staff capacity building a critical component of risk
management [17].

2.4. Physical and technological perspectives
The physical and technological dimensions of the CSMM

encompass both the environmental and technical mecha-
nisms used to secure library collections. The physical
environment includes the architectural design of library
buildings, control of entry and exit points, surveillance
systems, fire detection, and environmental controls that
protect collections from physical damage [19].

The technological aspect focuses on electronic security
systems and digital controls employed to prevent, detect,
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and respond to security threats. These include electronic
anti-theft devices, surveillance cameras, access authenti-
cation systems, firewalls, intrusion detection systems, and
alarm installations at strategic points within the library
[19]. In digital environments, technological safeguards also
extend to encryption, authentication protocols, system
monitoring tools, and backup infrastructures.

Together, the physical and technological dimensions
ensure both tangible and intangible assets are protected.
However, the CSMM emphasizes that technology alone
cannot guarantee security unless it is supported by sound
governance, efficient processes, and informed personnel [8].

2.5. Relevance of the CSMM to the study
The CSMM provides a comprehensive framework for ex-

amining risk management and security of digital collections
in the University of Jos Library. By evaluating governance
structures, operational processes, staff capacity, physical
safeguards, and technological controls, the model enables
a holistic assessment of existing security practices. This
framework guides the identification of gaps and informs
recommendations for strengthening institutional resilience
against risks threatening digital collections.

3. Methods and procedure

This section describes the methods and procedures
adopted for the study. It covers the research design, pop-
ulation and sample, sampling technique, instrument for
data collection, validity and reliability of the instrument,
procedure for data collection, and method of data analysis.

3.1. Research design
Research design provides the structural framework that

guides the investigation of a research problem and the
achievement of stated objectives. This study adopts a de-
scriptive survey research design. A descriptive survey is a
quantitative approach that involves the systematic collec-
tion of data from a defined population at a specific point
in time in order to describe existing conditions, attitudes,
or practices [23]. This design is particularly appropriate
for the present study as it enables the researcher to obtain
empirical evidence on existing risk management and digital
security practices in the University of Jos Library.

Surveys are especially useful where direct observation
is impractical or restricted, and where respondents’ percep-
tions and experiences are central to the research problem
[24]. Quantitative survey methods facilitate the collec-
tion and analysis of numerical data through structured
instruments such as questionnaires, allowing for objective
measurement and statistical interpretation. In academic
libraries, risk management and digital security practices
are dynamic, influenced by technological change, institu-
tional policies, and staff competencies. Descriptive surveys
are therefore suitable for documenting current conditions
with the aim of informing policy decisions and institutional
improvements [15].

The adoption of this design aligns with the objectives of
evaluating existing risk management practices, assessing the
effectiveness of security measures, identifying technologies
used for risk mitigation, and examining staff capacity in
securing digital collections at the University of Jos Library.

3.2. Population and sample
This subsection outlines the study population and ex-

plains how the sample was derived, including the rationale
for its selection and its relevance to the research objectives.

3.2.1. Population
The population of a study refers to the entire group of

individuals or entities from which data can be collected to
answer the research questions [24]. Population may include
all individuals sharing common characteristics relevant to
the phenomenon under investigation [25]. The population
of this study comprises all professional and paraprofessional
staff of the University of Jos Library, including academic
librarians, system librarians, library officers, and library
assistants.

These staff categories constitute the core workforce re-
sponsible for managing, securing, and preserving digital
collections. Academic librarians are primarily involved
in collection development, information organization, user
education, and research support, while system librarians
oversee the technological infrastructure supporting digital
resources. Paraprofessional staff handle daily operational
activities such as circulation, cataloguing, and user assis-
tance. Their inclusion is essential because they are often
the first to identify operational risks and system anomalies
[4].

In total, the population consists of 125 staff members.
This population was selected because of its direct involve-
ment in digital collection management and its relevance
to examining institutional risk management practices from
both human and technological perspectives.

3.2.2. Sample
A sample is a subset of the population selected for

participation in a study, with the intention of making valid
conclusions about the entire population [26]. In this study,
the entire population of 125 staff members of the University
of Jos Library constitutes the sample. This approach is
feasible due to the manageable size of the population and
ensures comprehensive coverage of all staff involved in
digital collection management.

Using the entire population strengthens the robustness
of the findings by capturing diverse perspectives across
professional roles and responsibilities. It eliminates the risk
of omitting critical viewpoints that could arise if only a
portion of the population were studied.

3.3. Sampling technique
Sampling technique refers to the method used to select

respondents from a population [27]. This study employs
a total enumeration (census) sampling technique, which
involves including every member of the population who
meets the inclusion criteria. Census sampling is particu-
larly suitable when the population is small, accessible, and
directly relevant to the research problem [28].

Total enumeration eliminates sampling error and en-
sures full representation of the population’s perspectives.
This is especially important in studies of digital security,
where responsibilities and exposure to risks may vary across
staff categories. Given the population size of 125 staff
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members, total enumeration is both practical and method-
ologically sound, enhancing the credibility and applicability
of the findings.

3.4. Instrument for data collection
The primary instrument for data collection in this study

is a structured questionnaire developed by the researcher.
Questionnaires are effective tools for collecting data on
attitudes, beliefs, perceptions, and experiences that cannot
be directly observed [15]. They also allow for efficient
data collection from a large number of respondents within
a limited time frame and ensure uniformity of responses,
facilitating quantitative analysis [29], [30].

The instrument, titled Staff Questionnaire on Risk Man-
agement and Security of Digital Collections (SQRMSDC),
was designed to elicit information on awareness of risk man-
agement, types of risks affecting digital collections, existing
security policies and measures, staff involvement, capacity
and training, and strategies for improving digital security
[38].

3.4.1. Description of the instrument
The questionnaire is divided into two main sections.

Section A captures demographic information such as gender,
academic qualification, years of service, and designation.
Section B contains 16 analytical items structured under four
thematic areas aligned with the study objectives. These
items include five-point Likert-scale questions, closed-ended
questions, and a limited number of open-ended questions.

Open-ended questions allow respondents to express their
views and experiences in detail, while closed-ended ques-
tions provide standardized responses suitable for statistical
analysis [22]. The integration of multiple question for-
mats ensures balanced coverage of attitudinal and practical
dimensions of risk management and digital security [30].

3.4.2. Procedure for instrument development
The development of the questionnaire followed a system-

atic process to ensure clarity, relevance, and validity. First,
the study objectives were analyzed to identify key variables.
Second, an extensive literature review was conducted to in-
form item construction [31], [32], [7]. A draft questionnaire
was then developed and reviewed by experts in library and
information science and research measurement.

Expert review ensured that the instrument was contex-
tually appropriate, clearly worded, and capable of eliciting
meaningful responses. Feedback from this process informed
revisions prior to pilot testing.

3.5. Validity and reliability of the instrument
3.5.1. Validity

Validity refers to the extent to which an instrument
measures what it is intended to measure [23], [24]. Both
content and face validity were established. Content validity
was ensured by grounding questionnaire items in relevant
literature and aligning them with the research objectives.
Face validity involved expert assessment of the instrument’s
clarity, relevance, and appropriateness [27].

A pilot study involving 10 respondents from an aca-
demic library outside the study population was conducted

to test the instrument. Feedback from the pilot study
informed refinements to improve clarity, structure, and
flow.

3.5.2. Reliability
Reliability refers to the consistency with which an in-

strument measures a construct under similar conditions
[15]. Reliability was assessed through pilot testing and anal-
ysis using Cronbach’s Alpha, a widely accepted measure
of internal consistency [32]. A coefficient of 0.70 or higher
was considered acceptable, indicating adequate reliability.

Items contributing to low reliability were revised or
removed to improve internal consistency, ensuring that the
final instrument was dependable and robust.

3.6. Procedure for data collection
Data collection commenced after obtaining formal ap-

proval from the University of Jos Library management.
Questionnaires were distributed personally to respondents
during working hours using a self-administered approach,
which minimized non-response and allowed clarification of
instructions where necessary [9]. Participation was volun-
tary, and confidentiality was assured in line with ethical
research standards [33], [37].

Respondents were given one to two weeks to complete
the questionnaire, with follow-up reminders provided to
enhance response rates. Completed questionnaires were
collected securely to ensure data integrity.

3.7. Method of data analysis
Data were analyzed using the Statistical Package for the

Social Sciences (SPSS), version 26. Descriptive statistics,
including frequencies, percentages, means, and standard
deviations, were used to summarize demographic data and
responses to Likert-scale items [9]. Inferential statistics,
such as chi-square tests and independent samples t-tests,
were employed to examine relationships among variables.

All inferential analyses were conducted at the 0.05 level
of significance. Open-ended responses were analyzed the-
matically to complement quantitative findings and provide
contextual depth.

4. Results

This section presents findings from 67 valid responses
(53.6% response rate) obtained from professional and para-
professional staff of the University of Jos Library. Results
are organized around respondent demographics, availability
and effectiveness of risk-management practices, adoption
of security technologies, and staff capacity for managing
digital collections.

4.1. Demographic characteristics of respondents
Table 1 summarizes respondent demographics. Males

constituted 58.2% while females were 41.8%. In terms
of designation, 52.2% were library staff, 17.9% were aca-
demic librarians, and 29.9% were para-professional staff.
All respondents reported six years or more working experi-
ence, supporting the reliability of responses on institutional
practices.
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Table 1: Demographic characteristics of respondents (n = 67)

S/N Variable CategoryNumber Percentage (%)

1 Gender Male 39 58.2
Female 28 41.8

2 Position Library
Staff

35 52.2

Academic
Librar-
ian

12 17.9

Para-
professional

20 29.9

3 Years in
library

6 years
and
above

67 100.0

Table 2: Availability of risk-management practices (multiple
responses allowed; n = 67)

S/N Practice Yes Yes (%) No No (%)

1 Fire-safety
alarms

56 83.6 11 16.4

2 Access control 52 77.6 15 22.4
3 Regular data

backup
44 65.7 23 34.3

4 User authentica-
tion

43 64.2 24 35.8

5 Antivirus/malware
protection

38 56.7 29 43.3

6 Disaster-recovery
plan

35 52.2 32 47.8

7 Environmental
control

38 56.7 29 43.3

8 Security-
awareness pro-
gramme

32 47.8 35 52.2

9 Incident-response
teams

5 7.5 62 92.5

4.2. Availability of risk management practices
Availability of risk-management practices is presented

in Table 2. Fire-safety alarms (83.6%) and access control
(77.6%) were widely reported. Regular data backup (65.7%)
and user authentication (64.2%) were moderately imple-
mented. However, incident-response teams were largely
absent (7.5%), indicating weak readiness for coordinated
response to digital security events.

4.3. Risk assessment frequency and policy awareness
Table 3 shows that risk assessment was not consistently

performed: 37.3% reported it was rarely or never conducted.
Policy awareness was mixed; while 50.8% were aware/very
aware, 29.8% were unaware/very unaware, suggesting a
need for stronger policy communication and enforcement.

Table 3: Frequency of risk assessment and awareness of written
risk-management policy (n = 67)

Frequency of risk as-
sessment

Number Percentage (%)

Always 8 11.9
Often 12 17.9
Sometimes 22 32.8
Rarely 16 23.9
Never 9 13.4

Awareness of written
policy

Very aware 15 22.4
Aware 19 28.4
Neutral 13 19.4
Unaware 12 17.9
Very unaware 8 11.9

4.4. Security measures for library resources
Table 4 indicates a strong emphasis on physical surveil-

lance (CCTV: 100.0%) and password-based controls (70.1%).
Conversely, advanced digital safeguards such as intrusion
detection (7.5%) and encryption/watermarking (11.9%)
were limited, increasing exposure to cyber threats target-
ing digital repositories.

4.5. Perceived effectiveness of risk-management measures
As shown in Table 5, only 9.0% rated the measures as

very effective. The most common view was moderate effec-
tiveness (35.8%), reflecting that existing controls provide
baseline protection but do not fully address evolving digital
security risks.

4.6. Security incidents and adequacy of measures
Table 6 shows that 44.8% of respondents reported ex-

periencing incidents in past years. Perceptions of adequacy
were mixed: 47.7% rated measures adequate/very adequate,
while 35.8% rated them inadequate/very inadequate, in-
dicating a need for strengthened safeguards and clearer
operational readiness.

4.7. Technologies adopted for risk mitigation
Table 7 indicates notable adoption of integrated li-

brary systems (80.6%), bar-code systems (83.6%), and
firewalls/network security (76.1%). Cloud storage was also
reported (68.7%). However, biometric scanners were absent
and digital asset management was below 50%, suggesting
incomplete modernization of access control and digital-asset
governance.

4.8. Level of digitization and expansion plans
As shown in Table 8, digitization was mostly partial

(52.2%) or minimal (23.9%), with no reports of complete
digitization. Nevertheless, 74.6% indicated that expansion
plans were likely/very likely, emphasizing the urgency of
strengthening risk-management capacity to support future
digital growth.
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Table 4: Security measures for library resources (multiple responses allowed; n = 67)

S/N Measure Present Present (%) Not present Not present (%)

1 Alarms 15 22.4 52 77.6
2 CCTV cameras 67 100.0 0 0.0
3 Intrusion detection system 5 7.5 62 92.5
4 Password-based access control 47 70.1 20 29.9
5 Encryption and watermarking 8 11.9 59 88.1
6 Others 0 0.0 67 100.0

Table 5: Perceived effectiveness of risk-management measures (0–10
scale; n = 67)

S/N Score band Number Percentage (%)

1 9–10 (Very effec-
tive)

6 9.0

2 7–8 (Effective) 20 29.9
3 5–6 (Moderate) 24 35.8
4 3–4 (Low) 12 17.9
5 0–2 (Not effec-

tive)
5 7.5

Table 6: Incident records and perceived adequacy of security
measures (n = 67)

Incidents in past
years

Number Percentage (%)

Yes 30 44.8
No 37 55.2

Adequacy of mea-
sures

Very adequate 10 14.9
Adequate 22 32.8
Neutral 11 16.4
Inadequate 16 23.9
Very inadequate 8 11.9

4.9. Staff training, skills, and capacity
Table 9 shows that training was mostly occasional

(44.8%) or rare/never (38.8%). Technical skill familiar-
ity was largely moderate (40.3%), and perceived capacity
to meet needs was mostly sometimes (35.8%) or rarely
(23.9%). These patterns suggest that technology availabil-
ity is not matched by consistent skills development, which
is necessary for sustainable digital security.

4.10. Training needs for effective risk management
Table 10 identifies the most requested training areas:

digital literacy/ICT (76.1%), e-resources and database
management (68.7%), and integrated library management
(64.2%). Cyber-threat intelligence (47.8%) also emerged as
a substantial need, consistent with increasing exposure of
academic libraries to cyber risks.

5. Discussion

This discussion interprets the findings of the study on
risk management and security of digital collections in the
University of Jos Library, drawing on responses from 67
experienced staff members representing professional and
paraprofessional categories. The analysis focuses on four
core areas: existing risk management practices, effective-
ness of security measures, technologies adopted for risk
mitigation, and staff capacity building and training. While
the library demonstrates strengths in physical and basic
technological safeguards, significant gaps in procedural con-
sistency, policy awareness, advanced digital security, and
staff training weaken its overall risk management frame-
work.

The findings indicate a strong institutional emphasis on
physical security controls. High adoption rates of fire-safety
alarms, access control mechanisms, and universal deploy-
ment of CCTV cameras (Tables 2 and 4) suggest that the
library prioritizes visible and traditional safeguards against
threats such as theft and fire outbreaks. This pattern
aligns with observations that academic libraries in develop-
ing contexts often focus on affordable and tangible security
measures due to financial and infrastructural constraints.
However, physical security alone is insufficient in environ-
ments increasingly dependent on digital technologies.

Significant weaknesses are evident in procedural and or-
ganizational aspects of risk management. The near absence
of incident-response teams and limited implementation of
security-awareness programmes (Table 2) indicate inade-
quate preparedness for handling emergencies and security
breaches. Moreover, irregular risk assessment practices and
limited awareness of written risk management policies (Ta-
ble 3) suggest weak governance structures. This imbalance
implies that while physical assets may be protected, the
library lacks systematic planning and staff coordination
necessary for effective risk prevention and response. Simi-
lar studies have cautioned that over-reliance on physical
controls without structured procedures increases exposure
to internal risks such as staff negligence and operational
errors [34]–[36].

Perceptions of effectiveness further underscore these
shortcomings. Although a majority of staff rated existing
measures as moderately effective or effective, a substantial
proportion reported incidents of damage or loss in previous
years and rated security measures as inadequate (Tables 5
and 6). This suggests that existing safeguards are insuffi-
ciently robust to prevent or mitigate incidents consistently.
Prior research has similarly noted that security systems
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Table 7: Adoption of technologies for risk mitigation (multiple responses allowed; n = 67)

S/N Technology Present Present (%) Not present Not present (%)

1 Integrated library system (ILS) 54 80.6 13 19.4
2 Institutional repository software 40 59.7 27 40.3
3 Digital asset management 32 47.8 35 52.2
4 Cloud storage 46 68.7 21 31.3
5 Biometric scanners 0 0.0 67 100.0
6 Firewalls and network security 51 76.1 16 23.9
7 Bar-code systems 56 83.6 11 16.4
8 Others 0 0.0 67 100.0

Table 8: Level of digitization and expansion plans (n = 67)

Digitization level Number Percentage (%)

Fully digitized 0 0.0
Largely digitized 11 16.4
Partially digitized 35 52.2
Minimally digitized 16 23.9
Not digitized 5 7.5

Expansion plans

Very likely 42 62.7
Likely 8 11.9
Neutral 11 16.4
Unlikely 4 6.0
Very unlikely 2 3.0

in academic libraries often suffer from inadequate mainte-
nance, monitoring, and evaluation, which diminishes their
long-term effectiveness [36].

The low adoption of advanced digital security tech-
nologies exacerbates these challenges. Intrusion detection
systems, encryption, and watermarking are minimally im-
plemented (Table 4), exposing digital collections to cyber
threats such as unauthorized access, data breaches, and
ransomware attacks. The absence of structured incident-
response mechanisms further limits the library’s ability
to recover from such incidents. Studies on digital library
security emphasize that preventive controls must be com-
plemented by response and recovery strategies to ensure
resilience [8], [33] .

Technology adoption patterns reveal a reliance on bar-
code systems, integrated library systems, and basic network
security tools (Table 7). While these technologies support
routine operations and resource tracking, the absence of
biometric systems and limited use of digital asset man-
agement platforms indicate underinvestment in advanced
access control and content protection. This finding mirrors
reports that many African academic libraries adopt tech-
nologies that support daily operations but lag behind in
deploying sophisticated security solutions due to cost and
skill limitations [9].

The level of digitization presents additional implications.
With most collections partially digitised and strong inten-

Table 9: Staff training frequency, technical skill familiarity, and
capacity to meet needs (n = 67)

Training frequency Number Percentage (%)

Regularly 11 16.4
Occasionally 30 44.8
Rarely 19 28.4
Never 7 10.4

Technical skill famil-
iarity

Very high 8 11.9
High 22 32.8
Moderate 27 40.3
Low 10 14.9

Capacity to meet
needs

Always 5 7.5
Often 14 20.9
Sometimes 24 35.8
Rarely 16 23.9
Never 8 11.9

tions for further expansion (Table 8), the library is tran-
sitioning toward a more digitally dependent environment.
Partial digitization increases exposure to both physical and
digital risks, especially when advanced security measures
are not concurrently strengthened. Without adequate safe-
guards, expanded digitization may amplify vulnerabilities
rather than enhance access and preservation [22].

Staff capacity building emerges as a critical concern.
Training is irregular, technical skill familiarity is largely
moderate, and many staff members report limited capacity
to meet digital security needs (Table 9). High demand for
training in digital literacy, e-resource management, and
integrated library systems (Table 10) reflects awareness of
existing skill gaps. However, the relatively low prioritiza-
tion of cyber-threat intelligence training suggests limited
understanding of emerging digital risks. Previous studies
have demonstrated that inadequate and irregular train-
ing undermines staff readiness to manage modern digital
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Table 10: Training areas required (multiple responses allowed; n = 67)

S/N Training area needed Needed Needed (%) Not needed Not needed (%)

1 Digital literacy and ICT 51 76.1 16 23.9
2 Integrated library management 43 64.2 24 35.8
3 E-resources and database management 46 68.7 21 31.3
4 Cyber-threat intelligence 32 47.8 35 52.2
5 Information literacy programmes 35 52.2 32 47.8
6 Leadership and supervisory skills 38 56.7 29 43.3

threats effectively [37], [17].
Overall, the University of Jos Library demonstrates

commendable efforts in deploying physical security mea-
sures and basic technologies. However, deficiencies in gover-
nance, procedural consistency, advanced digital safeguards,
and staff training expose the library to avoidable risks.
These findings reinforce the need for a holistic risk man-
agement approach that integrates regular risk assessments,
effective policy communication, investment in advanced se-
curity technologies, and sustained capacity building. Such
a multifaceted strategy is essential to safeguarding digital
collections and supporting the library’s ongoing digitization
initiatives.

5.1. Methodological scope and research implications
While the findings provide important insights into risk

management and security of digital collections at the Uni-
versity of Jos Library, they should be interpreted within
certain methodological boundaries. The study was con-
ducted within a single academic institution, which limits
the extent to which the findings can be generalized to li-
braries operating under different administrative structures,
funding models, or technological capacities. In addition,
reliance on self-reported questionnaire data introduces the
possibility of response bias, particularly on sensitive issues
related to security practices and institutional preparedness.
Furthermore, the analysis did not explicitly account for
broader external constraints such as funding availability,
national policy environments, or infrastructural limitations,
all of which may influence the adoption of advanced risk
management measures.

These limitations, however, point directly to impor-
tant directions for future research. Comparative studies
across multiple academic libraries would enhance general-
ization and enable benchmarking of best practices. Further
investigations examining the impact of advanced techno-
logical interventions—such as biometric authentication sys-
tems, automated risk assessment tools, and fully digitized
record-keeping—would provide empirical evidence on their
effectiveness in strengthening library security frameworks.
Longitudinal studies assessing the effects of sustained staff
training programmes on risk reduction and policy com-
pliance are also recommended. Addressing these areas
will contribute to a deeper and more comprehensive un-
derstanding of institutional risk management in academic
libraries.

6. Conclusion

This study evaluated risk management practices at the
University of Jos Library, with specific focus on existing
safeguards, their effectiveness, technologies used for risk
mitigation, and staff capacity for securing digital collec-
tions. The findings reveal that the library has established
a foundational level of physical and basic technological
safeguards; however, systemic weaknesses in procedural
governance, advanced security infrastructure, and human
capacity significantly constrain the overall effectiveness of
its risk management framework.

The most consistently implemented measures include
fire-safety alarms (84.0%), access control mechanisms (78.4%),
and CCTV surveillance (100.0%), reflecting a strong in-
stitutional emphasis on protecting physical assets and de-
terring unauthorized access. Moderate adoption of data
backup systems (65.6%) and user authentication mecha-
nisms (64.0%) indicates growing awareness of digital risks.
Nonetheless, advanced security measures remain largely
absent, with only 7.2% of respondents reporting the pres-
ence of intrusion detection systems and 12.0% indicating
the use of encryption or watermarking technologies.

Procedural mechanisms were found to be notably weak.
Only 8.0% of respondents confirmed the existence of incident-
response teams, while risk assessments are conducted in-
consistently, with just 12.0% indicating that they occur reg-
ularly. Policy visibility is similarly limited, as only 50.4%
of staff reported awareness of written risk management
policies. These deficiencies suggest that risk management
within the library is predominantly reactive, with limited
institutional preparedness for emerging digital and opera-
tional threats. Although a majority of respondents rated
existing measures as moderately effective (36.0%) or effec-
tive (30.4%), a substantial proportion reported previous
incidents of damage or loss (44.0%) and considered current
safeguards to be inadequate (36.0%). This disparity un-
derscores the insufficiency of existing controls, particularly
within an increasingly digital environment.

Technological adoption is strongest in bar-code systems
(84.0%), Integrated Library Systems (80.0%), and network
firewalls (76.0%). However, the absence of advanced tools
such as biometric authentication systems and the low up-
take of digital asset management platforms indicate limited
readiness for securing expanding digital collections. With
52.0% of resources only partially digitized and 75.2% of
respondents anticipating further digitization, the likelihood
of increased vulnerabilities is high unless security measures
are correspondingly strengthened.
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Capacity building remains a critical constraint. Staff
training is largely occasional (44.0%) or rare (28.0%),
while technical skills are predominantly moderate (40.0%),
and only 28.0% of respondents believe that institutional
capacity consistently meets digital security needs. The
high demand for training in digital literacy (76.0%), e-
resource management (68.0%), and integrated library sys-
tems (64.0%) highlights the urgency of strengthening staff
competence in alignment with the library’s digitization
trajectory.

Overall, the University of Jos Library demonstrates
commendable baseline security practices. However, defi-
ciencies in procedural consistency, advanced technological
safeguards, and staff preparedness expose the institution
to avoidable risks. A coordinated and integrated strategy
encompassing policy enforcement, technological modern-
ization, and sustained professional development is essential
to achieving resilient and sustainable protection of both
physical and digital library assets.

7. Recommendations

Based on the findings of this study, the following rec-
ommendations are proposed to enhance risk management
practices at the University of Jos Library:

1. Establish a robust incident-response framework, in-
cluding dedicated response teams, to improve pre-
paredness and minimize the impact of security in-
cidents, addressing the current low adoption rate
(8.0%).

2. Institutionalize regular risk assessments with a clearly
defined schedule to proactively identify and mitigate
threats, given that 70.4% of respondents reported
assessments as occurring sometimes, rarely, or never.

3. Develop, document, and widely disseminate compre-
hensive written risk management policies to improve
staff awareness, compliance, and accountability, as
only 50.4% of staff are currently aware of such poli-
cies.

4. Invest in advanced security technologies, including
biometric authentication systems, intrusion detection
mechanisms (currently 7.2% adoption), and encryp-
tion or watermarking solutions (12.0%), to strengthen
protection of digital and sensitive resources.

5. Implement continuous and targeted staff training
programmes in digital literacy (76.0% demand), e-
resource management (68.0%), integrated library sys-
tems (64.0%), and cybersecurity to address skill gaps
and enhance institutional capacity to meet evolving
security demands.
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