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Abstract

Over the last ten years, India’s digital transformation has dramatically altered its social and economic landscape. At
the same time as providing unparalleled opportunity for economic development, it has exposed the Indian population to
rapidly emerging and intensifying levels of cybercrime. This study explores the growing prevalence of cybercrime within
India using official data from the National Crime Records Bureau (NCRB) and the Indian Cyber Crime Coordination
Center (I4C). It will examine the multi-faceted dimensions of this issue. The research aims to identify key factors
contributing to the dramatic rise in cybercrimes, assess how effective are current institutional frameworks for managing
cybercrime, and propose actionable policy options based on empirical data for enhancing prevention of and prosecutions
for cybercrimes. Two main hypotheses were tested by this study. Hypothesis 1 states that the growth in cybercrime
offenses is directly related to increases in Internet penetration throughout India. Hypothesis 2 states that, despite
enactment of the Information Technology Act 2008 and establishment of the 14C mechanism, these have not resulted in
reductions in cybercrime offense growth rates. The methodology employed for conducting the analysis was documentary
analysis. Registered cybercrime offenses increased at an annualized rate of approximately 35.5% during 2014-24. Offense
numbers rose from 9622 in 2014 to 86,420 in 2023. In addition, registered offense numbers rose to 101,928 in 2024, an
increase of nearly 18%. Therefore, substantial shortcomings exist regarding mechanisms for recovering lost funds. The
low conviction rate of just 2.6% in 2023 demonstrates that there are serious deficiencies in the criminal justice system
which prevent effective prosecution of cybercrime offenders. Both of the above stated hypotheses have been supported
by the results of this study. The study concluded with specific and actionable recommendations for enhancing India’s
cybersecurity infrastructure and for improvement of prosecution outcomes for cybercrimes.
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1. Introduction accessing digital services such as e-banking, e-healthcare,
e-governance and e-learning. Since launching the Digital

The large-scale transformation of India’s socioeconomic India initiative in 2015, India has become one of the fastest-
profile, with respect to the use of digital technologies and  growing Internet markets globally. As at 1st April 2024,
their influence on individual and collective well-being, has India has 954.4 million active internet users. The coun-
created a myriad of problems for both governments and try has also seen a tremendous increase in the amount of
businesses. The Digital India Initiative was developed to money being spent using mobile payments. For example,
provide digital solutions to various issues affecting India  gince the launch of UPI (Unified Payments Interface) in
such as poverty, illiteracy, unemployment and poor health 2016, it has grown to account for 81% of all digital trans-
care. The initiative has resulted in nearly 900 million people  action volume in the fiscal year 2024-25 [6], making India
one of the countries moving furthest toward becoming a
completely cashless economy. Despite this success, there
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within India. Cybercrime is growing faster than digital
usage. There were fewer than 10 thousand cybercrimes
reported in 2014 compared to nearly 87 thousand reported
in 2023 [1]. The number of cybercrimes reported in 2024
was greater than 101 thousand showing a yearly increase
of 31.2%. These numbers show a relationship between
increased digital activity and an increase in cybercrimes.
It is therefore reasonable to say that as Indians continue
to get more connected to the Internet, they will become
more vulnerable to cybercrime. India’s connection to the
Internet is creating new opportunities for criminals. Crimi-
nals can easily target thousands of people using just one
email. Therefore, it would seem logical for authorities to
take proactive steps to prevent cybercrimes. Unfortunately,
many of those who experience cybercrimes do not report
them due to lack of knowledge about how to report crimes,
fear of being judged negatively because they lost money or
other reasons [19]. Cybercrime affects not only individu-
als but also the government and businesses. The primary
motivation behind cybercrime is financial gain. In fact,
financial-related cybercrime accounted for 72.6% of all cy-
bercrimes committed in 2024. Therefore, we see a massive
negative impact on the overall economy of India due to
cybercrime. Additionally, India is potentially facing threats
from foreign hackers that could lead to more severe conse-
quences for the country [23]. As mentioned earlier, there is
a high percentage of unreported cybercrime cases. The low
conviction rate also reflects poorly upon the ability of the
criminal justice system to successfully investigate and pros-
ecute cases involving cybercrime. The low conviction rate
of only 2.6% for cases brought before courts in 2023 shows
that the Indian legal system is failing to adequately deter
cybercrime. A major reason why cybercrime continues to
grow rapidly in India is due to lack of effective legislation
and laws to deal with cyber offenses. Although India passed
the Information Technology Act 2000 as amended in 2008
to create a regulatory body for dealing with cybercrimes,
many scholars argue that this act lacks clear definitions
of what constitutes cyber offenses, clarity on jurisdictions,
and procedures for collecting electronic evidence [16], [18].
Also, although the Indian Government established the In-
dian Cyber Crime Coordination Center (I4C) in 2019-20
with the goal of providing a centralized platform for states
and central agencies to collaborate on investigating cyber-
crimes, reports indicate that cybercrime incidents continue
to rise after the center became operational [3]. Thus, we
need to evaluate the effectiveness of such institutional in-
novations like I4C. The unique characteristics of the cyber
environment require special strategies for controlling digi-
tal crime. Jurisdictional ambiguity, anonymity and rapid
technological changes are some of the factors that make
it difficult to develop an effective strategy for preventing
digital crimes [31], [39]. Hence, we cannot assume that
institutions that exist today can handle the needs of to-
morrow. Based on our previous discussions on the scope
of cybercrime in India, nature of cybercrime, institutional
responses and gaps in existing laws and regulations, this
study aims to achieve three interrelated goals. First, we
aim to analyze the time series data of registered cybercrime
cases in India during 2014-2024 and examine if there exists
a correlation between the rate of increase in registered
cybercrime cases and the corresponding rate of increase in

internet users [2]. Second, we intend to assess whether or
not the existing laws/legislations (IT Amendment Act 2008
and I4C) implemented by Indian authorities have been
able to reduce the rate of increase in cybercrime cases or
improve the rate of convictions [42]. Thirdly, we want to
assess if these existing laws/legislations have been effective
enough in reducing cybercrime. To pursue these goals we
will test two hypotheses. Hypothesis one (Hypothesis One
- H1) assumes that there is a positive correlation between
the rate of increase in registered cybercrime cases in India
and the corresponding rate of increase in internet users [2],
[11], [12]. The rationale behind hypothesis one is based
on Routine Activity Theory which explains that the rate
of crime increases when motivated offenders face suitable
targets with little presence of guardians [11] ,[12]. Similarly,
hypothesis two (Hypothesis Two - H2) assumes that the
implementation of 14C (2019-20) and related legislations
have failed to produce a statistically significant decrease
in growth rates of cybercrime, similarly, a conviction rate
less than three percent indicates an institutional failure to
deter cyber offenders [42], [16], [18].

2. Review of literature

2.1. The trajectory of cybercrime growth in india

The rapid development of cybercrime in India is cur-
rently the biggest governance challenge for the Internet
age. Data collected from official government sources show
a trend that can’t be easily explained as a linear progres-
sion, instead, there’s been an extremely fast increase that
exceeds the ability of institutions to respond. Statistics
provided by the National Crime Records Bureau indicate
the number of registered cybercrimes in India grew expo-
nentially from 9,622 in 2014 to 86,420 in 2023. That is
a near-eight fold rise of around 800% during a period of
almost ten years. The numbers clearly demonstrate that
cybercrime not only increased significantly on an overall
basis but that it became a larger portion of total crimes due
to increasing usage of computers and other technologies
(as measured by the crime rate rising from 2.1 to 7.3 per
lakh population) . The year 2024 will mark another major
development when the number of reported incidents ex-
ceeded the one-lakh barrier and reached 1,01,928 recorded
offenses — a level many researchers attribute to the grow-
ing availability of online services, greater knowledge of
technology among those who are exposed to cybercrime
risks, and ever-improving criminal methods at large-scale
operation [9], [10]. The interpretation of these growth
rates should be done carefully because some researchers
say there is an overestimation in reported increases of cy-
bercrime due to changes in the way data is reported (not
necessarily increases in crime). Formalizing the process
of registering cybercrimes, establishing specialized police
units for cybercrime and increasing public education will
result in statistically inflating cybercrime trends making
it difficult to analyze trends directly [10], [12]. In addition
to the above considerations, the increase in cybercrime
observed has shown a significant variation across differ-
ent categories of measured crime that cannot be solely
explained by changes in reporting practices. Institutional
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research into the patterns of growth of cybercrime indi-
cate that even though technology development first creates
opportunities for offenders, the correlation between the
use of digital technologies and victimization are non-linear
and depend on many factors including the regulatory en-
vironment, law enforcement capability and social-cultural
context [9], [11]. From this perspective, India’s growth pat-
tern is characteristic of countries experiencing rapidly de-
veloping digital markets, immature regulatory frameworks
and disadvantages for victims in terms of their ability to
exploit international cyber space as compared to potential
offenders [10], [12].

2.2. Internet penetration and the volume of opportunity

The structural framework of growth of cybercrimes
in India is built on the greatest expansion in history of
internet accessibility and digital consumer behavior. By
March 2024 there were 954.4 million Internet Subscribers
(Telecom Regulatory Authority of India), accounting for
about 67% of India’s total population and making it one
of the biggest online communities around the world [2].
The average monthly data use was at 25.7 Gigabyte per
Subscriber (Telecom Regulatory Authority of India) by
2025, not only are people passively connected to the Inter-
net through this level of access, they actively engage with
Data-Intensive Applications & Services that require high
levels of bandwidth [2]. The number of transactions pro-
cessed by the Unified Payment Interface (UPI) is an actual
measure of the size and growth trend of India’s Digital Fi-
nancial Ecosystem. In terms of transactions per year, they
grew from 4,370 crore in the first year to 16,443 crore in the
last year with a nearly four-fold increase which represents
a reflection of both success in terms of the acceptance rate
and increasingly digital nature of economy-wide activities
[6]. Researchers who are examining how digital connection
impacts rates of cybercrime victimization have found that
payment platforms provide especially vulnerable environ-
ments for victims of cybercrimes. This vulnerability can be
attributed to factors such as the speed at which payment
platforms operate, the degree of anonymity associated with
use of many platforms and the lack of clear jurisdictional
authority on each platform resulting in environments that
favour fraud [17], [18]. The rapid growth of payment plat-
forms has correspondingly increased the potential "attack
surfaces" for malicious users, creating what researchers call
opportunity volume effects where the larger amount of legit-
imate uses of these platforms result in proportionally larger
amounts of opportunities for criminals [9], [11], [20]. The
relationship between Internet penetration and the incidence
of cybercrime has become increasingly a topic of interest
for researchers in comparative criminology. Comparative
research across criminological contexts indicates that the
positive correlation found in many studies between wealth
and technological advancement is contingent upon the level
of institutional development, where high connectivity levels
are present in a society there may be multiple relationships
between digital risk (or "exposure"), enforcement capacity,
and societal trust which can result in higher than expected
or lower than expected cybercrime incidence levels [9], [10].

2.8. Digital literacy and the reporting paradox

Data regarding cybercrime case reports across differ-
ent areas of India has shown an apparent disconnect from
expected relationships between digital proficiency and the
likelihood of victimization. While Karnataka is typically
ranked as being amongst India’s most digitally literate and
technologically advanced States, it was also responsible for
recording the highest number of cybercrime cases — 21,889
in 2023 — contradicting expected results where increased
digital literacy could result in greater awareness of how to
protect oneself online. Furthermore, while West Bengal is
one of the lower reporting States (309 cybercrime cases in
2023) , this State contains sizeable urban populations who
have similar levels of access to technology as those found
in other parts of the country [1], [5]. There are a number
of theoretical models from research into digital literacy
and cybercrime reporting to explain why there is such an
inverse relationship in the data. Researchers indicate that
higher levels of technical ability can create both increased
(protective) and decreased (exposure to new ways to be
attacked, knowledge of what types of attacks need to for-
mally reported as crimes) opportunities for individuals who
engage in crime at their own peril [44], [45], [47]. Individ-
uals with higher levels of literacy report that they have a
better understanding of how to identify fraudulent schemes,
keep evidence of those frauds and find ways to report them
when required, these factors produce statistically signifi-
cant results that confound the distinction between being
a victim of crime versus the propensity to report a crime
[48], [56]. Studies based upon data collected by National
Statistical Offices on education level show that engagement
in technology creates numerous opportunity paths, while
creating some avenues for protection against crime through
developing the individual’s digital competency, it also ex-
pands the target space of potential attacks [5], [50], [57].
Cybercrime Reporting Paradox demonstrates a difference
between Cybercrime Visibility & Cybercrime Prevalence.
States which have strong Digital Infrastructure (DIF), In-
stitutional Frameworks (IF) for registering complaints &
have a population that understands Formal Grievances
Mechanisms (FGM) are capable of documenting greater
Case Volumes regardless of their Victimisation Rates [48],
[55], [68]. Therefore, lower Registration Figures by West
Bengal can be seen as Indicative of institutional Under-
Development in Complaint Processing rather than the True
Absence of Criminal Activity. The NSSO Employment and
Education Surveys indirectly support this interpretation
since Regional Literacy Differentials do not correlate Pre-
dictably with Cybercrime Incidence Patterns when viewed
separately from Variables representing Institutional Capac-
ity [5], [56], [57] . This Analytical Complication suggests
Crime Statistics, whether Aggregate or otherwise, should
be viewed as Measures of Institutional Processing Activities
rather than as Measuring Underlying Criminal Behaviour.
As such, there is an important Methodological Distinction
for Policy Design Implications [48], [50], [58].

3. Financial fraud and UPI exploitation

The majority of the Indian cybercrime scene is com-
prised by financial offenses as per the official figures from
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2024, 72.6% of total cases registered are based on money
laundering fraud. The huge number of UPI-based trans-
actions has provided an opportunity never seen before for
financial cybercrime, fraud grew by 85% during FY (fiscal
year) 2023-24 [6]. As a result of this massive fraud through
digital payments, the economic damage caused by fraud
has become important enough at the level of macroeco-
nomics, total fraud loss due to UPI fraud has reached $21
Billion in total over the last 2.7 Million reported fraud
incidents since 2022 [6], also, the time-lag in detection adds
significantly to the overall negative economic effect, aver-
age time to detect each offense was 22 months, however,
time to detect large offenses of value greater than Rs. 100
crore requires an average of 55 months to identify /resolve
[4]. Official records show that digital fraud increased over
500% as reported fraud values (as determined via audit
and other fraud detection processes) during each of the
last two fiscal years. According to data released by NPCI,
fraud loss amounts associated with transactions made using
Unified Payments Interface ("UPI") grew to Rs 1,457.05
crores in FY23-24 compared to just Rs 277.34 crores for the
previous fiscal year. Fraud loss increases have grown faster
than both increasing volumes of transactions processed
on UPI platforms and the rate of economic growth when
adjusted for inflation. Scholars who have analyzed the
vulnerability of payments processing systems have noted
several design flaws which are likely contributing to the
recent rapid increase in digital fraud. These include the
weakness of authentication protocols used for identifying
legitimate users, delays in notification of suspicious activity,
and jurisdictional complexities resulting from transaction
chains involving multiple banks [21], [29]. Information
asymmetry issues within the technical architecture of UPI
based systems were created specifically to enable interop-
erability among different banking systems and to provide
users with ease of use. Sophisticated fraudsters however
consistently exploit these information asymmetry issues
using social engineering tactics, identity fabrication tech-
niques and technical manipulations [31], [33].

The temporal nature of victimization and recovery is a cen-
tral theme in criminology’s body of work focused on digital
financial fraud [51], [52]. A significant amount of research
has been conducted regarding how the time gap between
when a fraudulent transaction occurs and when victims
become aware of it allows for the use of multi-layered trans-
actions to move money from one account to another. These
layered transfers also make tracing difficult [34]-[36]. In ad-
dition to the sophisticated techniques used by fraudsters to
hide their identities and the methods they utilize to move
money, an additional factor contributing to this lengthy lag
time (multi-month) documented in enforcement statistics
[4], is the coordination required among different entities
involved in forensic accounting including banks, internet
payment platforms, and law enforcement agencies [25], [29],
[37]. Studies comparing levels of payments fraud occurring
across countries have reported that recoveries from these
types of crimes are relatively low and usually less than
twenty percent of the total amount of funds lost. India
based studies report even lower restitution percentages [18],
[31]. Therefore, due to the structure of digital financial
crime, criminals receive significantly larger returns than
do most individuals committing other forms of property

offenses, however, the likelihood of detection and the level
of punishment for this type of crime remains substantially
less severe than would be expected if this were a traditional
crime [20], [21], [32].

3.1. Legislative and institutional response

The legislative structure that governs cybercrime in
India is largely based on the Information Technology Act
(IT) 2000, subsequent legislation was enacted by way of an
amendment to the IT Act 2000 as a result of the IT Act
2008 and attempts to provide a legal basis for dealing with
rapidly changing technologies. Academic analyses of this
legislative structure found that it had serious shortcomings
in terms of how well it could address present-day threat
configurations [13], [14], [15], the definition provided by the
law did not include new types of fraud that evolved after
the time that the law was written, the evidence required to
prosecute under the law was based upon a paradigm that
no longer exists and the procedures outlined are antiquated
[14], [16] . In addition, jurisprudence demonstrated that
there is great variability in the way that judges interpret
the provisions of the I'T Act, which can create inconsistent
applications of enforcement throughout jurisdictions and
thus diminish the deterrent effect of the law. The first
national level institutional response to rising cybercrime
issues in India came with the launch of the Indian Cyber
Crime Coordination Center (I4C) in 2019-2020 [3]| that
served as a coordinating center for all agencies working on
cybercrime at both the state and federal levels. 14C would
bring together experts from each agency to standardize
procedures for investigation into cybercrimes while facili-
tating cooperation among agencies in their investigations
[3]. Since its inception, I4C has reported a number of suc-
cess stories regarding potential monetary loss to victims
due to the actions of perpetrators of cybercrime. Overall,
according to I4C, a total of Rs 8,690 crores were lost by
victims before they could be identified and money recov-
ered through I4C’s efforts to prevent additional monetary
losses [3]. However, recovering money after identifying a
victim was much more difficult than preventing losses. In
fact, I4C stated that it had only been able to recover Rs
167 crores out of the Rs 8,690 crores it had helped identify
as being potentially subject to theft by cyber criminals
and subsequently return the recovered monies to the vic-
tims who suffered those losses [3]. The great difference in
the amounts of money which have been prevented from
being stolen versus the amounts actually recovered and
paid back to victims indicates how complex an issue cy-
bercrime has become. Specifically, since many types of
cybercrimes involve techniques such as use of sophisticated
encryption software to obscure financial data, division of
responsibility for enforcement and prosecution of cyber-
crime offenses among multiple jurisdictions, and high speed
movement of funds via electronic means, returning money
to victims after a cybercrime offense has been discovered
is often nearly impossible regardless of whether or not the
offense was committed by someone using traditional meth-
ods of committing criminal activity [13], [14]. The data
on enforcement efficiency of cybercrimes show that the
structure of the deterrence system is weak. As it appears
from statistics (approximately 2.6% conviction rate), there
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are only 1104 court decisions taken against 86420 regis-
tered cybercrime cases . It can be seen that this is only a
small part of the number of court decisions taken in similar
financial crimes. Therefore, many researchers interpret low
numbers of prosecutions of cybercriminals as an indication
of lack of prosecution, difficulties in obtaining evidence for
criminal proceedings in the field of computer crime, as well
as insufficient capabilities of courts to process such cases
[13], [15], [16]. The Enforcement Directorate has solved a
certain share of these cases within the framework of the
Prevention of Money Laundering Act, having opened 257
PMLA cases and frozen assets for Rup. 35925.58 crores by
February 2026 [3].

4. Cross-Border syndicates and southeast asian di-
mension

Contemporary cybercrime emanating from or directed
by co-ordination efforts from Southeast Asia is an increas-
ingly significant element of the risk environment confronting
India. Law enforcement records demonstrate that organised
fraud activities are being conducted in Laos, Cambodia,
and Myanmar with relative impunity due to both lack of
enforcement capability and weak regulatory frameworks in
these countries providing criminal enterprises with oper-
ational room [3|. The ’fraud factory’ designation, which
is common in law enforcement vernacular refers to the
organisational structure of these fraud operations, often
using thousands of employees working on a scale compa-
rable to industrial production systems to process fraud
against individuals in multiple jurisdictions [39], [41], [42].
The operational model for this type of enterprise includes
aspects of human trafficking/labor exploitation in addition
to cybercrime. According to investigative journalism as
well as scholarly research, it has been found that there is
coercion involved with moving people from their homes
to workplaces (often through deception about what they
will be doing) for purposes of fraud schemes. These work-
place environments are similar to indentured servant work
environments [39], [41], [42]. The intersection of Transna-
tional Organized Crime and Cybercrime is an example of a
qualitative increase from single person/small group offense
activity. This results in corporate style management and
production techniques, and international trade-oriented
business models for criminal enterprise [41], [42]. The
global nature of modern-day cybercrime is one of the rea-
sons why it can be difficult for law enforcement agencies
to enforce laws across borders and the reason why law
enforcement agencies around the world have a problem
enforcing laws beyond their own country’s borders. There
are three ways this is happening. First, there will be issues
with jurisdiction because the countries which you will have
to work with in order to accomplish this will have different
legal structures than what is found in India. Second, there
will be problems working through existing international
cooperative mechanisms, especially when these mechanisms
do not function well or at all. Third, there will be problems
extraditing individuals who commit crimes on the other
side of the border. These same problems create jurisdic-
tional “gaps” that make possible the continued growth and
operation of Southeast Asia-based cybercrime groups [39],
[41], [42] that also target Indian citizens.

5. Materials and methods

This paper employs Longitudinal Documentary Analy-
sis to investigate an increasing trend in cybercrime activity
in India, and the impact that the institutions have had
on combating it. The design of this study is based upon
Secondary Data Analysis. Specifically, the governmental
official data sets are the source of primary empirical data
for this investigation. As there are no other systematic
methods of recording crime across all regions of India with
respect to cybercrime, therefore, these official data sets
provide the best empirical information available regarding
cybercrime in India. The structure of the Analytical Frame-
work has been developed using two major Hypotheses: H1
analyses the temporal changes in cybercrime activity over
time, whereas H2 analyses the influence of Institutional
Mechanisms (i.e., 14C) on Cybercrime Growth Trends. Us-
ing a Document Analysis Approach allows researchers to
take advantage of the Standardization/Methodology Con-
sistency present in Government Statistical Reporting, how-
ever, also acknowledges the limitations present when using
Administrative Data Sources.

6. Data sources

This research is based upon a variety of primary sources
that are available through government departments and
agencies. The principal source for primary data was the
National Crime Records Bureau (NCRB). The NCRB has
been publishing Crime in India reports since 1953 and these
reports contain crime statistics from all of India’s States
and Union Territories. The reports detail offence categories,
State-by-State details of offences, and statistics relating to
the outcomes of individual cybercrime cases . Additionally,
TRAI reports [2] have been used as part of an effort to place
cybercrime trends into context with regard to the growth
of the telecommunications sector and the increasing use
of Internet connectivity in India. In terms of data on the
structure and function of institutions established to address
cybercrime at a national level, I4C performance summaries
published by the MHA [3] have been utilised. Data related
to financial cybercrime variants, such as banking fraud and
digital payment-related crimes, as well as data regarding
the growth of digital finance in India, have both been
sourced from RBI annual reports [4]. Socioeconomic factors
contributing to cybercrime trends have been placed into
context using labour market data collected by NSO through
its PLFS report [5], while NPCI reports [6] have provided
detailed data on the number and value of digital payments
made in India. Lastly, CERT-In annual reports [7] ,[§]
have supplied technical data on computer security breaches
experienced nationally, this includes network intrusions,
malware infections, and phishing attempts reported to
CERT-In.

7. Inclusion and exclusion criteria

The scope of this study was limited to official govern-
mental publications that were produced and published by
government entities (ministries, statutory bodies, etc.) of
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the Government of India. Because all citations were pro-
duced during the time frame of 2014-2026, it is possible to
examine at least a full decade of cybercrime statistics. By
restricting the sources used to be from the government, we
have increased both the dependability and comparability
of the data collected, because each year these publications
follow a standard classification system and methodology.
Projections/estimates were excluded from our primary anal-
ysis, unless an official source specifically noted a projection
for a future period, when a source did include a projection,
that estimate was clearly identified as a projected figure.
For our primary analysis, all non-governmental sources
(i.e., media reports, industry white papers, NGO publica-
tions) were excluded so we could use consistent methods
to analyse our data, and so there would be no variability
in how those non-governmental organizations reported on
their data collection and reporting standards.

8. Analytical approach

The analytical method applied in this research has been
a combination of three different but interdependent the-
oretical approaches. In order to test H1 we carried out
a Longitudinal Trend Analysis (LTA) that allowed us to
observe the changes over time in cybercrime reports, and
thus to identify the temporal trends, accelerations or decel-
erations and structural breaks in the trend line. To analyse
H2, we have done an Institutional Pre-Post Analysis, there-
fore, we compared the growth rates of cybercrimes, before
(from 2014 to 2018), and after (from 2019 to 2024) the
creation of [4C. Using a quasi-experimental approach, we
are able to assess how effectively institutions can mitigate
cybercrime through their actions. We have also analysed
the Conviction Rates using NCRB’s Case Outcome Data
to measure the efficiency of the Criminal Justice System in
charging and convicting offenders of cybercrime. Addition-
ally, we conducted State-Wise Comparative Analysis to
compare Cybercrime Incidence and Institutional Response
across jurisdictions.

9. Limitations

This study recognizes a number of methodological con-
straints associated with the documentary analysis method-
ology and the character of official criminal statistics. The
greatest constraint is the use of registered offenses, it will
exclude many incidents of cybercrime that are not reported
to law enforcement agencies. It has been repeatedly demon-
strated by research on victimization that there is significant
underreporting of cybercrimes against victims in every cat-
egory of crime, because of such reasons as: (i) shame or
embarrassment about being victimized, (ii) lack of knowl-
edge concerning how to report crimes via the internet,
and (iii) confusion about who has the authority to take
complaints about online victimization. Furthermore, this
disparity between real victimization due to cybercrime and
officially recorded incidents could increase significantly over
the duration of this study as increasing numbers of people
from less digitally literate communities come into contact
with digital technologies. Therefore, one can only interpret
trends in reported cybercrime based upon both an estimate

of the true frequency of cybercrime and possible changes in
reporting behaviours and law enforcement agency attention.
However, while there are some important limitations, there
is no better than official government data for a systematic
collection of cybercrime statistics for India and therefore
the best means for documenting trends in cybercrime at
the national level through time is by way of documentary
analysis.

10. Data analysis

This section provides and interprets empirical data
from multiple official sources to investigate the cyber-crime
trends, correlations and responses of institutional actors
with respect to cyber-crime developments in India. Anal-
ysis is based on crime in India reports by national crime
records bureau (NCRB) from 2014 through 2024, annual
reports from the reserve bank of India (RBI), Performance
Summaries from the information security exchange limited
(idc), supplementary data from the telecommunication reg-
ulatory authority of India (TRAI), national sample survey
organisation (NSSO) and ministry of statistics & provi-
sioning (MoSPI). A summary interpretation of the Six
tables presented below will be used to place these statisti-
cal findings into context as related to theoretical framework
established earlier in this study. Following the tabular anal-
ysis, a hypothesis testing procedure using both correlational
and non-parametric statistical methods will be presented
for evaluating the two primary hypotheses governing this
research.

The information shown in Table 1 illustrates the dra-
matic rise in registered cybercrimes in India over the last
ten years, 2014-2024, the number of cases rose from 9622
to 86420, which represents an 800% increase , therefore
there is no question but that the rate of increase in cases
escalated dramatically in the later time period relative
to the early part of the decade. The CAGR during the
first half of the decade (2014-2019) was much smaller than
the CAGR for the second half of the decade (2020-2024),
indicating that both increased opportunity for crime and
changes in how victims report crimes due to the pandemic
had a major impact on both the rates at which cases were
registered during this time. Additionally, as indicated by
the numbers provided in [2], the positive correlation be-
tween the growth in registered cybercrimes and the growth
in internet access users in India also supports Hypothesis
1. In fact, the year 2024 will be remembered because it
marked the first year ever that more than 100,000 (one
lakh) cybercrime offenses were reported nationally in a
single year, therefore, in addition to supporting Hypothesis
1, these statistics provide evidence that increases in digital
connectivity have significantly increased the cyberattack
"surface" available for exploitation by cybercriminals.

The analysis of data from Table 2, which assesses each
of the Indian States on the basis of Digital Literacy and Cy-
ber Crime reporting, provides an unexpected outcome for
those who would have expected that the presence of high
levels of Digital Literacy would result in fewer reported
incidents of cybercrime. Amongst all states, Karnataka
has the highest number (21,889) of recorded cybercrimes
over the course of the study, yet Karnataka has some of
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Table 1: Comparative annual trajectory of cybercrime and internet penetration (2014-2024).

v Registered Growth

Internet

Penetration Crime rate

Yea cases rate (%) subscribers (M) (per 100) (per Lakh)
2014 9,622 - 267.39 21.37 0.8
2015 11,592 20.47 302.35 24.11 0.9
2016 12,317 6.25 342.65 27.24 1.0
2017 21,796 76.96 422.19 33.56 1.7
2018 27,248 25.01 493.96 39.26 2.1
2019 44,735 64.18 604.21 46.13 3.3
2020 50,035 11.85 743.19 55.45 3.7
2021 52,974 5.87 825.30 60.55 3.9
2022 65,893 24.39 865.90 63.53 4.8
2023 86,420 31.15 881.25 65.69 6.2
2024 101,928 17.94 954.40 68.63 7.3

79

Table 2: State-wise registered cybercrime cases and literacy correlations (2021-2023).

State/UT 2021 Cases 2022 Cases

2023 Cases

Crime rate Literacy Coding literacy

(2023) (%) (% Youth)
Telangana 10,303 15,297 18,236 47.0 76.9 5.7
Karnataka 8,136 12,556 21,889 32.3 82.7 6.2
Uttar Pradesh 8,829 10,117 10,794 4.6 78.2 1.0
Maharashtra 5,562 8,249 8,103 5.1 87.3 -
Bihar 1,413 1,621 4,450 3.5 74.3 0.5
Kerala 626 773 3,295 9.0 95.3 9.8
Rajasthan 1,504 1,833 2,435 7.1 75.8 1.7
Tamil Nadu 1,076 2,082 4,121 5.2 85.5 6.3
Assam 4,846 1,733 2.5 87.0 0.7
West Bengal 513 401 0.3 82.6 1.5

the best educational and technological resources in India.
Rather than the typical expectation that a population with
superior technology will have a reduced risk of cybercrime,
the findings indicate that there may be an identified "Re-
porting Paradox" within which sophisticated technological
infrastructure and education lead to increased numbers of
reported cybercrime offenses. These findings are based on
the fact that individuals within these populations are both
aware of cybercrime and able to report it [5]. Conversely,
West Bengal has significantly less reported cases (only 309),
and considering its large size and demographic diversity, it
is believed that the underreporting of cybercrime within
West Bengal can be attributed to poor infrastructure, law
enforcement, and awareness among victims. Thus, the evi-
dence supports that the level of institutional capability is
the more important factor determining reported cybercrime
rates, than simply measuring individual or group digital
literacy. Therefore, there is a need to reassess hypothesis
two.

The table also shows that digital fraud loss amounts
(Rs. 1457.05 crores) increased faster than digital trans-
action volume growth. Fraud growth rates were greater
than payment infrastructure development rates. As well
as this the fraud detection time lag average is 22 months
(from when the offence was committed to being registered).
Therefore, there exists an opportunity window for criminals
to use their fraudulent money to buy goods or property,

destroy evidence of their fraud, move their operations else-
where, and before a response mechanism is triggered by
law enforcement. This opportunity window creates a "scale
asymmetry" where fraud incident volumes grow faster than
payments volume. The NPCI data indicates that although
the number of digital transactions have been increasing
exponentially, fraud detection and prevention capabilities
have not increased proportionally to create a growing oppor-
tunity space for high-tech and organized criminal activity.
Table 3 shows that while the amount of money lost through
digital fraud has continued to increase at a much higher
rate than the number of transactions processed digitally,
the fraud detection process continues to take longer than
it did previously. This means that fraudsters now have
even more opportunities to spend the money they obtain
illegally, dispose of evidence of illegal activities and remove
themselves physically prior to law enforcement becoming
aware of their illegal activity.

The data provided by the Indian Cyber Crime Coordi-
nation Centre (I4C) in the form of institutional responses
listed in Table 4, illustrates an extreme disparity between
the success of 14C’s prevention and intervention measures
and the actual restitution to cybercrime victims. As in-
dicated by I4C, the cumulative total of rupees saved as
a result of their prevention and intervention efforts is Rs.
8,690 crores, however, 14C reports that they were able to
restore only Rs. 167 crores back to cybercrime victims.
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Table 3: Dynamics of digital payment growth vs. fraud losses (FY 2021-2025).

Financial Year Digital Txns Digital Txns Fraud Fraud Avg Loss/
Year (Vol Cr) (Val Rs Lakh Cr) Cases Amount (Rs Cr) Case (Rs)
202021 4,370.68 1,414.58 1,19,699 290 2,427
2021-22 7,197.68 1,744.01 2,65,000 1,087 4,102
2022-23 11,393.82 2,086.85 6,99,000 1,750 2,503
2023-24 16,443.02 2,428.24 14,57,000 2,604 1,787
2024-25 22,167.90 2,330.72 18,38,000 3,919 2,132
Table 4: Institutional response and forensic infrastructure metrics (2018-2026).
Performance Indicator Status Status Status
2022 Jan 2025 Jan 2026

Financial Amount Saved (Rs Cr) - 3,919 8,690

Complaints on Portal 14.50 Lakh 22.68 Lakh 24.65 Lakh

Suspect Identifier Data Received - 18.43 Lakh 23.05 Lakh

Mule Accounts Shared with Banks - 24.67 Lakh 27.37 Lakh

Accused Arrested (Pratibimb) - 16,840 21,857

Digital Forensic Cases Assisted 11,200 13,299 13,417

Judicial/Police Officers Certified 84,000 1,42,025 1,51,081

Thus, the percentage of restitution paid out to victims was
approximately 1.92% [3] — clearly illustrating the signif-
icant challenges associated with tracking down, freezing
and returning large sums of money quickly transferred
through numerous chain hopping transactions into various
jurisdictions. While the Pratibimb module has enabled
law enforcement agencies to arrest over 21,857 individu-
als, this demonstrates that operational law enforcement
capabilities have increased significantly since 14C began
operations [3], nevertheless, the gap between prevented
losses and recovered losses indicates that even when law
enforcement successfully intervene on behalf of victims,
there are often limited remedies available for victims to
receive restitution from those responsible. In addition,
while India has demonstrated some growth in developing
forensic laboratory resources at both the national and local
levels (i.e., Ministry of Home Affairs), the ongoing legal
hurdles associated with restoring monies taken as a result
of cybercrimes continues to hinder victims’ ability to re-
cover stolen assets. The current procedural requirements
to obtain restitutions include numerous jurisdictional bar-
riers, time-consuming mutual legal assistance treaties and
other bureaucratic impediments, which continue to limit
successful investigation results from being translated into
meaningful monetary restitution for victims.

The cybercrime head-wise breakdown presented in Ta-
ble 5 illustrates the professionalism and diversification of
cybercrime categories over time. Online fraud and cheating
was the most dominant category (31,908 cases registered
in 2023), which reflects the profitability and scalability
of social engineering and e-commerce fraud schemes. A
large number of cases were registered under computer re-
lated offenses (i.e., unauthorized access to computers, data
theft, system compromise etc.) i.e. 35,329 cases were regis-
tered under this category during same year indicating that
technical computer offenses remain a major component
of cybercrimes. The data reveals a significant increase in

cyber stalking cases, therefore digital platforms are being
increasingly weaponized for harassment, surveillance and in-
timidation of victims. The distribution across crime heads
indicates an evolution from pure technical offense categories
to hybrid forms combining technological access with social
manipulation, as criminal business models evolve toward
high volume low complexity schemes. Fraud/cheating cate-
gories have grown at rates exceeding other crime heads in
terms of rate of growth. Thus it can be said that the returns
on investment in deceptive practices substantially exceed
those involving only technical intrusion. Hence there is an
increasing return on investment for professionalization and
scaling of fraud enterprises.

The data provided in table 6 shows a large disparity
between states concerning the Nirbhaya Fund allocation
and forensic capacity which correlates strongly with the
conviction rate. Although Karnataka received the largest
amount of funding (Rs 13.96 crore) it did not submit UC’s,
this may be an indication that there are either gaps in the
implementation of the funds, or that there are bureaucratic
hurdles in the use of these funds. Therefore, based on the
data, funding of institutions alone does not appear suffi-
cient to create institutional capacity without additional
administrative, technical and coordinating systems. In ad-
dition to funding disparities among the states, there are
also disparities concerning forensic capacity. Metropoli-
tan states have more developed laboratory infrastructure,
trained personnel and the capability to process evidence
compared to their rural counterparts. The direct corre-
lation between forensic capacity and conviction rates is
evident through the data, states with limited forensic ca-
pabilities have significantly lower conviction rates due to
the evidentiary problems associated with successfully pros-
ecuting technical crimes in jurisdictions lacking adequate
forensic assistance. The Ministry of Home Affairs’ data
along with the information contained within PIB releases
show that the Nirbhaya Fund has only had some success
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Table 5: Crime head-wise registered cases under cyber crimes (2019-2023).

Crime head 2019 2020 2021 2022 2023
Computer related offences (Sec 66) 23,734 21,926 19,915 23,894 35,329
Publication of obscene content 4,203 6,308 6,598 6,896 7,893
Fraud/Cheating (Sec 66D /IPC) 17,470 19,466 29,643 27,427 31,908
Cyber stalking/bullying 1,176 1,471 1,305 1,844 2,130
Data theft 28 29 81 70 97
Cyber terrorism 12 26 15 12 11
Online gambling /lotteries 4 38 75 6 38

Table 6: State-wise Nirbhaya fund release and forensic capacity (2018-2025).

State/UT Funds Released UC Received Forensic Lab
(Rs Cr) (GFR Form 12-C) Commissioned
Karnataka 13.96 0 Yes
Odisha 9.42 Rs 9.30 Cr Yes
Punjab 7.98 Rs 3.99 Cr Yes
Uttar Pradesh 7.75 Rs 7.06 Cr Yes
Himachal Pradesh 7.29 Rs 7.29 Cr Yes
Rajasthan 6.28 Rs 6.27 Cr Yes
Kerala 6.45 Rs 4.82 Cr Yes
Telangana 2.98 Rs 1.76 Cr Yes
Puducherry 6.90 Rs 6.05 Cr Yes

at addressing the issue of disparate funding allocations.
Funding has been distributed, utilized and institutional
capacities developed differently among the states. This
disparate distribution of funding and subsequent lack of
institutional development has contributed to a national
deficiency in convictions because inadequate forensic capa-
bilities exist in many of the less funded states.

11. Results

11.1. Hypothesis testing

A quantitative approach was employed using formal
statistical tests to assess the validity of two key hypotheses.
Three analytical techniques were used, these included Pear-
son correlation, linear regression and comparative methods
(non-parametric) to determine if there are valid associ-
ations among those variables which describe cybercrime
occurrences and their causes.

11.2. Hypothesis 1 testing using pearson correlation analy-
sis and linear regression

Hypothesis one stated that a positive association existed
between the amount of Internet access available within Nige-
ria and registered cybercrime activity. It was hypothesized
that as the quantity of digital infrastructure expands so
too will the size of the attacker surface and the opportunity
for crime to occur. In order to quantify the degree of asso-
ciation existing between the two variables, a Pearson corre-
lation analysis was performed on the data collected over a
seven year time frame (from 2014 — 2024). A correlation
coefficient of r=0.9527 was obtained which denotes a very
high degree of positive association between the variables.

Furthermore, since 90.77% of the variance in registered cy-
bercrime activity can be explained by Internet availability,
it can be inferred that other explanatory variables exist
and contribute to the remainder 9.23% of variance asso-
ciated with cybercrime activity. These may include the
impact of policies governing cybercrime, macroeconomic
conditions or the efforts of law enforcement agencies. In
addition to quantifying the degree of association between
Internet availability and cybercrime activity, t-distribution
testing was utilized to determine if the observed correla-
tion was likely due to chance. The t-test resulted in a
t-statistic of 9.4062, 9 degrees of freedom, with a calculated
p-value less than .001. As such, it can be concluded that
the observed correlation is extremely unlikely to be due to
chance alone. The results also indicate that for each 1 mil-
lion additional Internet users added to Nigeria’s subscriber
base, the number of registered cybercrimes is expected
to increase by approximately 116, assuming all else held
equal. As such, these results demonstrate strong support
for Hypothesis One. Specifically, the findings demonstrate
that increased accessibility to the Internet (i.e., expansion
of digital infrastructure) has contributed significantly to
increases in reported cybercrimes. Thus, while providing
greater economic benefits and facilitating social connections
through technology, expanding digital infrastructure also
creates new avenues for cybercriminals to operate and ex-
ploit vulnerabilities in cyberspace unless adequate security
measures are implemented and corresponding institutional
capacities are developed.

11.8. Testing hypothesis two using nonparametric methods

Hypothesis Two states that 14C will produce a mea-
surable decline in the rate of growth of cybercrime via
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improved coordination and institutional responses. The
hypothesis was tested by computing the mean annual per-
centage change in registered cybercrime activity for two
time intervals: prior to the inception of I4C (2015-19) and
subsequent to its inception (2020-24). Based upon this
calculation, the mean annual percentage change in regis-
tered cybercrime activity prior to the inception of 14C was
38.57%, denoting a rapid increase in cybercrime during
this period characterized by uncoordinated institutional
responses. Conversely, after the formation of 14C, the mean
annual percentage change decreased to 18.24%, suggesting
a possible moderating influence of I4C on the growth tra-
jectory of cybercrime. To examine whether this observed
decrease in mean annual percentage change in registered
cybercrime activity is statistically significant, a Mann Whit-
ney U test was conducted. Although normally distributed
data would be preferable for parametric testing purposes
(e.g., ANOVA), this sample does not meet normal distribu-
tion requirements. Therefore, the Mann Whitney U test
was selected because it allows for comparison between sam-
ples when the population distributions are similar but not
necessarily identical. The test resulted in a U statistic of 7.0
and a standardized Z score of -1.1489 [1], [3]. At the com-
monly accepted 5% significance level (o = 0.05), the critical
value for the Z statistic is 1.96. As such, since the absolute
value of the calculated Z statistic is |Z] = 1.15 < 1.96,
the observed decline in mean annual percentage change
is not statistically significant at « = 0.05. Therefore, al-
though a descriptive difference appears to exist between
the two time periods examined above, sufficient evidence
exists to confirm that establishing I4C has not definitively
influenced the growth trend in cybercrime. Supporting
evidence further supports this interpretation by demon-
strating that mechanisms intended to deter cybercrime
continue to exhibit inadequate effectiveness regardless of
developments in institutional coordination evidenced by
I4C. The conviction rate for cybercrime-related offenses
in Nigeria was mere 2.6% in 2023 and consisted of only
1104 convictions out of a total of 86420 reported crimes.
This extremely low conviction rate evidences that the risk
that cyber criminals will incur legal repercussions for their
actions remains infinitesimally small. Consequently, any
deterrent effects resulting from enhanced coordination of
institutions via I4C appear non-existent. Overall, based
upon evidence provided below, 14C is demonstrated to
have failed to achieve the goal of creating a perceived de-
terrent effect toward cybercrime. Instead, 14C’s inability
to enhance conviction rates for cybercrime continues to
enable continued growth trends in cybercrime, therefore
Hypothesis Two is supported albeit through differing logic
than originally formulated.

Sources of data

1. Source: National crime records bureau (NCRB) crime
in India reports (2014-2024) and TRAI Performance
Indicator Reports.

2. Table 1 and Table 2: National Crime Records Bureau
(NCRB) Annexure-I, National Sample Survey Office
(NSSO) Periodic Labour Force Survey (PLFS) Annual
Report 2023-24, and Ministry of Statistics and Pro-
gramme Implementation (MoSPI).

3. Table 3: Reserve Bank of India (RBI) Annual Reports,
Ministry of Finance, and National Payments Corpora-
tion of India (NPCI). FY 2024-25 figures include interim
projections.

4. Table 4: Indian Cyber Crime Coordination Centre (14C)
Performance Summaries, Ministry of Home Affairs (MHA).

5. Table 5: National Crime Records Bureau (NCRB), Crime
in India Annual Reports.

6. Table 6: Ministry of Home Affairs (MHA) and Press
Information Bureau (PIB) releases, March 2026.

7. Table 7: Computed from NCRB Crime in India Reports
(2014-2024) and Telecom Regulatory Authority of In-
dia (TRAI) Performance Indicator Reports. Statistical
analyses include Pearson Correlation, Coefficient of De-
termination (R?), Linear Regression, t-test significance
testing, and Mann-Whitney U Test.

11.4. Scale and growth rate of cybercrime

The information shows a large increase in both the
number of total reported cybercrimes in India (from 9622 in
2014 to 101,928 in 2024) and the growth rate of cybercrimes
compared to the population. During the ten-year period,
the number of reported cybercrimes in India increased by
approximately 800%, greatly exceeding population growth.

A measure of crime rate, which measures the number of

reported offenses divided by one hundred thousand people,
also shows significant growth from 2.1 per 100,000 in 2014
to 7.3 per 100,000 in 2024. The massive difference between
unreported and reported cybercrimes was illustrated by
the fact that only 75,232 (out of 98 million) complaints
on the National Cybercrime Reporting Portal resulted in
registered First Information Reports (FIR), leaving an
estimated 22.68 million unregistered complaints [3]. These
unreported victimizations likely reflect either systematic
barriers to filing a complaint or a preference for alternative
dispute resolution processes.

11.5. Internet expansion and cybercrime

There appears to be a clear correlation between the
expansion of internet usage and an increase in the incidence
of cybercrime. Temporal analysis revealed a very strong
positive relationship between internet penetration levels
and cybercrime incidence among the various states in India
[1], [2]. This positive relationship became even stronger
after 2015, when India aggressively rolled out 4G networks
throughout much of the country. This relationship between
aggressive rollout of new technologies and the subsequent
rise in cybercrime indicates that if new technologies expand
rapidly without being accompanied by adequate security
protocols and education of users, it creates a situation

where criminal activity can easily take advantage of vul-

nerabilities created by the rapid expansion of connectivity.
Furthermore, every wave of new connectivity has been
met with increases in criminal activity targeting the newly
connected populations.

11.6. Financial frauds account for most cyber crimes
Financial crimes make up an overwhelmingly large per-

centage of all reported cybercrimes in India, with this

percentage growing dramatically over the study period. As
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Table 7: Hypothesis testing results.

Test Hyp. Statistic Value Interpretation Verdict

Pearson Correlation H1 R 0.9527 Strong positive correlation between internet | SUPPORTED
subscribers and registered cybercrime cases
(2014-2024).

Coefficient of Determination| H1 R2 0.9077 Internet penetration explains 90.8% of vari-| SUPPORTED
ance in cybercrime case volume.

t-statistic H1 t(9) 9.4062 Significant at p < 0.001 (critical value 3.25 at| SUPPORTED
df = 9).

Linear Regression H1 Equation y = —26871 4 116.39x | For every 1 million additional internet sub-| SUPPORTED
scribers, registered cybercrime cases increase
by approximately 116.

Pre-14C Mean Growth H2 Mean% 38.57 Mean annual cybercrime growth rate during Reference
2015—2019 (pre-operationalisation of 14C).

Post-14C Mean Growth H2 Mean% 18.24 Mean annual cybercrime growth rate during| Reference
20202024 (post-operationalisation of I4C).

Mann—Whitney U H2 (U=7.0, z=-1.15 p > 0.05 Post-14C growth not significantly lower than | SUPPORTED
pre-14C at 5% significance level (]z| < 1.96).

Conviction Rate Evidence H2 Rate 2.6% Only 1,104 persons convicted against 86,420 SUPPORTED
registered cases in 2023, confirming deterrence
failure.

of 2024, financial frauds made up 72.6% of all reported
cybercrime cases. Digital payment systems and online
financial services continue to be targeted with greater fre-
quency than other types of cybercrime. Specifically, fraud
associated with transactions conducted via the Unified Pay-
ment Interface (UPI) have grown at an extremely fast pace
with UPI-related fraud increasing by 85% year-over-year
from FY23-FY24 [6]. This UPI-related fraud growth rate
far exceeded overall growth rates for cybercrime generally
and thus constitutes the single largest contributor to over-
all volume growth of cybercrime. Additionally, because
fraudsters typically have an extended window for extract-
ing money and engaging in money laundering before they
are detected due to delays in processing reported cyber-
crime offenses and obtaining restitution for victims, this
exacerbates challenges related to preventing financial fraud.

11.7. Institutional failure to address cybercrime

The data collected demonstrate significant shortcomings
in India’s institutional capability to effectively manage re-
ported cybercrimes. According to the data collected, India’s
overall conviction rate for cybercrimes is only 2.6%, which
means that nearly all cybercrimes (96.4%) that are formally
investigated are never prosecuted successfully. Even when
examining the sheer numbers involved — i.e., 86,420 for-
mally registered cybercrime offenses that shows the failure
of India’s justice system to successfully prosecute these
offenses is staggering: Only 1104 prosecutions were success-
fully completed. Thus, the justice system fails to deliver
effective deterrent or accountability to perpetrators. The
Indian Cyber Crime Coordination Center (I4C), which
represents an institutional response to cybercrime, does
not appear to have changed this trajectory since it was
established: double-digit annual increases in cybercrime
have persisted since its founding [1], [3]. Similarly, 14C
prevented losses totaling Rs 8.69 billion, however, only Rs
167 crores ($25 million USD) were recovered for victims
[3]. This disparity between what could be recovered and
what actually was recovered highlights systemic issues in
recovering assets stolen from victims.

11.8. Regional variations in cybercrime reporting and re-

sponses

Significant variations exist in the incidence of cyber-
crime and institutional capacity across India’s states. Some
states exhibit anomalous patterns, e.g., although Karnataka
had the highest number of reports (21,889), no state utilized
forensics lab funding provided under the Cyber Crime Pre-
vention Against Women And Children Scheme [1], [3]. Such
anomalous patterns suggest that high incident rates may
not correlate with investments in investigative capabilities,
alternatively, such patterns may suggest a prioritization
of reporting over resolving victimizations. West Bengal
exhibited unusual reporting patterns that merit special
consideration, these patterns deviated substantially from
those observed for other major states. The existence of
these regional differences implies that national averages
may mask significantly disparate dynamics occurring at
lower administrative units. Therefore, policymakers may
find it prudent to develop policies tailored to local circum-
stances rather than applying uniform policies nationally.

12. Discussion

The findings of the research clearly show that there is
a high degree of positive correlation between the growth of
the internet accessibility and the rise of cybercrimes in In-
dia, therefore the first hypothesis (H1) is confirmed. As of
2025, India boasts over 954.4 million active internet users,
who consume on average 25.7 GBs per month [2] making
the Indian digital landscape one of the largest globally.
Under the banner of Digital India alone, it is estimated
that around 800 million people have been added to digital
platforms, many of these individuals will be using online
services for the very first time. In addition to facilitat-
ing increased financial inclusion and public services, the
massive increase in digitalization has also provided mali-
cious actors with an enormous amount of opportunities to
commit crimes in cyberspace. This relationship between
increased availability of the internet and the potential for
cybercrime can be theoretically explained by both Routine
Activity Theory and Crime Triangle Model. According to
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these theories, when all three components of a crime occur
together at the same time and place, then a crime takes
place. Specifically, Routine Activity Theory posits that
crime exists where a motivated offender meets a suitable
target and no capable guardian is present [9], [10]. The vast
majority of India’s expanding digital environment has inad-
vertently brought about a situation where there are large
amounts of suitable targets available at a low cost, due to
the sheer number of new internet users that are entering
into cyberspace. A significant portion of new users lack
even a basic understanding of how to protect themselves
against common forms of cyber-attacks such as social engi-
neering attacks [e.g., phishing, vishing, etc [11], [12]. The
policy implications for this connection between the internet
and criminal behavior extend far beyond traditional law
enforcement-based responses to cybercrime. Due to the
scale of India’s internet subscriber base, it seems likely that
future regulatory responses will need to address the issue
through some form of regulation at the infrastructure level
as opposed to regulating each individual or organization
connected to the web. Presently however, regulatory frame-
works appear to be based upon assumptions regarding a
much smaller, less-densely populated digital population
[13]. Therefore, the main challenge facing policymakers
is how to design their regulatory interventions so as to
continue to promote developmentally desirable outcomes
related to universal access to the internet while developing
regulations that decrease victimization rates among new
users. Comparative research indicates that layering secu-
rity measures (i.e., applying a combination of technological
controls with programs designed to raise awareness about
cyber threats among users) produce better results than re-
lying on single strategy models [14], [15]. Furthermore, the
relationship between internet usage rates and the incidence
of cybercrimes undermines the assumption that increased
access to technology will create safer environments. On one
hand, studies have shown a positive correlation between
high levels of internet use and reduced victimization rates
due to increased awareness of the dangers associated with
internet activities in highly developed countries [16]. On
the other hand, India represents a unique example of digi-
tal adoption outpacing the development of digital literacy.
The next section describes how this lack of preparedness
can result in the inability of law enforcement agencies to
adequately address cybercrime complaints.

12.1. The conviction deficit as an example Of a broader
failure to respond

The second hypothesis (H2) was strongly supported
through the evaluation of conviction data, i.e., less than
3% of all cybercrime complaints filed with authorities re-
sulted in successful prosecution. More specifically, there
were approximately 1100 convictions resulting from nearly
86,000 reported incidents: clearly a large-scale failure of
the criminal justice system. Additionally, the impact of
a very small number of successful prosecutions extends
far beyond the outcome of each specific case to include
the overall structure of deterrence throughout the criminal
justice system. If individuals contemplating crime believe
that they are virtually guaranteed to escape punishment,
then it follows logically that they will be encouraged to

commit more crimes under the theory of "rational choice"
of criminal activity [17], [18]. There are multiple struc-
tural deficiencies contributing to this conviction deficit.
Forensic capability within India is woefully unprepared to
handle both the sheer volume of reported cybercrimes and
their increasingly sophisticated nature [19], [20]. Forensic
testing in India often takes longer than 12 months before
results are available for analysis, and, therefore, is likely
compromised and rendered unusable. In addition, forensic
evidence that has been degraded and/or altered during this
period may also be destroyed by suspects using dynamic IP
addresses and/or various types of obscuration techniques
to hide their identities [21]. Moreover, cross-jurisdictional
challenges further complicate forensic problems. The ma-
jority of cybercrimes committed against victims residing
in India are perpetrated from servers based in foreign ju-
risdictions, primarily those located in Southeast Asia and
West Africa [22], [23]. Because India does not currently
have reciprocal legal assistance agreements with most of
the countries involved, coupled with diplomatic limitations
placed on extraditions, law enforcement officials face serious
difficulties in obtaining arrests regardless of whether they
can identify the perpetrator(s) through forensic evidence
[3]. Frameworks designed for international cooperation
regarding shared evidence exist (e.g., the Budapest con-
vention), but because India has chosen not to sign the
convention, Indian police cannot participate in collabora-
tive investigations involving foreign governments [24], [25].
The difference in effectiveness at the enforcement level is
exemplified by the Indian Cyber Crime Coordination Cen-
ter (I4C) financial recovery statistics. Through preventive
intervention, I4C operations saved Rs. 8,690 crores in lost
money. After a fraud had occurred however, the center was
able to recover a mere Rs. 167 crores to victims. Therefore,
there is an eight to one difference in how well the criminal
justice system prevents fraud and recovers lost money after
a fraud has taken place. Fraud prevention is accomplished
through real-time cooperation with financial institutions.
Recovery of lost money is almost never achieved. As a
result, the burden of loss caused by cybercrime falls on vul-
nerable populations rather than on those who committed
it [26], [27].

12.2. The UPI paradoz: Financial inclusion versus finan-
ctal crime

India’s greatest achievement in financial inclusion has
been the creation of the Unified Payments Interface (UPI).
This platform processed 81% of all digital payments [6].
Unfortunately, this great accomplishment has created a
paradox. A platform intended to provide access to financial
services has also provided a major conduit for committing
financial cybercrime. The fraud compound annual growth
rate (CAGR) of 130.03% far surpasses the growth in the
number of legitimate transactions [4] which indicates that
criminals are utilizing UPI infrastructure much more so
than other forms of payment. This paradox is indicative
of the trade-offs involved in designing a payment system.
To include people in the financial system, there must be
low barriers to entry into the system, no fees associated
with the transaction, and simple verification procedures.
On the contrary, cybersecurity necessitates friction during
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verification processes and strong authentication methods
along with continuous monitoring of anomalies [2§], [29].
UPT’s focus on providing ease-of-use to its customers has
placed the desire for inclusiveness above the need for se-
curity. This has resulted in a situation where fraudulent
parties can utilize many of the same attributes that le-
gitimate users enjoy. Research related to the security of
payment systems has shown that the systems that achieve
nearly zero friction during transactions demonstrate sig-
nificantly higher fraud rates. The reason for this is that
the verification mechanisms used to determine if an activ-
ity is fraudulent were purposefully reduced to minimize
the frustration experienced by legitimate users [30], [31].
The average time frame for identifying emerging trends of
UPI fraud is approximately 22 months [4]. Prior to being
identified and responded to by detection mechanisms, cy-
bercriminals spend several months developing, testing and
expanding upon fraud schemes. During this time period,
the number of victims grows exponentially while law en-
forcement agencies lack knowledge regarding the emergence
of new types of threats. The Enforcement Directorate has
seized assets valued at Rs. 35,925.58 crores as of February
2026 [3]. These figures represent only the amounts that
investigators have been able to track and freeze, therefore,
they represent only a fraction of the total amount of laun-
dered cybercrime funds. One of the challenges faced by
policymakers in resolving the paradox posed by UPI lies
in maintaining the objective of financial inclusion while
implementing a series of graduated security measures that
will not create barriers to entry that UPI was designed to
remove. One possible method of accomplishing this goal
is through tiered levels of authentication in which addi-
tional verification steps occur based upon threshold values
established for transaction values. Such a method allows
for increased scrutiny to occur for larger or more valuable
transactions while minimising barriers to entry for smaller
or less valuable transactions [33|, [34]. Another option
would involve real-time monitoring of transactions through
the use of machine learning-based algorithms trained to
identify patterns of known fraud. Such an option could
greatly decrease the amount of time required to identify
emerging trends in fraudulent activity [35], [36].

13. The reporting paradox and data integrity

Perhaps the most striking finding of our research is
that states with high digital literacy indexes including Kar-
nataka - report significantly more cybercrime than states
with lower digital literacy indexes — such as West Bengal.
The reporting paradox we have described has important
implications for both interpreting data and designing poli-
cies. Statistical analyses that suggest geographic disparities
exist in victimization rates may actually reflect differences
in reporting behavior - thereby distorting understanding
and resource allocation toward misallocated enforcement
efforts and underestimated crime prevalence in jurisdic-
tions that have lower reporting rates [37], [38]. There are
three ways in which our findings about reporting behavior
can distort understanding of data. First, digitally literate
populations are generally more aware of what constitutes
cybercrime and therefore tend to recognize more incidents

as reportable offenses - thus making them more likely to
file police reports. Second, digitally literate populations
have more confidence in their ability to get their grievances
investigated and resolved through the criminal justice sys-
tem - thus reducing perceived costs associated with filing
reports. Third, digitally literate populations engage more
often in online behaviors that expose them to cybercrime -
simply because they spend more time engaged with digital
platforms where cybercriminals operate [39], [40]. The
implications of this research for state and national policies
regarding the reliability of cross-state comparative crime
data are significant. If there is a large amount of undis-
closed cybercrime activity within low-reporting states, then
overall, national cybercrime statistics will be much lower
than they actually are. This has serious consequences for
how resources are distributed at the federal level. For ex-
ample, because Karnataka has reported very high amounts
of cybercrime compared to many other states, it will likely
continue to receive a disproportionate share of enforcement
resources. Conversely, states that have high amounts of
cybercrime but report little or no cybercrime will continue
to go under-enforced. Research into victimization sur-
veys in similar settings has shown that government crime
statistics only account for approximately 15-40% of the
total number of crimes committed. In addition, the per-
centage of crime reporting varies greatly depending upon
demographic characteristics (e.g., gender), and geographic
characteristics (e.g., urban vs. rural) [41], [42]. Therefore,
addressing the reporting paradox requires two elements:
a) establishing and funding consistent cybercrime report-
ing infrastructure throughout all fifty U.S. states, and b)
launching public education/awareness campaigns designed
to encourage victims of cybercrime to file reports with
their local authorities. Because Karnataka already has
well-established cybercrime reporting infrastructure and
processes, including designated cybercrime units, trained
staff and physical locations, this type of structure should
serve as a model for low-reporting jurisdictions [3]. How-
ever, simply establishing uniform reporting structures will
not solve the reporting paradox if victims do not trust that
their reports will result in action being taken to prosecute
the offenders. Therefore, additional strategies must also
focus on managing expectations regarding what happens
after a victim files a complaint [43], [44].

14. Recommendations

The results of this research lead to four key recommen-
dations for policymakers who seek to begin dealing with
India’s expanding cybercrime issue: First, the adoption of a
streamlined judicial process for returning stolen funds via a
summary trial process based on established fraud patterns
would enable victims whose cases have been successfully
prosecuted to recover their losses sooner. Given the current
delay associated with prosecution efforts, reducing average
case resolution time would significantly enhance victim
recovery rates. While introducing a summary trial process
for fund restitution would undoubtedly streamline the pro-
cess for restoring lost assets to victims whose cases have
been successful prosecuted, policymakers must take care
to ensure that such a system does not violate due process
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rights [45], [46]. Second, investing in forensic lab capacity
to analyze digital evidence represents an immediate priority.
The massive backlogs of untested digital evidence represent
a major bottleneck in the criminal justice pipeline. Reduc-
ing the size of the backlogs - particularly those identified in
Karnataka - would increase both conviction rates and case
processing time. Establishing specialized cybercrime courts
with judges specializing in cybercrime issues would sup-
port such investments by providing the recovered evidence
with competent legal review [47], [48]. Third, developing
Al-based gateway defenses to detect real-time fraud trans-
actions at points-of-sale (telecom and banks) are the best
way to mitigate the scale of the problem. Automated detec-
tion systems operating at transaction processing speeds can
identify and block suspicious transactions prior to victim-
ization. Additionally, because human-based investigations
cannot operate at anywhere near the speed of cybercrimi-
nals’ operations, the 14C’s existing framework provides a
basis for integrating automated detection systems across
financial institutions [49], [50]. Lastly, targeted digital liter-
acy programs need to expand past basic internet use skills
to include awareness of social engineering techniques used
to commit cybercrimes. Elderly individuals and new rural
residents tend to experience higher victimization rates than
other demographics, however current literacy programs pro-
vide basic digital competence training without focusing on
threat-specific awareness. Training modules focused on
identifying phishing emails, verifying caller identities and
confirming transactions are necessary to educate victims in
areas that are commonly exploited by attackers targeting
these demographics. Examples of pilot studies showing the
effectiveness of targeted training programs exist in simi-
lar environments and can provide a model for scaling-up
programs nationwide [53], [54]. These recommendations
collectively deal with the structural weaknesses identified
during this investigation, while avoiding the trade-off(s)
needed to reduce India’s development goals for digital inclu-
sion. In other words, crime committed using the Internet
(cybercrime), as opposed to limiting access to the Internet
or participation in financial platforms by its citizens, is a
legitimate justification for investing even more resources
into the complementary systems that enable safe digital
engagement. While they are each independent challenges,
the Internet-crime nexus, the conviction deficit, the UPI
paradox, and the reporting paradox represent a cohesive
problem that requires an interdisciplinary policy response.
Ultimately, India’s digital aspirations rely upon the abil-
ity of the country’s criminal justice system to effectively
protect from harm the many hundred million citizens now
participating in some form of digital activity.

15. Conclusion

These findings support the view that cybercrime in In-
dia has become a systemic risk to its digital ambitions. The
NCRB reports (2024) that there were 101,928 reported cy-
bercrimes last year illustrate the extent of this issue. These
numbers represent much more than just a statistical trend,
they reflect a widespread criminal problem that degrades
public trust in digital systems, reduces business confidence
and costs individuals, businesses and government millions

of dollars. Support for the first hypothesis shows strong
correlation between increased Internet access, cybercrime
increase and therefore India’s rapid advancement into the
digital world may create new avenues for cybercriminals to
exploit [2]. Support for the second hypothesis further high-
lights the magnitude of the problem. The fact that only
2.6 percent of reported cybercrimes resulted in convictions,
when compared to the rise of reported cybercrimes after
the creation of the ICCCC, clearly demonstrates that law
enforcement agencies have been unable to develop sufficient
deterrents [3]. Additionally, the fact that over 22.68 lakhs
complaints were made through the National Cyber Crime
Reporting Portal, yet fewer than one-third of those com-
plaints generated FIRs at the local police stations, suggests
significant underreporting. It appears that victims are ei-
ther too ashamed to report their victimization or that it is
simply too difficult to go through the processes required to
file an official complaint due to skepticism about whether
anything would be done about it [3]. Finally, the En-
forcement Directorate has found that as of February 2026
approximately $5 billion of money laundering has taken
place in India as a result of cybercrime, illustrating how
vast amounts of money can be laundered through cyber-
crime activities and used to finance other illicit activities [3].
Also, the ability of the 1930 Helpline to save its customers
(approximately $13 million) versus the amount actually
recovered ($3.4 million), clearly demonstrate the need to
streamline the legal system in order to provide adequate
compensation for victims of cybercrime. In addition, both
forensic capabilities and cooperation among international
authorities against Southeast Asian organized crime groups
must also improve if India’s digital ambition is going to be
realized. Without such improvement, cybercrime will likely
remain a huge obstacle to India’s digital development.
Note: As on the date of writing this paper (February, 2026),
exchange rate of Indian Rupee to USD was around USD =
Rs.91.
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