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Abstract

Fraud intelligence in payment platforms is inherently relational: a transaction belongs to an account, reaches a
merchant, and inherits risk from prior behavior on both sides. Yet graph models can underperform strong tabular learners
when fraud labels are scarce or when new accounts appear after training. This paper evaluates that trade-off with a
leakage-controlled heterogeneous graph experiment on a 10,000-transaction public BankSim extract containing 6,021
customer accounts, 899 merchants, 16 categories, and 78 frauds. Transactions are ordered by simulation step; steps
1–110 train the models, steps 111–145 select thresholds and graph-fusion weight, and steps 146–180 form a locked future
test with 2,000 transactions and 16 frauds. Causal account, merchant, and pair histories are computed before each
transaction. A two-layer inductive GraphSAGE encoder is trained on the account–merchant graph and combined with a
causal XGBoost score. Standalone GraphSAGE is unstable and weak (test 0.0746), whereas transaction-only XGBoost
reaches 0.4251. Validation-selected graph fusion improves to 0.4500 and F1 to 0.4103 while detecting 8/16 frauds with 15
false alerts at the frozen operating threshold. Aggregated risk reaches 0.4502 for accounts and 0.4654 for merchants. The
results support graph representations as a complementary relational signal, not a guaranteed replacement for transaction
models.
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1. Introduction

In a database, digital-payment fraud rarely appears as a
single record. A transaction originates from an account, is
transmitted to a merchant, is given a commercial category,
and is incorporated into a history of prior interactions.
Hence, fraud detection is at the crossroad of rare-event
classification and relational inference. Surveys on financial
fraud detection have long pointed out the challenges associ-
ated with severe class imbalance, changing attack behavior,
and the difficulty in obtaining representative labeled data
[1]. More recent work based on BankSim also relies on syn-
thetic payment traces, since it is difficult to release realistic
account-level financial data because of privacy and regula-
tory constraints [2]. The resulting benchmark problem is
useful precisely because it highlights a persistent tension:
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a detector should exploit entity context without conflating
synthetic validation for evidence of real-bank deployment.

One of the main responses to that tension has been
learning graphs. As illustrated in the systematic review by
Motie and Raahemi, graph neural networks (GNNs) are in-
creasingly employed since they can propagate information
across the structural relationships that tabular models dis-
card [3]. Cheng et al. also categorize financial-fraud GNN
studies based on graph construction, aggregation, hetero-
geneity, imbalance, and explainability [4]. The attraction
is direct in transaction systems: two locally-ordinary trans-
actions can become suspicious when they share a merchant,
device, account cluster, or multi-hop neighborhood. How-
ever, building graphs may also lead to leakage. A static
graph created over the entire window of observation, and
thus allowing future relations to affect past scores, is in-
compatible with prospective fraud screening [16].

This temporal boundary has been made explicit in
industrial research. BRIGHT isolates the historical and
real-time graph components so that the future payment
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topology cannot flow back in message passing [5]. Dynamic
GNNs work similarly to model evolving collaborative net-
works rather than assuming that a single graph snapshot
is stationary [6]. To distinguish behavior patterns from
camouflage, context-aware aggregation has been proposed
[7]. Relation-aware heterogeneous GNNs aim to preserve
diverse semantic interactions between node types [8]. Re-
cent time heterogeneous systems integrate user-merchant
structure, time-aware representations, and imbalance han-
dling in a common detector [9]. Large-scale graph-powered
fraud systems further motivate the need to evaluate graph
algorithms on classification metrics, but also on scalability
and operational architecture [10].

These advances justify graph modeling, but do not
prove that a GNN must beat a well-tuned transaction
model. Three practical conditions can reverse the expected
advantage. First, fraud labels may be too rare to train
stable neighborhood aggregation. Second, a large fraction
of future accounts may be unseen during training, reducing
the utility of memorized relational state. Third, merchant
and account history may already be summarized effectively
by causal tabular aggregates, leaving a GNN with only
incremental information. A credible experiment should
therefore report a strong transaction-only baseline, a causal
multisource baseline, a standalone GNN, and a fusion model
rather than comparing a proposed graph architecture only
with weak classifiers.

The empirical benchmark is a traceable 10,000-row
BankSim extract, not the complete 594,643-row BankSim
release. BankSim is a simulator calibrated from aggregated
Spanish-bank payment behavior; consequently, the experi-
ment is a controlled methodological study and not a claim
about real customer or merchant risk. The contribution is
fivefold. First, account, merchant, pair, and transaction
attributes are separated and updated causally. Second,
a chronological train/validation/test protocol prevents fu-
ture topology from entering training. Third, an inductive
GraphSAGE edge classifier is evaluated directly, includ-
ing three-seed instability and unseen-account performance.
Fourth, a validation-selected fusion combines graph and
causal tabular evidence without using locked-test labels.
Fifth, transaction risk is aggregated to merchant and ac-
count risk, allowing the paper to test whether relational
scoring adds value at all three operational levels.

2. Related work and research gap

We use GraphSAGE in the current work as the bench-
mark is focused on inductive inference. et al. Hamilton
introduced GraphSAGE as a neighborhood-aggregation
framework that learns a function to generate representa-
tions, rather than a separate embedding for each training
node [11]. This distinction is important in the case of no
future customer accounts in the training graph. Attention
based graph models generalize this idea by learning differen-
tial neighbor importance [12], which can be helpful in fraud
applications where only a minority of adjacent entities are
informative. The current experiment intentionally uses a
simpler mean-aggregation GraphSAGE to attribute any
gain to graph context and not a large attention architecture
tuned on a very small fraud sample.

In fraud-specific GNN research, heterogeneity and time
are paid more attention. BRIGHT is designed for online
payment scoring, with strict historical information flow,
in a two-stage topology [5]. CORE-DGNN (CORE) is de-
signed to detect fast-evolving collaborative fraud structures.
CAFD encodes the temporal context and adapts aggrega-
tion to fraud camouflage [7]. Efficient relation-aware het-
erogeneous GNNs explicitly model the differences among
financial relations [8] and THG-OAFN combines temporal
slicing, user–merchant heterogeneity and attention-based
detection [9]. Such models demonstrate the representa-
tional power of graph learning, but their complexity may
mask the utility of graph structure in a small highly imbal-
anced benchmark.

Traditional boosted trees still provide a strong baseline.
XGBoost is a combination of additive decision tree models
with regularized optimization and works well on nonlinear
tabular interactions [13] For a payment transaction, account
frequency, merchant frequency, amount deviation, recency,
and category can all be represented as ordinary columns if
they are constructed causally. This motivates the Causal
Multi-XGB comparator below: if such features already
summarize the useful graph information, a GNN should
not receive credit merely for using entity identifiers.

Evaluation under extreme imbalance requires the same
care. Davis and Goadrich showed that ROC and precision–
recall spaces emphasize different characteristics of binary
ranking [14]; Saito and Rehmsmeier demonstrated why
precision–recall analysis is particularly informative when
the positive class is rare [15]. Accordingly, is the primary
ranking metric in this work. is still reported, but a high
is not interpreted as strong fraud concentration when only
0.8% of locked-test transactions are fraudulent. Thresh-
olded precision, recall, F1, F2, and analyst-budget retrieval
are reported separately.

The research gap is therefore narrower than “GNNs
detect fraud.” The question is whether a graph representa-
tion provides incremental information after causal account
and merchant histories are already available, and whether
that increment persists for unseen accounts and at entity-
level risk aggregation. The proposed graph-fusion model
answers this question with a negative control: standalone
GraphSAGE is retained even when it performs poorly. A
fusion improvement is considered credible only if the graph
score is selected on validation data and the locked test
remains untouched.

3. Methodology

3.1. Dataset, construct boundary, and chronology
The packaged dataset is a public 10,000-row extract of

BankSim with columns step, customer_id, age, gender,
merchant_id, category, amount, and fraud.1 Its SHA-256
digest is recorded in the project. The extract contains 6,021
customer identifiers, 899 merchants, 16 commercial cate-
gories, and 78 fraud transactions (0.78%). The canonical
BankSim benchmark is much larger; this study does not

1Exact extract: public CSV; simulator description: BankSim
paper.

https://raw.githubusercontent.com/Dewayanto/financial_fraud/main/banksim_data.csv
https://www.msc-les.org/proceedings/emss/2014/EMSS2014_144.pdf
https://www.msc-les.org/proceedings/emss/2014/EMSS2014_144.pdf
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Figure 1: Leakage-controlled multisource fraud workflow.

Table 1: Dataset and chronological evaluation protocol.

Item Value

Transactions / frauds 10,000 / 78
Fraud prevalence 0.780%
Accounts / merchants 6,021 / 899
Categories 16
Train, steps 1–110 6,039 / 47 frauds
Validation, steps 111–145 1,961 / 15 frauds
Locked test, steps 146–180 2,000 / 16 frauds
Test transactions with seen account 46.90%
Test transactions with seen merchant 99.95%
GraphSAGE seeds 11, 42, 73

present the 10,000-row extract as the complete simulator
output. Nor are customer_id and merchant_id real per-
sons or businesses. In the paper, “account” denotes the
simulated customer account represented by customer_id.

Rows are sorted by simulation step and original row
order. Steps 1–110 form the training period, steps 111–145
form validation, and steps 146–180 are locked for test. Ta-
ble 1 shows that the split preserves a severe minority class.
The test period contains 16 frauds among 2,000 transac-
tions. Only 46.9% of test transactions belong to accounts
already seen in training, while 99.95% use merchants seen
during training. This asymmetry is valuable: merchant
context is mostly recurrent, whereas account inference is
frequently inductive.

3.2. Causal transaction, account, and merchant features
For transaction i at step ti, state variables are calculated

before updating the history with transaction i. Let Ca(t
−)

and Cm(t−) be counts of prior transactions for account
a and merchant m. Let Āa(t

−) and Ām(t−) denote prior
mean amounts. Representative causal features are

hi =
[︁
log(1 + Ca), log(1 + Cm), Ua, Um, Cam,

∆a,∆m,
Ai

1 + Āa
,

Ai

1 + Ām

]︁
.

(1)

where Ua and Um are unique-counterparty counts, Cam is
the prior account–merchant pair count, and ∆ denotes step
recency. No current or future fraud label is used. Category
and gender are one-hot encoded; amount, age, and step are
retained. The transaction-only models omit all historical
terms in Eq. (1).

3.3. Historical heterogeneous graph and GraphSAGE
The graph contains two node types: account nodes and

merchant nodes. A training-period transaction creates an

A1

A2

A3

M1

M2

transactions

edge score
amount +
category +
embeddings
aggregate
max risk
account /
merchant

Figure 2: Heterogeneous risk construction.

undirected account–merchant relation; repeated transac-
tions collapse to one structural edge while each transaction
remains a separate supervised edge example. Node features
combine a type indicator, account age/gender or merchant
category, log interaction degree, log unique-counterparty
count, and log mean amount from the permissible history.

For layer ℓ, mean-neighborhood GraphSAGE is imple-
mented as given by (2).

z(ℓ+1)
v = σ

⎛⎝W (ℓ)
s z(ℓ)v +W (ℓ)

n

∑︂
u∈N (v)

z
(ℓ)
u√
dudv

⎞⎠ . (2)

Two layers produce 32-dimensional entity embeddings. For
transaction i = (a,m), the edge classifier receives (3), where
xi contains transaction features.

qi = [za, zm, |za − zm|, za ⊙ zm,xi], (3)

Weighted binary cross-entropy compensates for the 47
positive training edges. Early stopping uses validation
only. At locked-test time, node features and topology may
use interactions through step 145 because that history
precedes the test; model parameters are not retrained with
validation labels. Three deterministic GraphSAGE seeds
are averaged.

3.4. Baselines, fusion, and entity risk
Transaction LR is class-balanced logistic regression on

transaction fields only. Transaction XGB uses the same
fields with XGBoost. Causal Multi-XGB adds Eq. (1). The
standalone GraphSAGE model tests whether relational rep-
resentation is independently sufficient. The proposed fusion
combines the causal XGBoost and three-seed GraphSAGE
scores (4):

pF (i) = (1−w)pX(i)+wpG(i), w ∈ {0, .05, . . . , 1}.(4)
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Algorithm 1 Leakage-controlled graph-fusion fraud scor-
ing
Require: Chronological transactions D, train end 110, validation

end 145
1 Sort D by simulation step and original row order
2 for each transaction i in chronological order do
3 Compute account, merchant, and pair histories from prior

rows only
4 Update histories only after storing features for i
5 end for
6 Fit transaction LR, transaction XGB, and causal Multi-XGB on

steps 1–110
7 Build the account–merchant training graph from steps 1–110
8 for seed s ∈ {11, 42, 73} do
9 Train GraphSAGE edge classifier; early stop on validation

10 end for
11 Average GraphSAGE validation scores
12 Select fusion weight w and F2 threshold on steps 111–145
13 Recompute graph state using permissible history through step

145
14 Score locked steps 146–180 once
15 Aggregate transaction scores to account and merchant risk with

Eq. (6)

The validation set selects w by ; the selected value is
w = 0.65. Each model then receives a validation-selected
threshold maximizing

F2 =
5PR

4P +R
, (5)

The Eq. (5)emphasizes fraud recall while preserving preci-
sion. Locked-test labels do not influence either selection.

Transaction scores are converted into entity intelligence
after inference. For entity e with test transactions Te, risk
is (6):

R(e) = max
i∈Te

p(i). (6)

An account or merchant is considered positive for evalu-
ation if at least one of its locked-test transactions is fraudu-
lent. This is an evaluation convention for risk concentration,
not a statement that the entity itself is fraudulent.

4. Results and discussion

4.1. Transaction-level discrimination
Table 2 contains the central result. Transaction LR has

the highest test at 0.8556 but only 0.2648 , illustrating
the danger of interpreting ROC performance alone under
0.8% prevalence. Transaction XGB improves to 0.4251.
Adding causal histories to XGBoost increases test recall
at the validation-selected threshold from 0.4375 to 0.5000,
but its falls to 0.4086.

Standalone GraphSAGE is the critical negative con-
trol. Its three-seed mean score reaches only 0.0746 and
F1 0.1463. This result rejects a simplistic “graph is always
better” narrative. With 47 training frauds and frequent
cold-start accounts, graph supervision is too weak for the
relational representation to act as a complete classifier. The
fusion model nevertheless benefits from the graph score
as a correction term. It obtains the highest (0.4500), F1
(0.4103), F2 (0.4598), and MCC (0.4114). At the frozen
threshold it detects 8/16 frauds with 15 false alerts, com-
pared with 7/16 and 20 false alerts for transaction XGB.
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Figure 3: Locked-test precision–recall curves. (NOte: Graph
fusion improves the high-precision portion of the ranking even
though standalone GraphSAGE is weak.
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Figure 4: PR-AUC and frozen-threshold F1. (Note:The
proposed model gains from fusion; the graph-only result is
retained as a negative control.

4.2. Merchant and Account Risk Assessment
The paper’s second question is whether a transaction

detector concentrates risk at the entity level. Table 3 uses
Eq. (6). Transaction XGB reaches account 0.4295 and
merchant 0.4353. Graph fusion increases these values
to 0.4502 and 0.4654, respectively. The merchant gain is
consistent with the graph coverage audit: almost every
test transaction points to a merchant already present in
training, so merchant embeddings have historical structural
support. Account improvement is smaller because more
than half of test transactions involve accounts unseen in
training.

The unseen-account audit strengthens the interpreta-
tion. Among 1,062 test transactions from accounts ab-
sent in training, 11 are fraudulent. Transaction XGB
reaches 0.4464, Causal Multi-XGB 0.4564, and Graph
Fusion 0.4973. The gain therefore cannot be explained
solely by memorizing training account IDs. For the 938
transactions from seen accounts, however, Graph Fusion
is 0.4060, essentially equal to Transaction XGB at 0.4088.
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Table 2: Locked-Test Transaction Performance. (Note: Thresholds Are Selected on Validation F2 Only.

Model Precision Recall F1 F2 MCC FP / FN

Transaction LR 0.8556 0.2648 0.3125 0.3125 0.3125 0.3125 0.3070 11 / 11
Transaction XGB 0.8305 0.4251 0.2593 0.4375 0.3256 0.3846 0.3299 20 / 9
Causal Multi-XGB 0.8134 0.4086 0.1951 0.5000 0.2807 0.3810 0.3039 33 / 8
GraphSAGE, 3-seed mean 0.8214 0.0746 0.1200 0.1875 0.1463 0.1685 0.1415 22 / 13
Graph Fusion 0.8189 0.4500 0.3478 0.5000 0.4103 0.4598 0.4114 15 / 8

Table 3: Entity-Level Locked-Test Risk Concentration

Model Account Merchant

Transaction LR 0.2651 0.2765
Transaction XGB 0.4295 0.4353
Causal Multi-XGB 0.4088 0.4241
GraphSAGE 0.0749 0.0858
Graph Fusion 0.4502 0.4654

Tx-XGB Multi-XGB Graph fusion
0.0
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0.2

0.3

0.4

0.5

En
tit

y 
PR

-A
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Account risk
Merchant risk

Figure 5: Entity-level PR-AUC after max aggregation of
locked-test transaction scores.

The graph signal is thus most useful as a contextual regu-
larizer in the inductive subgroup rather than as a universal
improvement.

4.3. Analyst budgets and graph instability
Operationally, fraud teams review only a small score-

ranked fraction. Figure 6 reports retrieval under fixed alert
budgets. At the tightest 0.25% budget (five alerts), both
Transaction XGB and Graph Fusion recover five frauds
with no false alerts. At 1% (20 alerts), Graph Fusion and
Causal Multi-XGB recover 8/16 frauds, while Transaction
XGB recovers 7/16. The proposed model therefore gains
one fraud at the same 20-alert capacity. Beyond 2%, all
three leading models plateau at eight detected frauds in
this small extract, showing that the remaining frauds are
not simply recoverable by expanding the queue modestly.

GraphSAGE training is notably unstable (Figure 7).
Seed-specific standalone values are 0.0558, 0.1324, and
0.0399. This dispersion is expected with only 47 posi-
tive training edges and provides a second reason not to
deploy the graph score alone. The proposed protocol aver-
ages three graph seeds before validation fusion. Averaging
does not make the graph model strong by itself; it reduces
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Figure 6: Fraud recall under fixed analyst-review budgets.

11 42 73
GraphSAGE seed

0.00

0.05

0.10

0.15

St
an

da
lo

ne
 P

R-
AU

C 3-seed mean score

Figure 7: Standalone GraphSAGE PR-AUC across
deterministic seeds. (Note: Dashed line is the PR-AUC
obtained from the mean of the three score vectors.

variance sufficiently for the graph score to serve as a comple-
mentary signal. Future work on a larger BankSim release
or real payment graph should test more stable objectives,
class-balanced neighborhood sampling, temporal message
passing, and calibration.

4.4. Feature diagnostics and limitations
The causal XGBoost diagnostics in Figure 8 rank log

amount and raw amount first, followed by gender indicators,
category fields, merchant recency, and amount deviation
from account history. These are predictive associations
only. BankSim’s simulator can encode relationships be-
tween fraud scenarios, amount, and merchant category
that need not transfer to a production bank. Importantly,
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no feature name is interpreted as a causal mechanism of
fraud.

Four limitations bound the claims. First, the data are
synthetic and the packaged file is only a 10,000-row public
extract; absolute metrics should not be generalized to real
payment systems. Second, the locked test contains only
16 frauds, so one recovered event changes recall by 6.25
percentage points. Third, the graph has only account–
merchant relations; real payment intelligence also includes
devices, IP addresses, cards, beneficiaries, authentication
events, and merchant ownership. Fourth, graph state is
refreshed at partition boundaries rather than after every
locked-test transaction. This is intentionally conservative
because no future test edge can influence another score,
but it omits legitimate online graph adaptation.

5. Conclusion

This work evaluated multisource fraud intelligence in
transaction, account, merchant and graph representations
under a chronological BankSim protocol. The main result
is intentionally qualified. Transaction-only XGBoost is a
strong ranker by itself with test 0.4251. Causal account
and merchant histories improve recall, but not ranking.
Standalone GraphSAGE is unstable and weak with only
0.0746 after three-seed score averaging. However, a valida-
tion selected fusion of causal XGBoost and GraphSAGE
achieves of 0.4500, F1 of 0.4103 and MCC of 0.4114, de-
tecting 8/16 locked frauds and 15 false alarms. The fusion
at entity level achieves of 0.4502 for account risk and
0.4654 for merchant risk. It particularly performs well on
transactions from unseen accounts (0.4973 ).

The implication for deployment is architectural rather
than promotional: relational embeddings should be viewed
as one evidence channel in a larger fraud system, absent
demonstrated standalone stability. In the case of a graph
with few labels, a strong tabular model can still be the
primary detector, with graph representations providing a
contextual correction. Bigger benchmarks should evaluate
temporal GNNs, richer node types, delayed adjudication,
calibration and drift. All customer, merchant or financial-
loss claims must be verified by a real bank.
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