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Abstract

Intrusion detectors trained on the TON IoT network data routinely report near-perfect scores, but the extent to
which these scores reflect attack behaviour rather than dataset-specific collection artefacts remains unclear. This study
evaluates four classifiers using four progressively stricter evaluation protocols on the 211,043-flow train—test file: naive
random splitting with all columns, removal of addressing and free-text identifiers, deduplication before splitting, and
holding out entire attacker hosts. A probe trained only on IP addresses and ports reached a binary macro-F1 of 0.9999
and a ten-class macro-F1 of up to 0.932, indicating that the identifiers alone are highly predictive of the labels in this
dataset. Exact duplicates made up 9.7% of rows, and 12.1% of test rows under naive cross-validation had a copy in the
training fold. Removing identifiers cut multiclass macro-F1 from 0.986 to 0.953 for random forest, with man-in-the-middle
F1 falling from 0.903 to 0.757. Under host hold-out, attack recall stayed above 0.95, while false-alarm rates on unseen
benign hosts varied substantially across hold-outs. The evaluation protocols, identifier-only probe, and reporting checklist

provide practical safeguards for future studies using this dataset.
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1. Introduction

The Internet of Things has pushed intrusion detection
out of the data centre and into homes, factories and city
infrastructure, where the devices being protected are cheap,
numerous and rarely patched. Machine-learning methods
are widely used for this task, and researchers frequently rely
on a limited set of public benchmark datasets to compare
their performance [1]-[3]. TON _IoT, released by UNSW
Canberra, is one of the most widely used of these. It
combines IoT and IToT telemetry, operating-system logs
and network flows captured on a testbed with nine attack
families [4]-[6].

The TON_IoT network data have been used to build
and compare a wide range of detectors, from tree ensembles
to graph neural networks [7]-[9], and reported scores on
these data are often close to the maximum possible value.
Such results warrant careful scrutiny because operational
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networks differ substantially from controlled testbeds. Pre-
vious research has shown that benchmark performance can
be inflated by dataset-construction artefacts rather than
by the detection of generalisable attack characteristics [10]—
[13].

The concern has a precise name: data leakage. Kaufman
et al. defined leakage as the introduction of information
into training that would not legitimately be available when
the model is used [14]. Kapoor and Narayanan later docu-
mented leakage across 17 scientific fields and found it behind
hundreds of irreproducible machine-learning results [15].
In network intrusion detection, D’hooge et al. showed that
metadata such as addresses and timestamps can contami-
nate detectors trained on CIC-IDS datasets [16]. Similar
warnings exist for flow-level feature sets more generally
17], [15).

TON _IoT has a particular structure that makes leakage
likely. Its ground truth was produced by tagging traffic from
a known set of attacker IP addresses within known time
windows [4]. Consequently, the source address may provide
a strong proxy for the assigned label. The same small group
of attacking machines produces most attack classes, while
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benign traffic comes from many more hosts. The dataset
documentation describes this labelling procedure; however,
its influence on performance estimates for the commonly
used network train-test file warrants direct assessment.

This paper measures that effect directly. Rather than
proposing another detector, it treats evaluation design as
the object of study. The contributions are as follows:

1. A four-step evaluation ladder (PO-P3) that removes,
one at a time, the main routes by which a model can
score well on TON _IoT without necessarily learning
generalisable attack behaviour: identifier columns, du-
plicated rows, and host-level overlap between training
and testing.

2. An identifier-only probe showing that IP addresses and
ports by themselves achieve a binary macro-F1 of 0.9999,
providing a reproducible diagnostic of identifier-based
shortcuts in this dataset.

3. A per-class and per-host analysis showing which attack
types depend most on identifiers, and that false alarms
on unseen benign hosts are a substantial source of error
under host hold-out evaluation.

4. A short reporting checklist for studies that use the
TON _IoT network data.

The rest of the paper is organised as follows. Section 2
reviews related work on benchmark quality and leakage.
Section 3 describes the dataset. Section 4 sets out the
protocols, models and metrics. Section 5 reports results,
Section 6 discusses the implications and limitations of the
findings, and Section 7 concludes.

2. Related Work

2.1. IoT intrusion detection benchmarks

Several datasets now compete for the role of standard
IoT benchmark. Earlier collections such as UNSW-NB15
and Bot-IoT were followed by TON _IoT [4], [6], X-IIoTID
[19], Edge-TToTset [20] and CICIoT2023 [21]. Booij et al. ex-
amined TON _IoT specifically and argued that heteroge-
neous features and inconsistent attack labels across IoT
datasets make cross-study comparison difficult [6]. That
call for standardisation was echoed by Sarhan et al., who
proposed a common NetFlow feature set and showed that
detectors trained on one dataset often transfer poorly to
another [17], [18]. Layeghy and Portmann reached a simi-
lar conclusion through explainable cross-domain evaluation
[22], and Alani and Miri searched for a compact, explain-
able feature set that would hold across IoT datasets [23].

Reviews of the field tend to emphasise model architec-
ture over evaluation design [1]-[3]. Tree ensembles, convo-
lutional and recurrent networks, graph neural networks and
federated learning have all been applied to TON IoT [§],
[24]-[26], and per-sensor ensembles have been built for its
telemetry component [27]. Reported scores are frequently
close to the maximum, making meaningful comparisons
between methods more difficult.

2.2. Dataset flaws and leakage in security ML

A separate line of research has examined whether bench-
mark scores reliably reflect the intended detection capabil-
ity. Engelen et al. found labelling and feature-extraction

errors in CIC-IDS2017 [12], and Liu et al. measured how
widespread such errors were across CIC-IDS2017 and CSE-
CIC-IDS2018 [28]. Lanvin et al. showed that correcting
those errors changed detection results substantially [13].
Guerra et al. argued more broadly that labelling network
traffic is harder than benchmark datasets suggest [29].

Arp et al. catalogued ten pitfalls in machine learning
for computer security, including data snooping, spurious
correlations and inappropriate baselines, and found these
pitfalls to be widespread in the top-tier security papers un-
der examination [10]. Apruzzese et al. questioned whether
laboratory evaluations of network intrusion detection reflect
operational conditions [11], [30]. Andresini et al. showed
that detectors degrade under concept drift that random
splits never expose [31].

Leakage is not unique to security. Kapoor and Narayanan’s

survey [15], Whalen et al.’s guidance for genomics [32] and
Rosenblatt et al.’s study of neuroimaging [33] all describe
the same pattern: random splitting of data with hidden
group structure produces optimistic estimates. The related
idea of shortcut learning, in which a model exploits an easy
but irrelevant cue, was set out by Geirhos et al. [34].

2.3. Identifier features in TON _IoT studies

Practice on TON _IoT varies. Some studies remove
IP addresses and ports before training; others keep these
columns, and some do not report the choice at all. D’hooge
et al. demonstrated the effect of metadata features on CIC
datasets [16], and Verkerken et al. examined how unsu-
pervised detectors generalise across datasets [35]. Hung
recently evaluated detectors on CICIoT2023 with an entire
attack family withheld from training, a grouped design
that is closer to deployment than random splitting [36].
The present study jointly examines identifier dependence,
duplicate contamination, and host-level generalisation on
the TON _IoT network train-test file.

3. Dataset

3.1. The TON_IoT network train-test file

The TON _IoT datasets were collected at the Cyber
Range and IoT Labs of UNSW Canberra on a testbed
spanning edge, fog and cloud layers [4], [37]. The network
component was captured with Zeek and processed into flow
records. Studies typically use the curated train—test file
(train_test_network.csv), which contains 211,043 flows
and 44 columns. The columns comprise 42 features, a
binary label and a ten-way type field. The features cover
connection metadata (addresses, ports, protocol, service,
duration, byte and packet counts, connection state) and
application-layer fields for DNS, SSL and HTTP, plus Zeek
“weird” events.

Table 1 gives the class distribution. Normal traffic
accounts for 50,000 flows, and eight attack classes con-
tribute 20,000 each. Man-in-the-middle (MITM) traffic is
the exception, with only 1,043 flows.
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Table 1: Class distribution of the TON _IoT network train-test
file before and after removal of exact duplicate rows.

Class Raw flows de dli)?;‘e;:; tion  Removed
(%)
normal 50,000 42,040 15.9
backdoor 20,000 18,711 6.4
ddos 20,000 19,993 0.0
dos 20,000 18,992 5.0
injection 20,000 19,964 0.2
password 20,000 19,861 0.7
ransomware 20,000 14,735 26.3
scanning 20,000 20,000 0.0
XSS 20,000 15,137 24.3
mitm 1,043 1,041 0.2
Total 211,043 190,474 9.7

Table 2: Attack-generating source hosts in the deduplicated
data (hosts with more than 500 attack flows).

Source host Attack flows Attack classes present

192.168.1.30 60,503 ddos, dos, injection, password,
scanning

192.168.1.31 30,245 ddos, dos, injection, mitm,
password, scanning

192.168.1.32 22,402 scanning, xss

192.168.1.193 19,774 backdoor, ransomware

192.168.1.33 7,284 backdoor, ransomware

192.168.1.37 6,374 backdoor, ransomware

192.168.1.39 692 dos

192.168.1.36 593 XSS

192.168.1.34 528 ddos, mitm

3.2. Where the identifiers come from

According to the dataset documentation, ground truth
was produced by tagging traffic from the Kali Linux at-
tacking machines, identified by IP address and timestamp
[4]. In the train—test file these machines appear mainly in
the 192.168.1.30-39 range. Table 2 shows what this means
in practice. The nine source addresses listed in Table 2
each contribute more than 500 attack flows and together
account for a substantial share of attack traffic. Several
of these hosts are tied to only one or two attack classes:
192.168.1.32 produced only scanning and XSS traffic, and
192.168.1.33 and 192.168.1.37 produced only backdoor and
ransomware. Benign traffic, by contrast, came from 40
distinct source addresses. Host 192.168.1.193 appears in
both benign and attack traffic, highlighting that source-
address identity is not a universally unique indicator of
class membership.

This structure follows from the testbed collection and
labelling procedure. It can bias evaluation when source
addresses are included as predictors and flows from the
same hosts appear in both training and test sets.

4. Methodology

4.1. Feature groups

The 42 features were divided into three groups. Identi-
fiers are src_ip, dst_ip, src_port and dst_port. Free-

text fields are dns_query, ss1_subject, ssl_issuer, http_uri

and http_user_agent; these carry environment-specific
strings such as domain names that would not generalise
to another network. The remaining 33 columns constitute
the behavioural feature set, intended to describe connection
characteristics rather than host identities. Destination port
was treated separately in one ablation because it carries ser-
vice information as well as addressing. Categorical columns
were integer-encoded. The empty marker “-” was kept as its
own category to represent an absent protocol-field value.

4.2. The evaluation ladder

Figure 1 summarizes the four-step evaluation ladder for
this study.

PO — naive: All 42 features, raw rows (duplicates
retained), stratified five-fold cross-validation. This mirrors
common practice.

P1 — identifier-free: As P0, but identifiers and free-
text fields are removed, leaving the 33 behavioural features.

P2 — deduplicated: As P1, but exact duplicate rows
are removed before folds are formed, so no test row has
an identical twin in training. Variant P2b adds dst_port
back to isolate its contribution.

P3 — host hold-out: As P2, but for each of the nine
attacking hosts in Table 2, all flows from that host form
the test set together with a random 20% of benign source
hosts. The model is trained on everything else. This tests
whether a detector can recognise attacks from a machine
it has never seen, and whether it raises false alarms on
benign hosts it has never seen. P3 is run as a binary task
because withholding a host removes most of the examples
of some attack classes.

A fifth configuration, the identifier probe, trains on the
four identifier columns alone using deduplicated data. The
probe assesses how much label information is available from
these identifiers alone.

4.83. Classifiers

Four classifiers were selected to represent commonly
used model families for TON IoT: multinomial logistic re-
gression (LR) on standardised inputs, a decision tree (DT)
grown to purity, a random forest (RF) of 100 trees and
a LightGBM gradient-boosted ensemble (LGBM). Tree
ensembles remain strong baselines on tabular data [38].
The default Light GBM configuration did not produce sat-
isfactory results on the ten-class task in preliminary runs,
so the configuration was fixed at 300 trees, learning rate
0.05, 63 leaves and a minimum of 10 samples per leaf. No
hyperparameter was tuned on test folds. All experiments
used scikit-learn 1.9 and Light GBM with a fixed random
seed.
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{ '
PO Naive P1 Identifier-free
All 42 columns |=» Drop IPs, ports and =9
raw rows, random free-text fields
stratified folds (dns_query, URI, ...)
\ J

e \ \

P2 Deduplicated P3 Host hold-out

P1 + exact duplicates |=»
removed before
splitting

P2 + every flow of one
attacker host and 20%
of benign hosts unseen

\ J . v,

Each step removes one route by which a model can score well without learning attack behaviour

Figure 1: The four-step evaluation ladder. Each protocol removes one route by which a model can achieve a high score without

learning attack behaviour.

4.4. Metrics

For class ¢ with true positives T P, false positives F'P,.
and false negatives F'N, precision and recall are defined
in (1).

TP, TP,
T rp  Be=mp v (1)
TP.+ FP, TP.+ FN,

The per-class F1 score and its unweighted mean over K
classes are defined in (2).

P, =

K
2P.R. 1 Z
F c — , Fmacro — F c 2

17 P(,‘ _|_ Rc 1 K ~ 13 ( )

Macro-F1 was preferred to accuracy because accuracy is

dominated by the large classes and hides failure on MITM.

For each applicable protocol, the difference in macro-F1
relative to the naive baseline is calculated using (3). This
difference is termed the leakage gap here, although it may
also reflect changes in sample composition and evaluation
conditions.

Ak — FinaCFO (PO) _ Flmacro (Pk)) (3)

Duplicate contamination under PO was measured as the
fraction of test rows with an exact copy in the training fold

(4):
1
B |Dte‘

> K[z € Dy (4)

p

For the host hold-out protocol, attack recall on the
held-out host A and the false-alarm rate on unseen benign
hosts B are

{i € An i =1}

AR, = :
h o ®)
i€ N1 5= 1)
FAR), =
" | NVs|

In (5), Ay is the set of attack flows from host h and Ng

the set of benign flows from the held-out benign hosts.

Results under PO-P2 are reported as the mean and standard
deviation over five folds.

5. Results

5.1. The identifiers alone nearly solve the problem

Table 3 and Figure 2 report macro-F1 for every protocol.
The identifier probe, which sees nothing but two addresses
and two port numbers, reached a binary macro-F1 of 0.9999
with all three tree models. On the ten-class task it scored
between 0.912 (DT) and 0.932 (LGBM). Thus, identifiers
alone permit near-perfect binary discrimination and high
multiclass macro-F1 on this benchmark. Macro-F1 is an
average across classes and should not be interpreted as the
percentage of individual attacks correctly named.

The importance rankings are shown in Figure 5. When
all columns were available, the random forest placed src_ip
first, with 17.6% of the total impurity reduction. src_port,
dst_ip and dst_port also appeared in the top seven, and
together the four identifiers accounted for about 40% of
the model’s importance mass.

5.2. Removing identifiers costs the most where it matters

Binary detection barely moved when identifiers were
removed: random forest fell from 1.0000 to 0.9977. The
behavioural features are enough to separate normal from
attack traffic in this capture. Multiclass typing was another
matter. Random forest dropped from 0.986 to 0.953, and
Light GBM from 0.988 to 0.955, giving leakage gaps A of
about 0.033. Logistic regression collapsed from 0.806 to
0.523. This substantial reduction suggests that the linear
model relied heavily on the encoded identifier variables.
Moreover, treating IP addresses and port values as ordinal
quantities can introduce artificial numerical relationships.

The cost was not spread evenly across classes (Figure 3).
MITM F1 fell from 0.903 to 0.757, XSS from 0.9996 to 0.920
and ransomware from 0.9999 to 0.948. All three classes
are tied to a small number of hosts in Table 2. Classes
produced by the two busiest attackers, such as password
and scanning, changed by less than 0.01.

Adding dst_port back (P2b) recovered about 0.010
of macro-F1 for the tree models. Destination port can
be a meaningful feature because it provides information
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Table 3: Macro-F1 (mean =+ standard deviation over five folds) by protocol and classifier.

211

DT

RF

LGBM

Task Protocol LR

Binary PO naive 0.9921 + 0.0006
P1 identifier-free 0.9336 + 0.0005
P2 deduplicated 0.9785 + 0.0006
P2b + dst_port 0.9787 + 0.0007
Identifier probe -

Ten-class PO naive 0.8060 + 0.0039

P1 identifier-free
P2 deduplicated
P2b + dst_port

0.5233 £ 0.0152
0.5425 + 0.0023
0.6077 £ 0.0027

0.9999 £ 0.0001
0.9970 £ 0.0002
0.9963 £ 0.0002
0.9971 £ 0.0003
0.9999 £ 0.0001
0.9841 £ 0.0014
0.9483 £ 0.0020
0.9464 £ 0.0041
0.9569 £ 0.0033
0.9116 £ 0.0006

1.0000 £ 0.0000
0.9977 £ 0.0003
0.9973 £ 0.0002
0.9979 £ 0.0003
0.9999 £ 0.0000
0.9860 £ 0.0010
0.9535 £ 0.0021
0.9525 £ 0.0022
0.9629 £ 0.0021
0.9123 £ 0.0007

0.9999 £ 0.0001
0.9976 £ 0.0002
0.9974 £ 0.0001
0.9978 £ 0.0003
0.9999 £ 0.0000
0.9882 £ 0.0011
0.9554 £ 0.0021
0.9542 + 0.0013
0.9653 £ 0.0015
0.9319 +£ 0.0011

Identifier probe -

Il LR s DT

(a) Binary: normal vs attack

Macro-F1 (5-fold mean)

PO P1 P2

P2 + IDs
dst_port only

I RF N LGBM

(b) Ten-class attack typing
1.0 A

0.9
0.8
0.7

0.6

Macro-F1 (5-fold mean)

0.5

04 -
PO P1 P2 P2 + IDs

dst_port only

Figure 2: Macro-F1 under each protocol for (a) binary detection and (b) ten-class attack typing. Error bars show the standard

deviation over five folds. Note the different vertical scales.

about the targeted service; for example, TCP port 445 is
commonly associated with SMB traffic. In this capture,
however, benign traffic also used environment-specific high
ports (including 10502, 15600 and 51782) that act as fin-
gerprints of particular benign services. The decision to
retain dst_port should therefore be explicitly justified in
the evaluation protocol.

5.8. Duplicates

Exact duplicates made up 20,569 rows, or 9.7% of the
file, concentrated in particular classes. More than a quarter
of ransomware flows and nearly a quarter of XSS flows were
repeats (Table 1). Under PO, 12.1% of test rows on average
had an identical copy in the corresponding training fold,
giving p = 0.121. Such overlap can allow a classifier to
benefit from repeated examples rather than demonstrating
generalisation to independent observations.

In this dataset, deduplication on its own changed head-
line macro-F1 only slightly (compare P1 with P2 in Table 3).
One possible explanation is that duplicated records occur
in classes that are already classified accurately; deduplica-
tion also changes the class distribution. These possibilities

cannot be separated from the reported aggregate results
alone. It still matters for validity. An evaluation containing
duplicate overlap does not provide the same evidence of
generalisation as an evaluation on independent traffic, even
when their aggregate scores are similar.

5.4. Unseen hosts: attacks are caught, benign hosts are not
trusted

Figure 4 reports the host hold-out experiment. Attack
recall on the held-out attacker stayed high: the random
forest detected between 95.5% (host 0.34, 528 flows) and
100% of attack flows, with a mean of 99.3%. Under random
splitting the same hosts were detected at 97.6-100%, so
the drop on the attack side was small.

When a fifth of the benign hosts were withheld, the
classifier flagged between 4.5% and 51.1% of the traffic
from those hosts as malicious, with a mean false-alarm
rate of 25.3% for random forest and 34.1% for Light GBM.
Macro-F1 over the held-out test set ranged from 0.42 to
0.97 depending on which hosts were withheld (Table 4).
These results are consistent with the models learning host-
specific characteristics of benign traffic that do not transfer
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® PO naive & P2clean

backdoor 4
normal -
password -
scanning
dos -
ddos L 2
injection - L 2
ransomware - X 2

XSS 2 L

mitm - L 2 L J

0.75 0.80 0.85 0.90 0.95 1.00
Per-class F1 (random forest)

Figure 3: Per-class F1 of the random forest under the naive
protocol (P0) and the identifier-free, deduplicated protocol
(P2).

Table 4: Host hold-out (P3) results averaged over the nine
held-out attacker hosts.

Classifier Attack recall False-alarm rate Macro-F1
Mean (range) Mean (range) Mean (range)
DT 0.980 0.275 0.828
(0.854-1.000) (0.013-0.603) (0.326-0.991)
RF 0.993 0.253 0.844
(0.955-1.000) (0.045-0.511) (0.419-0.974)
LGBM 0.990 0.341 0.800

(0.932-1.000) (0.093-0.592) (0.333-0.969)

reliably to unseen hosts.

This finding has operational implications: a false-alarm
rate near 25% on benign traffic from held-out hosts could
impose a substantial alert-handling burden. Random split-
ting can obscure this weakness because traffic from the
same benign hosts may appear in both training and test
folds.

6. Discussion

6.1. What the headline numbers were measuring

Taken together, the results suggest that the near-perfect
scores often reported on the TON _IoT network data mea-
sure at least three different things at once. The first is
attack behaviour, which is real: identifier-free binary de-
tection under deduplication still reaches 0.997. The second
is the identity of the attacking machines, which a probe
can exploit almost perfectly. The third is the identity of
the benign machines, which only becomes visible when
hosts are held out. Of these, behavioural features are more
likely to transfer across environments, although transfer-
ability was not directly tested in a separate operational
network. The second is a classic shortcut in the sense of
Geirhos et al. [34]: a feature that is predictive because of

dataset-specific collection conditions rather than a robust
relationship with attack behaviour.

The finding parallels what D’hooge et al. reported for
CIC-IDS2017 [16] and what Arp et al. described as spuri-
ous correlation [10]. Explainability tools are increasingly
recommended for IoT intrusion detection as a way to build
operator trust [39]-[41]. The importance analysis in Fig-
ure 5 suggests a second use: an attribution dominated by
addresses is a leakage warning, and it is cheap to check. The
finding offers a plausible explanation for some of the cross-
dataset transfer difficulties reported by Sarhan et al. and
Layeghy and Portmann [18], [22]: address-dependent deci-
sion rules may not remain useful in networks with different
host identifiers.

6.2. Benign diversity is the bottleneck

The asymmetry in Section 5.4 deserves attention. In a
controlled testbed, scripted attacks may share reproducible
traffic characteristics across hosts. This is one possible
explanation for the high recall observed on held-out attacker
hosts. Benign traffic is more varied, and in TON IoT
it comes from a modest number of devices and services.
Exposure to traffic from a subset of benign hosts does not
guarantee accurate classification of traffic from additional
hosts. Benchmarks that want to support claims about
deployment therefore need more diverse benign traffic, and
evaluations need to test on benign hosts the model has not
seen. Many intrusion-detection studies emphasise attack-
class performance, making the evaluation of benign-host
generalisation an important complementary consideration

(1], [3]-

6.3. A reporting checklist

Based on these results, studies using the TON IoT
network data should, at a minimum:

1. state which columns were used and remove src_ip,
dst_ip and src_port; justify any use of dst_port;

2. remove free-text fields such as dns_query, http_uri
and certificate subjects unless the study is explicitly
about those fields;

3. deduplicate before forming any split and report the
number of rows removed;

4. report the identifier-only probe alongside the main re-
sults as a leakage reference point;

5. report macro-F1 and per-class F1, with MITM given
explicitly;

6. include at least one grouped evaluation, by host or by
time, and report false alarms on unseen benign hosts.

Together, these steps can reduce avoidable sources of
evaluation bias and make reported detection performance
easier to interpret.

6.4. Limitations

Several limitations apply. Only the curated train—test
file was used. The full TON IoT network capture is larger,
and the same analysis could be run on it with timestamps
available for temporal splitting. The host hold-out proto-
col is restricted to binary detection, so it does not show
how attack typing generalises across hosts. The benign
hosts held out in each round were drawn at random, and



Ogu. Journal of Computing and Data Technology, Volume 2, Issue 2, Jul-Dec 2026, pp. 207-215

(a) Attacks from the held-out host

30 (n=60,503)
31 (n=30,245)
32 (n=22,402)

193 (n=19,774)

33 (n=7,284)
37 (n=6,374)
39 (n=692)
36 (n=593)
34 (n=528)

213

(b) Benign traffic from unseen hosts

0.51
0.51

I T T T
0.80 0.85 0.90 0.95
Attack recall
[ Random split (P2)

I Host held out (P3)

1.00 0.0 0.1 0.2 0.3 0.4 0.5 0.6
False-alarm rate on unseen benign hosts

Figure 4: Host hold-out results for the random forest. (a) Attack recall on the held-out attacker under random splitting (P2) and
host hold-out (P3). (b) False-alarm rate on benign traffic from held-out benign hosts.

(a) PO: all columns

src_ip
src_ip_bytes
src_port
conn_state
dst_ip
duration
dst_port
dst_ip_bytes
src_bytes
src_pkts
dst_pkts
dst_bytes

0.000 0.025 0.050 0.075 0.100 0.125 0.150 0.175
Mean decrease in impurity

(b) P2: identifier-free, deduplicated

src_ip_bytes
duration
conn_state
dst_ip_bytes
src_pkts
src_bytes
dst_pkts
dst_bytes
proto
service
dns_rejected
dns_RA

0.10 0.15 0.20 0.25
Mean decrease in impurity

I T
0.00 0.05

Figure 5: Random-forest feature importance under (a) the naive protocol and (b) the identifier-free, deduplicated protocol.

Identifier features are shown in orange.

the false-alarm rate depends on which hosts were chosen;
the ranges in Table 4 reflect that variability rather than
a confidence interval. Four classical classifiers were tested.
Deep-learning models may respond differently to identifier
features, and their behaviour requires separate experimen-
tal assessment. Finally, the findings concern this dataset’s
construction and should not be read as a criticism of its
authors, who documented the labelling procedure openly

4], [6]-

7. Conclusion

On the TON _IoT network train-test file, two IP ad-
dresses and two port numbers are enough to separate at-
tacks from normal traffic with a macro-F1 of 0.9999. Re-
moving these four columns leaves binary detection almost
unchanged, but multiclass macro-F1 falls by about 0.03,
with the largest losses on MITM, XSS and ransomware.

Duplicates make up nearly a tenth of the file, and approxi-
mately 12.1% of test rows under naive cross-validation have
an identical copy in training. Holding out hosts shows that
attacks from unseen machines are still caught, while benign
traffic from unseen machines is often misclassified. The
evaluation ladder, identifier probe, and reporting checklist
in Section 6.3 are intended to make these effects visible in
future studies and to support more credible assessment of
intrusion-detection performance.
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