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Abstract

Phishing attacks continue to represent a dominant vector for cyber intrusions, exploiting human vulnerabilities and
systemic weaknesses in email communication infrastructures. This study presents an integrated and simulation-driven
cybersecurity framework that combines phishing campaign emulation, email header forensics, and URL intelligence
analysis to enable proactive threat detection and mitigation. The proposed approach leverages open-source platforms
to systematically replicate real-world phishing scenarios, thereby facilitating controlled experimentation and behavioral
analysis. Email header inspection is employed to extract and validate metadata attributes such as sender authenticity,
routing paths, and authentication protocols, such as Sender Policy Framework (SPF), DomainKeys Identified Mail
(DKIM), and Domain-based Message Authentication, Reporting, and Conformance (DMARC) are used to verify the
authenticity of email senders and detect spoofing attempts. Concurrently, URL scrutiny mechanisms incorporate blacklist
verification, domain reputation assessment, and structural pattern analysis to detect malicious or obfuscated links. The
framework is designed to enhance situational awareness by correlating insights derived from simulation outputs, header
anomalies, and URL threat indicators. Experimental evaluation demonstrates improved detection accuracy and response
efficiency when compared to isolated analysis techniques. Furthermore, the integration of feedback-driven awareness
mechanisms strengthens organizational resilience against evolving phishing tactics. The proposed methodology not
only provides a comprehensive analytical perspective on phishing attack vectors but also contributes a scalable and
cost-effective solution for real-world deployment in enterprise security ecosystems.
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1. Introduction

*Corresponding author
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(Mehdi Gheisari), samankhammar72@gmail.com (Saman Kham-
mar), mustafa.ghaderzadeh@gmail.com (Mustafa Ghaderzadeh),
slotfi720gmail.com (Saeed Lotfi).

Phishing attacks have emerged as one of the most persis-
tent and damaging cybersecurity threats, targeting individ-
uals and organizations through deceptive communication
channels such as emails, malicious URLs, and spoofed web-
sites. These attacks exploit human cognitive vulnerabilities
and technical loopholes to gain unauthorized access to sen-
sitive information, financial assets, and enterprise systems
[3], [23], [33], [36]. As cyber adversaries continuously evolve
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Figure 1: General architecture of phishing attack lifecycle.

their strategies, there is an increasing need for proactive
and multi-layered defense mechanisms capable of detecting
and mitigating phishing threats in real time.

The scale and sophistication of phishing attacks have
increased significantly in recent years. Reports indicate
a substantial surge in phishing incidents, particularly in
the financial sector, accompanied by exponential growth
in credential harvesting campaigns [1]. High-value indus-
tries such as finance and insurance remain primary targets,
accounting for a significant proportion of global phish-
ing activity [2], [3]. Modern phishing campaigns increas-
ingly leverage artificial intelligence, automation, and multi-
channel delivery mechanisms, extending beyond email into
messaging platforms and collaborative environments [4],
[32], [33], [3]. Furthermore, geographically diverse threat
actors continue to exploit global digital infrastructures,
making phishing a widespread and persistent challenge
[25].

Traditional phishing detection approaches often rely on
isolated mechanisms such as spam filtering, blacklist verifi-
cation, or manual analysis, which are insufficient against
modern adaptive threats [10]. Recent studies emphasize
the need for integrated frameworks combining multiple
detection strategies to improve accuracy and resilience [2],
[30], [31]. However, existing solutions frequently lack coor-
dination between simulation, forensic analysis, and threat
intelligence mechanisms.

To address these limitations, this research adopts a
three-pronged approach:

1. Phishing simulation: Controlled simulation of phishing
campaigns to evaluate user susceptibility and organiza-
tional readiness.

2. Email header analysis: Forensic examination of email
metadata to detect spoofing, authentication failures,
and routing anomalies.

3. URL scrutiny: Comprehensive analysis of embedded
links using reputation systems and threat intelligence
platforms.

A general architecture of phishing attack lifecycle is
shown in Figure 1. By integrating these complementary
approaches, the proposed framework aims to provide a
holistic and scalable solution for phishing threat detection
and mitigation. The study contributes toward improving
organizational cybersecurity posture by combining behav-
ioral analysis, technical forensics, and intelligence-driven
detection mechanisms.

2. Literature review

2.1. Phishing simulation and user awareness

Phishing simulation has been widely adopted as an
effective method to assess user awareness and organiza-
tional vulnerability. Controlled phishing campaigns enable
the identification of human-centric weaknesses and the
evaluation of training effectiveness [23]. Automated sim-
ulation frameworks further enhance scalability and allow
large-scale behavioral analysis across organizational units
[8]. However, limitations remain in terms of realism and
adaptability to evolving phishing strategies.

2.2. Email header analysis

Email header analysis plays a critical role in identify-
ing spoofed identities and tracing the origin of phishing
emails. Techniques based on metadata inspection, rout-
ing path verification, and authentication validation (SPF,
DKIM, DMARC) have demonstrated effectiveness in de-
tecting anomalies [4], [34]. Integration with open-source
intelligence tools enables real-time detection of suspicious
sources and enhances threat visibility [15]. Nevertheless,
standalone header analysis may generate false positives
and may not fully capture sophisticated social engineering
attacks [17].

2.3. URL-based phishing detection

URL analysis has become a central component of phish-
ing detection frameworks. Approaches based on lexical
features, domain reputation, and machine learning tech-
niques have shown significant improvements in identifying
malicious URLs [6]. Combining URL analysis with other
indicators, such as email metadata, further enhances de-
tection accuracy and reduces false negatives [16]. However,
attackers often evade detection through dynamic domain
generation, URL obfuscation, and fast-flux hosting tech-
niques [35].

2.4. DNS-based and Al-driven techniques

DNS-based detection mechanisms leverage domain reg-
istration data and blacklist systems to identify phishing
infrastructure. These techniques are effective in block-
ing known threats but face challenges in detecting rapidly
changing domains [11], [13]. Artificial intelligence and ma-
chine learning approaches have been introduced to improve
real-time detection by analyzing patterns in email content
and URL structures [23], [24]. Despite improved accu-
racy, these methods require continuous model updates and
substantial computational resources.

2.5. Awareness and defense mechanisms

User awareness training and authentication protocols
remain essential components of phishing defense strate-
gies. Studies highlight the effectiveness of training pro-
grams in reducing susceptibility, although outcomes vary
based on organizational culture and engagement levels
[25], [26],[5]. Authentication mechanisms such as SPF,
DKIM, and DMARC significantly enhance email security
but require proper configuration and enforcement [27]-[29].
Forensic approaches provide detailed insights into phishing
incidents but are often unsuitable for real-time deployment
18], [20], [21].
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2.6. Emerging technologies

Recent research explores advanced detection mecha-
nisms, including URL reputation systems, malware analy-
sis, blockchain-based security frameworks, and cloud-based
protection models [7], [14], [15] [12]. Machine learning and
natural language processing techniques have also been ap-
plied to improve email classification and phishing detection
accuracy [22], [33], [34]. While promising, these approaches
face challenges related to scalability, integration complexity,
and evolving threat landscapes.

2.7. Limitations of existing approaches

Despite significant advancements, existing phishing de-
tection techniques exhibit several limitations:

1. Lack of practical simulation-based evaluation of user
behavior [9].
2. Dependence on manual analysis for header and URL
inspection [17].
3. Limited integration of threat intelligence sources [19].
4. Inability to adapt to rapidly evolving phishing tech-
niques [2], [30]-[32].
These limitations highlight the need for integrated
frameworks that combine simulation, forensic analysis, and
intelligence-driven detection mechanisms.

3. Methodology

This section deals with the methodology of the proposed
framework and a short description of the cybersecurity tools
used for the execution of work. Figure 2 illustrates the
flowchart of the phishing simulation environment setup
and verification process. Table 1 provides a comparative
analysis and justification of selected cybersecurity tools.

3.1. Tools description

3.1.1. GoPhish- phishing campaign simulation

GoPhish is an open-source phishing simulation tool
designed to test an organization’s resilience against phishing
attacks [2], [3]. It enables security teams to send simulated
phishing emails to employees, tracks user interactions such
as link clicks and credential submissions, and provides
detailed reports on phishing campaign performance and
user awareness levels.

3.1.2. RubikPhish-automated phishing awareness testing

RubikPhish is a phishing simulation tool that helps
organizations test employee awareness through automated
phishing exercises [8]. It generates realistic phishing emails
to assess user response and provides real-time feedback to
improve cybersecurity training programs.

3.1.8. MXToolBox-email header analysis

MXToolBox is widely used for analyzing email headers
to detect phishing attempts and email spoofing [4], [5].
It identifies anomalies in email headers and verifies SPF,
DKIM, and DMARC authentication records.
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v
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Figure 2: Flowchart of the phishing simulation environment
setup and verification process.

3.1.4. MultiRBL. Valli- email blacklist lookup
MultiRBL.Valli checks email headers against known
blacklists [15]. It helps detect email servers associated
with phishing campaigns and identifies domains that have
been flagged as suspicious or malicious. The output uses
different colors to indicate the status of the queried IP
or domain:It helps detect email servers associated with
phishing campaigns and identifies domains that have been
flagged as suspicious or malicious. The output uses differ-
ent colors to indicate the status of the queried IP or domain:

e Green indicates the IP or domain is not listed in the
checked blacklist.

e Red indicates the IP or domain is listed in the respective
blacklist,.

e Yellow/Orange indicates the blacklist has timeouts or
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issues, meaning the result might be unreliable.The black-
list has timeouts or issues, meaning the result might be
unreliable.

e Gray indicates the tool could not retrieve data from the
specific blacklist, possibly due to connection problems.

3.1.5. PhishTank- phishing URL database

PhishTank is an open database of reported phishing
sites used to identify malicious URLs [26]. It provides
continuously updated of verified phishing sites and helps
organizations block access to known phishing domains.

3.1.6. URLVoid- URL reputation analysis

URLVoid analyzes website reputations to determine
associations with phishing attacks [6], [7]. It cross-checks
URLs with multiple security engines and blacklists and
provides risk assessments for suspicious links.

3.1.7. VirusTotal - URL and attachment security scanning

VirusTotal is a comprehensive security analysis platform
that scans URLs, email attachments, and files for malware
and phishing threats [16]. It uses multiple antivirus engines
to detect known phishing links and helps identify and
prevent malware infections from phishing emails.

The phishing simulation environment was set up using
GoPhish and RubikPhish for executing realistic phishing
attack simulations. The environment was designed to be
lightweight and customizable for conducting different types
of phishing campaigns, while also providing a secure envi-
ronment for testing organizational phishing awareness and
response strategies. This work uses GoPhish, RubikPhish,
MXToolBox, MultiRBL.Valli, URLVoid, PhishTank, and
VirusTotal. These tools were selected for their open-source
nature, ease of integration, and relevance in real-world
threat detection environments. A short description of the
tools are discussed in the following subsections.

3.1.8. PhishTank — phishing URL database

PhishTank is an open database of reported phishing
sites used to identify malicious URLs [26]. It provides
continuously updated verified phishing records.

3.1.9. URLVoid — URL reputation analysis

URLVoid analyzes website reputations to determine
associations with phishing attacks [6]. It cross-checks URLs
across multiple security engines and blacklists to provide
risk assessments.

3.1.10. VirusTotal — URL and attachment security scan-
ning

VirusTotal scans URLs, email attachments, and files

for malware and phishing threats [16]. It utilizes multiple

antivirus engines to detect malicious links and infected
files.

Phishing Simulation
Engine

Header
Analysis
SOC
Dashboard

Figure 3: Integrated phishing detection workflow within the
SOC environment

URL
Intelligence

3.2. Framework of Security Operations Center(SOC)-based
phishing detection

The proposed SOC-based phishing detection framework
integrates phishing simulation outputs, email header foren-
sics, and URL intelligence into a unified decision-support
pipeline. The objective is to compute a composite phish-
ing risk score for each email event and forward high-risk
cases to the SOC dashboard for alerting and response. The
overall framework, shown in Figure 3, enables centralized
monitoring, cross-layer correlation, and timely mitigation
of phishing attempts.

Let an incoming email instance be represented as

E; ={H;,U;, B;} (1)

In (1), H; denotes header-derived features, U; denotes
URL-derived features, and B; denotes user-behavior or
simulation-derived indicators associated with the ith event.

8.2.1. Modelling of header risk

The header risk score is computed from authentication
and routing anomalies as written as (2).

RH(Z) = WspfLspf + WakimTdkim T WdmarcTdmare
+ WipTip + WaomTdom

(2)

In (2):
e z,,r € {0,1} indicates SPF failure,
Zakim € {0,1} indicates DKIM failure,
Zamare € {0,1} indicates DMARC failure,
x;p € {0,1} indicates suspicious sender IP mismatch,
Zdom € {0,1} indicates suspicious or recently registered
sender domain.
The weights satisfy the (3).

Wsp f + Wakim + Wdmare + Wip + Wdom = 1. (3>

8.2.2. Modelling of URL risk
The URL risk score is defined as (4):

RU (Z) = WrepTrep + WageTage + WredirTredir

+ WshortTshort + WhittpsThttps

(4)

In (4):
e 1,., indicates poor reputation or blacklist presence,
Tage indicates newly registered domain,
Tredir indicates suspicious redirection chain,
Tshort indicates URL shortening or obfuscation,
Thitps indicates deceptive HT'TPS usage.

Similarly (5),

Wrep + Wage + Wredir + Wshort + Whitps = 1. (5>
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3.2.3. Behavioral and simulation risk modelling

The phishing simulation component captures behav-
ioral susceptibility through user interaction features. The
behavioral risk score is given by (6).

RB (Z) = WelickTclick + WeredLered + WdeptLdept (6)
In (6):
e z.icr € {0,1} indicates whether the user clicked the
phishing link,
® Zoreqd € {0,1} indicates whether credentials were submit-
ted,
® Zgep € [0,1] represents normalized departmental suscep-
tibility.
The associated weights satisfy (7),

Welick + Wered + Wdept = 1 (7)

3.2.4. Composite phishing risk score
The final phishing risk score for email instance F; is
obtained by fusing the three risk components written as

().

Rr(i) = aRp (i) + BRy (i) + vRp (i) (8)
subject to (9),
at+B+y=1 B,y (9)

A decision threshold 7 is then used for alert generation
is given by (10).
. 1, f Rp(i)>r
D =
(@) { 0, if Rp(i) <7

In (10), D(i) = 1 indicates that the event is flagged as
phishing and forwarded to the SOC dashboard.

(10)

3.2.5. Correlation strength

To quantify cross-layer consistency between header
anomalies and malicious URLs, the conditional correla-
tion strength can be expressed as (11).

Cru = P(Uy, | Ha) (11)

In (11), U, denotes malicious URL presence and H, de-
notes header anomaly. A high value of Cyy suggests that
suspicious headers strongly coincide with malicious URL
activity.

Likewise, the association between authentication failure
and phishing likelihood may be expressed as (12).

CAU = P(Um | xspf = 17xdkim = 17xdmarc = 1)(12)

3.2.6. Prioritization of SOC alert
For practical incident handling, the total risk score may
be categorized into three alert levels are given by (13).

Low, 0< RT(Z) <7
L(i) = ¢ Medium, 7 < Rp(i) < 72 (13)
nghv RT(Z) Z T2

In (13), 71 and 75 are lower and upper operational thresh-
olds selected by the SOC team.

The complete detection and prioritization procedure is
summarized in Algorithm 1.

Algorithm 1 SOC-based phishing detection.

Require: Incoming email event E;
Ensure: Risk score and alert status

1 Extract header features H;

2 Extract URL features U;

s Extract behavioral features B;

4 Compute header risk score Ry (4)

s Compute URL risk score Ry ()

s Compute behavioral risk score Rp ()

7 Compute total risk score:

Ry (i) = aRy (i) + BRy (i) + vRp(i)

s if Rr(i) > 7 then

9 Flag E; as phishing

10 Forward alert to SOC dashboard
1 else

12 Mark E; as low-risk

13 end if

14 return Rp(7) and alert status

4. Experimental procedure

To systematically investigate phishing attack behavior
and evaluate detection mechanisms, a controlled experimen-
tal framework was developed integrating phishing simula-
tion, email header forensics, and URL intelligence analysis.
The experimental workflow emulates real-world adversarial
scenarios while ensuring safe and ethical execution within
an isolated organizational testbed.

The overall methodology follows a three-stage pipeline:
(i) phishing campaign simulation, (ii) email header analysis,
and (iii) URL threat intelligence evaluation. This struc-
tured workflow enables end-to-end assessment of phishing
attacks from user interaction to infrastructure-level detec-
tion.

4.1. Simulation of Phishing campaign

The phishing simulation phase was designed to replicate
real-world adversarial strategies to assess user susceptibil-
ity and organizational preparedness. Two complementary
tools, GoPhish and RubikPhish, were employed to provide
both manual control and automated large-scale testing
capabilities.

4.1.1. Phishing Email generation using GoPhish

GoPhish was utilized as the primary platform for craft-
ing and deploying phishing campaigns. The configuration
process involved SMTP server setup, template customiza-
tion, and real-time tracking of user interactions.

e Configured sender identities, subject lines, and email
templates to closely mimic legitimate organizational com-
munication patterns.

e Embedded phishing URLs generated through controlled
infrastructure.

e Executed campaigns targeting multiple user groups across
departments.

e Monitored key interaction metrics including email opens,
link clicks, and credential submissions.
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Table 1: Comparative analysis and justification of selected cybersecurity tools.

126

Tool category

Tools compared

Key features

Justification for selection

Phishing GoPhish vs. Open-source platform with customizable | Provides flexibility, extensibility, and cost-

simulation PhishMe phishing campaigns and SMTP integration | effective deployment compared to propri-
etary PhishMe

Phishing RubikPhish vs. SET | Automated phishing workflows with in-| Enhances user awareness and training;

automation toolkit tegrated user awareness feedback mecha-| SET Toolkit is primarily designed for pen-

nisms

etration testing

Email header

MXToolBox vs.

SPF, DKIM, DMARC validation, DNS di-

Offers comprehensive email authentication

analysis EmailHarvester agnostics, and blacklist lookup tools and diagnostic capabilities beyond basic
email extraction

Blacklist MultiRBL.Valli vs. | Aggregated DNSBL queries across multiple | Enables broader detection coverage

verification Spamhaus blacklist databases through consolidation of multiple blacklist

sources

URL Reputation
analysis

URLVoid vs. Google
safe browsing

Multi-engine scanning, domain intelligence,
and blacklist aggregation

Provides richer multi-source threat intel-
ligence compared to single-engine Safe
Browsing

Phishing
intelligence
platforms

PhishTank vs.
OpenPhish

Community-driven phishing database with
URL verification and reporting mecha-
nisms

Supports collaborative validation and con-
tinuous updates, improving detection reli-
ability

Malware and URL
analysis

VirusTotal vs.
Hybrid analysis

Multi-engine antivirus scanning versus be-
havioral sandbox-based analysis

Enables rapid detection using multiple
engines, while hybrid analysis provides
deeper behavioral insights

Unfing Pages

SondngProsles

Usor Gafe Doalng 1103 ol s

Figure 4: Phishing email template generated using GoPhish.
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vectors.

e Generated attack templates based on real-world phishing

e Integrated feedback mechanisms to improve user aware-
ness post-simulation.
e Produced detailed reports capturing behavioral trends

and susceptibility patterns.

The automation capability significantly enhanced ex-
perimental coverage and reproducibility. Figure 6 demon-
strates the automated phishing testing environment.

The outputs of the phishing campaigns, including cap-

o

Figure 5: GoPhish campaign monitoring dashboard.

Figure 4 illustrates a representative phishing email tem-
plate designed to exploit authority and urgency cues. The
campaign monitoring interface, shown in Figure 5, provides
real-time analytics of user interactions.

4.1.2. Automated Phishing Simulation using RubikPhish
RubikPhish complemented GoPhish by enabling auto-
mated phishing scenario generation and scalable awareness
testing. This tool was particularly effective for evaluating
behavioral responses across diverse user groups.

e Designed automated phishing scenarios tailored to de-
partment specific roles.

tured emails and user interaction logs, were subsequently
subjected to forensic analysis through email header inspec-
tion.

4.2. Email header analysis

Email header forensics was conducted to identify struc-
tural and authentication anomalies associated with phishing
attacks. This stage focuses on validating sender authentic-
ity and detecting inconsistencies in message routing.

4.2.1. Header analysis using MXToolBox
MXToolBox was employed to perform detailed inspec-
tion of email headers.

e Extracted complete header metadata from suspected
phishing emails.
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Figure 7: DKIM and domain key verification.

e Analyzed routing paths, sender IP addresses, and mail
transfer agents.

e Verified authentication mechanisms including SPF, DKIM,
and DMARC.

e Identified inconsistencies such as spoofed domains and
anomalous routing behavior.

The verification process revealed multiple indicators of
compromise. Figure 7 illustrates the DKIM and domain
key validation results.

4.2.2. Blacklist verification using MultiRBL
To further validate email source legitimacy, MultiRBL
was used for blacklist-based threat intelligence.

e Extracted sender IP addresses and domains from email
headers.

e Queried multiple DNS-based blacklists.

e Analyzed blacklist hits and severity classifications.

e Correlated blacklist presence with phishing likelihood.

This step enabled identification of known malicious
infrastructure and improved detection confidence.

Following header-level validation, embedded URLs were
analyzed to detect adversarial infrastructure patterns and
evasion techniques.

4.8. URL Analysis

The URL analysis phase focused on detecting malicious
links embedded within phishing emails through reputation
analysis and multi-engine scanning.

4.8.1. Phishing URL verification using PhishTank

PhishTank was utilized as a community-driven reposi-
tory for validating phishing URLs.

e Extracted URLs from phishing emails and campaigns.

e Cross-referenced URLs with the PhishTank database.

e Identified known phishing links and reported new mali-
cious URLs.

e Evaluated the coverage of community-driven threat in-
telligence.

A significant proportion of URLs matched known phish-
ing entries, highlighting the effectiveness of collaborative
intelligence.

4.3.2. URL reputation analysis using URLVoid
URLVoid was employed for comprehensive domain and
reputation analysis.

e Evaluated domain age, hosting infrastructure, and regis-
trar information.

127
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Figure 8: URL reputation and threat indicators.

e Assessed blacklist presence and multi-engine threat indi-
cators.

e Identified suspicious patterns such as newly registered
domains and anomalous hosting behavior.

Figure 8 shows representative URL reputation analysis
and threat indicators.

4.3.8. Malware and URL scanning using VirusTotal
VirusTotal was used to perform multi-engine scanning
of URLs and attachments.

e Submitted URLs and files to multiple antivirus engines.

e Examined detection signatures and behavioral indicators.

e Identified malware payloads and credential harvesting
mechanisms.

This multi-layer validation significantly improved de-
tection reliability and reduced false positives, providing a
robust foundation for subsequent correlation analysis.

5. Results and analysis

5.1. Results of Phishing simulation

The conducted phishing simulation campaigns provided
quantitative insights into organizational susceptibility across
different functional departments. The overall click-through
rate was observed to be 15%, while the credential submis-
sion rate reached 10%, indicating a non-trivial level of user
vulnerability to socially engineered attacks.

Department-wise analysis (Table 2) reveals that cus-
tomer service (32%) and sales (28%) exhibited the highest
click rates, reflecting increased exposure to external com-
munications and customer interactions. In contrast, finance
(8%) and IT (12%) demonstrated comparatively lower sus-
ceptibility, likely due to stronger security awareness and
stricter operational controls.

The effectiveness of phishing templates was also eval-
uated, where IT notification-based emails achieved the
highest success rate (37%), emphasizing the exploitation
of authority and urgency in phishing design.

Figure 9 further illustrates the comparative click-rate
distribution across departments, clearly highlighting the
disparity in user behavior and risk exposure.
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Table 2: Department-wise phishing susceptibility analysis.

Department Click rate (%) Credential submission (%) Risk level
Finance 8 4 Low
1T 12 6 Low
Sales 28 18 High
Customer service 32 21 Very high
HR 18 11 Medium
Operations 16 9 Medium
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Figure 9: Department-wise phishing susceptibility.

Table 3: Metrics of email authentication failure.

Metric Percentage (%)
SPF Failure 81
DKIM Failure 73
DMARC Failure 89
Forged sender address 68
IP Mismatch 42

5.2. Findings of Email header analysis

Email header forensics revealed multiple anomalies
strongly associated with phishing attacks. As summa-
rized in Table 3, DMARC failures (89%), SPF failures
(81%), and DKIM failures (73%) were the most prominent
indicators, confirming the widespread use of spoofed or
unauthenticated email infrastructures.

Additionally, 68% of analyzed emails contained forged
sender addresses, while 42% exhibited IP location mis-
matches, indicating inconsistencies between claimed and
actual sender origins. The presence of newly registered do-
mains (37%) further reinforces the temporal characteristics
of phishing campaigns.

These findings highlight that authentication protocol
failures serve as reliable indicators for early phishing detec-
tion and can be effectively leveraged in automated filtering
systems.

5.3. Results of URL analysis

The URL inspection phase revealed distinct adversarial
infrastructure patterns commonly employed in phishing
campaigns. As depicted in Figure 10, newly registered
domains (14 days) accounted for 76% of malicious URLs,
making them the most dominant indicator.

Figure 10: URL-based phishing indicators.

Typosquatting attacks (67%) were also prevalent, ex-
ploiting user trust through visually similar domain names.
Furthermore, redirect chains (52%) and compromised host-
ing services (43%) indicate the use of multi-stage obfusca-
tion techniques to evade detection.

The misuse of HTTPS (39%) demonstrates that attack-
ers increasingly leverage secure protocols to gain user trust,
while URL obfuscation (28%) techniques further complicate
detection mechanisms.

5.4. Correlation analysis

Cross-domain correlation analysis reveals strong inter-
dependencies between phishing indicators. Table 4 summa-
rizes these relationships.

Notably, emails with forged headers were found to in-
crease the likelihood of malicious URLs by approximately
3.2x. The presence of newly registered domains signifi-
cantly amplifies phishing probability by 5.7x, indicating
the importance of domain age as a predictive feature.

Moreover, simultaneous failure of SPF, DKIM, and
DMARC resulted in malicious URL presence in 91% of
cases, highlighting a strong combined effect of authentica-
tion anomalies.

These findings confirm that phishing attacks are inher-
ently multi-layered, often combining spoofed headers with
obfuscated URL structures to maximize success rates while
evading detection systems.

5.5. Key contributions

e Unified phishing detection framework integrating simu-
lation, header, and URL analysis

e Empirical organizational vulnerability assessment

e Strong correlation modeling (91% authentication failure
linkage)
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Table 4: Correlation between phishing indicators.

Indicator relationship Strength
Forged header — Malicious URL 3.2x
New domain — Phishing content 5.7x
Auth failure — Malicious URL 91%

e Real-time SOC deployable pipeline

6. Conclusion

This study demonstrates that isolated phishing de-
tection techniques are insufficient against modern cyber
threats. A multi-layered analytical approach integrating
simulation, email forensics, and URL intelligence signif-
icantly enhances detection accuracy and resilience. The
strong correlation between authentication failures and ma-
licious payload delivery provides a robust foundation for
automated threat detection systems. Future work will
explore Al-driven behavioral analytics and multi-channel
phishing detection to address the evolving threat landscape.
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