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Abstract

The rapid expansion of cloud computing platforms, Internet of Things (IoT) ecosystems, edge devices, software-defined
networks, and distributed enterprise infrastructures has significantly increased the complexity and scale of modern
cybersecurity environments. Traditional signature-based intrusion detection systems are increasingly ineffective against
sophisticated cyber threats such as zero-day attacks, advanced persistent threats, ransomware propagation, botnet
activities, and encrypted malicious traffic because they rely heavily on predefined attack signatures and static rule-based
detection mechanisms. Consequently, Al driven intrusion detection systems have emerged as promising solutions for
intelligent threat detection, adaptive cybersecurity analytics, and real-time network defense. This paper presents a
comprehensive systematic literature review of Al based network intrusion detection systems with particular emphasis
on machine learning, deep learning, federated learning, and intelligent anomaly detection frameworks. Furthermore,
the study evaluates benchmark cybersecurity datasets including NSL-KDD, CICIDS2017, UNSW-NB15, DARPA, and
TON-IoT datasets to investigate their effectiveness, scalability, realism, and applicability for modern intrusion detection
research. Comparative analysis indicates that deep learning and hybrid Al techniques significantly improve intrusion
detection accuracy, adaptive threat detection, and real-time cybersecurity analytics compared with traditional approaches.
The paper further discusses major challenges including adversarial attacks, encrypted traffic analysis, dataset imbalance,
explainability, computational overhead, and concept drift. Emerging research directions such as federated intrusion
detection, Transformer-based cybersecurity, graph neural networks, self-supervised learning, and explainable Al are also
critically analyzed.
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platforms, and critical national infrastructure. However,
the increasing sophistication of cyberattacks has introduced
significant security challenges for enterprise and distributed
networks [1]-[3]. Traditional signature-based security sys-
tems often fail to detect emerging attacks because they
depend on predefined attack patterns and static rule sets
[4], [5]. Consequently, AT and machine learning approaches
have gained substantial attention in network security re-
search.

According to recent cybersecurity industry reports,
global cybercrime costs are projected to exceed trillions of
dollars annually due to increasing ransomware campaigns,
Al-assisted phishing attacks, cloud vulnerabilities, and
large-scale data breaches. These rapidly evolving attack
patterns necessitate adaptive and intelligent cybersecurity
mechanisms capable of real-time threat detection.

Machine learning based intrusion detection systems
are capable of identifying abnormal network behaviors
through statistical learning and behavioral analysis [6], [7].
Deep learning architectures including convolutional neural
networks, recurrent neural networks, and autoencoders have
demonstrated strong performance in anomaly detection
and traffic classification tasks [8]-[10]. Furthermore, real-
time cybersecurity systems increasingly rely on adaptive
intelligence to identify zero-day threats and polymorphic
malware [11], [12].

Recent research trends further indicate that intelligent
intrusion detection systems are increasingly evolving toward
adaptive deep learning, distributed cybersecurity analytics,
and real-time behavioral threat intelligence frameworks
[37], [38], [43]. Traditional rule-based intrusion detection
systems such as Snort remain effective for predefined at-
tack signatures but demonstrate limited capability against
polymorphic malware and zero-day attacks [44]. Further-
more, benchmark intrusion detection datasets such as KDD
Cup 99 and NSL-KDD continue to face criticism regard-
ing outdated traffic patterns, synthetic attack behavior,
and limited representation of modern enterprise network
environments [49].

This review manuscript systematically investigates re-
cent advancements in Al driven intrusion detection systems,
intelligent cybersecurity architectures, anomaly detection
methodologies, and deep learning based network security
frameworks proposed in contemporary cybersecurity re-
search. Unlike existing review studies, this paper provides
a unified comparative analysis of machine learning, deep
learning, federated learning, Transformer-based intrusion
detection, graph neural cybersecurity frameworks, explain-
able Al techniques, and edge intelligence driven cybersecu-
rity systems. The review additionally integrates compar-
ative dataset analysis, deployment challenges, adversarial
robustness, scalability evaluation, and future research di-
rections within a single systematic framework. Fig. 1 shows
taxonomy of Al-based intrusion detection systems discussed
in this manuscript.

1.1. Research objectives

The primary objectives of this systematic review are
summarized as follows:

1. To critically analyze traditional machine learning and ad-
vanced deep learning based intrusion detection method-

ologies utilized in modern cybersecurity systems.

2. To compare benchmark cybersecurity datasets including
NSL-KDD, CICIDS2017, UNSW-NB15, DARPA, and
TON-IoT datasets based on scalability, realism, feature
diversity, and attack representation capability.

3. To investigate emerging intelligent cybersecurity frame-
works including federated learning, graph neural net-
works, Transformer-based intrusion detection systems,
explainable A, and edge Al security architectures.

4. To evaluate intrusion detection systems using techni-
cal performance metrics including detection accuracy,
precision, recall, Fl-score, computational complexity,
scalability, and real-time deployment capability.

5. To identify major research gaps associated with en-
crypted traffic analysis, adversarial machine learning
attacks, false positive reduction, concept drift, privacy
preservation, and distributed cybersecurity infrastruc-
tures.

6. To discuss future research directions for scalable, ex-
plainable, adaptive, and privacy-preserving Al driven
cybersecurity systems for next-generation enterprise en-
vironments.

Taxonomy of Al-Based Intrusion Detection Systems
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Figure 1: Taxonomy of Al-based intrusion detection systems.

2. Literature Review

Network intrusion detection has been widely studied
in cybersecurity research for several decades due to the
rapid increase in cyberattacks, distributed network infras-
tructures, and intelligent malicious activities targeting en-
terprise environments. Early intrusion detection research
primarily focused on misuse detection and abnormal behav-
ior analysis within computer systems and communication
networks. Denning [1] introduced one of the earliest intru-
sion detection models based on abnormal system behavior
analysis and audit trail monitoring. Subsequent studies
explored expert systems, statistical analysis methods, and
rule-based misuse detection techniques for identifying mali-
cious network activities [2], [3]. Traditional signature-based
systems such as Snort demonstrated strong capability for
detecting predefined attack patterns but remained ineffec-
tive against zero-day attacks, adaptive malware, encrypted
threats, and polymorphic attack behaviors [4], [44].
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As enterprise networks evolved toward cloud-native in-
frastructures, Internet of Things ecosystems, distributed
edge computing environments, and software-defined net-
working architectures, the complexity and scale of cyber-
security threats significantly increased. Consequently, in-
telligent AI driven cybersecurity frameworks emerged as
promising solutions for adaptive anomaly detection, auto-
mated threat intelligence generation, and real-time network
security analytics [6], [7]. Machine learning and deep learn-
ing techniques have demonstrated substantial capability
for learning network traffic behavior, detecting abnormal
communication patterns, and identifying sophisticated cy-
berattacks across heterogeneous enterprise environments.

Recent cybersecurity research additionally emphasizes

the importance of scalable, explainable, and privacy-preserving

intrusion detection systems capable of operating under
real-time deployment constraints. Advanced intrusion de-
tection frameworks increasingly integrate deep learning
architectures, federated learning, graph neural networks,
self-supervised learning, explainable AI, and edge intelli-
gence driven cybersecurity analytics [36]-[38]. These in-
telligent frameworks aim to improve detection accuracy,
encrypted traffic analysis, adversarial robustness, and adap-
tive threat intelligence generation within next-generation
cybersecurity infrastructures.

2.1. FExisting survey and review studies

Several survey and review studies have comprehensively
investigated network intrusion detection systems from dif-
ferent cybersecurity perspectives including anomaly detec-
tion, machine learning, deep learning, distributed intrusion
detection, and intelligent behavioral analytics. Existing re-
view studies primarily focus on either traditional machine
learning approaches, benchmark cybersecurity datasets,
or deep learning based anomaly detection mechanisms.
However, many studies provide limited discussion regard-
ing emerging cybersecurity technologies such as federated
learning, Transformer-based cybersecurity analytics, graph
neural network intrusion detection systems, explainable Al,
and adversarial robustness.

Garcia-Teodoro et al. [5] provided one of the earliest
comprehensive reviews of anomaly-based intrusion detec-
tion techniques and highlighted challenges associated with
false positives, scalability limitations, and adaptive attack
behavior. Sommer and Paxson [6] critically analyzed the
applicability of machine learning techniques for intrusion
detection systems and emphasized challenges associated
with feature engineering, dataset quality, and deployment
realism. Buczak and Guven [7] presented a detailed survey
of data mining and machine learning methods for cyber-
security intrusion detection and discussed supervised and
unsupervised cybersecurity analytics approaches.

Recent survey studies have increasingly focused on deep
learning cybersecurity architectures and intelligent network
anomaly detection systems. Ferrag et al. [36] compara-
tively evaluated deep learning based intrusion detection
systems across multiple benchmark cybersecurity datasets
and analyzed the effectiveness of CNN, RNN, autoencoder,
and hybrid deep learning frameworks for anomaly detec-
tion and malicious traffic analysis. Kumar et al. [37]
investigated evolving research trends in network intrusion

detection systems and identified emerging cybersecurity
directions including explainable Al, federated intrusion de-
tection, and intelligent anomaly analytics. Kilincer et al.
[38] comparatively analyzed machine learning algorithms
for cybersecurity intrusion detection using heterogeneous
benchmark datasets and reported that ensemble learning
frameworks and deep neural architectures achieve strong de-
tection performance under large-scale traffic environments.

Lakshminarayana et al. [43] further reviewed modern
intrusion detection techniques including statistical analysis
methods, machine learning approaches, and deep learning
cybersecurity systems. Ring et al. [34] provided an exten-
sive survey of benchmark intrusion detection datasets and
highlighted the limitations associated with outdated traffic
patterns, synthetic attack behaviors, and lack of realistic
enterprise network representations in existing cybersecurity
datasets.

Despite these significant contributions, several limita-
tions remain within current review studies. Most existing
surveys provide limited comparative analysis regarding com-
putational complexity, real-time deployment capability, ad-
versarial robustness, encrypted traffic analysis, and privacy
preservation in distributed enterprise environments. Fur-
thermore, recent advancements involving federated learning,
graph neural networks, self-supervised cybersecurity analyt-
ics, edge intelligence, and explainable Al have not yet been
comprehensively integrated within a unified systematic
review framework. Therefore, a technically detailed and
systematically organized review integrating conventional
intrusion detection systems, deep learning cybersecurity
frameworks, federated intrusion detection architectures,
benchmark dataset evaluation, explainable Al, adversarial
machine learning, and future intelligent cybersecurity di-
rections remains necessary for next-generation enterprise
network security research.

2.2. ML-based intrusion detection systems

Machine learning based intrusion detection systems
have significantly improved intelligent traffic analysis ca-
pability and automated anomaly detection performance
within enterprise cybersecurity environments [53]-[54]. Tra-
ditional machine learning frameworks rely on supervised
and unsupervised learning techniques to classify normal
and malicious network traffic behaviors using statistical
features extracted from communication patterns, packet
flows, and system logs.

Support vector machines, decision trees, random forests,
k-nearest neighbor algorithms, naive Bayes classifiers, and
ensemble learning frameworks have been widely utilized for
network intrusion detection tasks [13] — [15]. Mukkamala
et al. [13] demonstrated the effectiveness of support vector
machines and neural networks for intrusion detection using
network traffic features derived from benchmark cybersecu-
rity datasets. Lee and Stolfo [14] introduced data mining
approaches for intrusion detection systems and emphasized
the role of intelligent feature extraction and traffic classifi-
cation in cybersecurity analytics. Breiman [15] proposed
random forest classifiers that later became highly effective
for intrusion detection due to their strong classification
capability and resistance to overfitting.

Comparative evaluations indicate that machine learn-
ing intrusion detection systems achieve strong classification
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accuracy for structured cybersecurity datasets while main-
taining moderate computational complexity [38]. Ensemble
learning approaches and random forest classifiers particu-
larly demonstrate high performance for traffic classification
tasks involving heterogeneous network attack categories.
Furthermore, statistical learning techniques improve adap-
tive anomaly detection capability by identifying deviations
from normal communication behavior patterns.

Survey studies additionally demonstrate that machine
learning based intrusion detection systems remain highly
effective for supervised cybersecurity analytics and traffic
classification tasks [43]. However, conventional machine
learning techniques still face several limitations when ana-
lyzing high-dimensional traffic data, encrypted communi-
cations, and continuously evolving attack patterns within
large-scale distributed network environments. Traditional
feature engineering approaches additionally require domain
expertise and often struggle to generalize under dynamic
cybersecurity conditions.

Consequently, recent intrusion detection research in-
creasingly investigates deep learning architectures capable
of automated hierarchical feature learning, intelligent be-
havioral analysis, and adaptive anomaly detection under
heterogeneous network infrastructures.

2.3. DL-based intrusion detection systems

Deep learning based intrusion detection systems have
emerged as highly effective cybersecurity solutions for intel-
ligent anomaly detection, encrypted traffic analysis, adap-
tive behavioral analytics, and automated feature extraction.
Unlike conventional machine learning approaches, deep neu-
ral architectures can automatically learn hierarchical traf-
fic representations from large-scale cybersecurity datasets
without requiring extensive manual feature engineering [57],
[58].

Convolutional neural networks have demonstrated strong
capability for spatial traffic representation learning and mal-
ware communication analysis [29], [30]. Wang et al. [29]
proposed CNN based malware traffic classification frame-
works capable of learning network communication patterns
through representation learning techniques. Javaid et al.
[30] further demonstrated that deep learning architectures
significantly improve intrusion detection accuracy and adap-
tive threat intelligence generation compared with conven-
tional machine learning models.

Recurrent neural networks and long short-term mem-
ory architectures are highly effective for temporal anomaly
detection and sequential network traffic analysis [16], [17].
Yin et al.[9] proposed an RNN based intrusion detection
framework capable of learning sequential traffic depen-
dencies for intelligent anomaly detection. Hochreiter and
Schmidhuber [16] have introduced long short-term mem-
ory architectures that later became widely utilized for
sequential cybersecurity analytics due to their ability to
model long-range temporal dependencies. Hundman et
al. [17] further demonstrated the effectiveness of LSTM
based anomaly detection systems for identifying abnormal
behaviors within complex telemetry environments.

Autoencoder based intrusion detection systems addi-
tionally provide strong capability for unsupervised anomaly
detection and high-dimensional traffic representation learn-
ing [10], [18]. Shone et al. [10] proposed a deep autoencoder

architecture for intelligent network intrusion detection and
demonstrated improved anomaly detection performance un-
der benchmark cybersecurity datasets. Sakurada and Yairi
[18] further investigated nonlinear dimensionality reduction
using autoencoder architectures for anomaly detection in
high-dimensional sensory datasets.

Recent deep learning cybersecurity research increasingly
focuses on hybrid architectures integrating convolutional
neural networks, recurrent neural networks, and intelligent
behavioral analytics frameworks [53]-[56]. Khan et al. [35]
proposed a scalable CNN-LSTM hybrid intrusion detection
framework capable of improving sequential attack analysis
and encrypted traffic detection performance. Vinayakumar
et al. [33] additionally demonstrated that hybrid deep
learning architectures significantly improve adaptive in-
trusion detection capability across heterogeneous network
attack environments.

Online and self-supervised deep learning frameworks
have also emerged as promising solutions for adaptive cyber-
security analytics within dynamically evolving network envi-
ronments. Nakip and Gelenbe [41] proposed self-supervised
deep learning architectures for intrusion detection systems
capable of continuously learning adaptive network behav-
iors without extensive labeled training datasets. Wahab
[42] further investigated online deep learning approaches
for intrusion detection under concept drift environments
and demonstrated improved real-time anomaly detection
capability within evolving IoT infrastructures.

Sparse deep denoising autoencoder frameworks addi-
tionally improve dimensionality reduction and anomaly
detection capability under high-dimensional cybersecurity
datasets [48]. Furthermore, recent hybrid Seq2Seq and
ConvLSTM subnet architectures have demonstrated strong
capability for intelligent sequential attack analysis and
temporal anomaly detection [40].

Despite these significant advancements, deep learning
based intrusion detection systems still face important chal-
lenges associated with computational complexity, adversar-
ial robustness, explainability, scalability limitations, and
resource-intensive deployment requirements for large-scale
enterprise environments.

2.4. FL-based intrusion detection systems

Federated learning and distributed AI techniques have
emerged as promising solutions for privacy-preserving cy-
bersecurity analytics and collaborative intrusion detection
across distributed enterprise infrastructures [19], [20]. Tra-
ditional centralized intrusion detection systems often re-
quire direct aggregation of sensitive traffic data, thereby
introducing privacy concerns, regulatory limitations, and
communication bottlenecks within cloud-native cybersecu-
rity environments.

Yang et al. [19] introduced federated machine learning
concepts for distributed intelligent analytics and demon-
strated that decentralized learning approaches can improve
collaborative model training without directly sharing sen-
sitive raw data. McMahan et al. [20] further proposed
communication-efficient distributed deep learning architec-
tures capable of training neural networks across decentral-
ized environments with reduced communication overhead.

Federated intrusion detection systems enable distributed
anomaly detection capability across cloud infrastructures,
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ToT ecosystems, edge computing environments, and het-
erogeneous enterprise networks. Diro and Chilamkurti
[32] proposed distributed deep learning frameworks for in-
trusion detection within Internet of Things environments
and demonstrated improved scalability and collaborative
cybersecurity intelligence generation.

Recent research additionally investigates decentralized
deep learning frameworks for multi-access edge computing
and communication-efficient edge intelligence. Sun et al.
[47] analyzed trustworthiness and communication efficiency
challenges within decentralized deep learning architectures
and highlighted the importance of scalable edge intelligence
for distributed AI cybersecurity systems. Privacy preser-
vation and inference security additionally remain major
research concerns within federated intrusion detection envi-
ronments. Salem et al. [45] investigated inference privacy
challenges in machine learning systems and emphasized the
risks associated with sensitive information leakage during
collaborative learning processes.

Recent online intrusion detection frameworks such as
Kitsune further demonstrated the effectiveness of lightweight
autoencoder ensembles for real-time anomaly detection
within edge environments [23]. Mirsky et al. [23] proposed
a lightweight ensemble autoencoder architecture capable
of adaptive online anomaly detection under distributed
enterprise traffic environments.

Benchmark datasets including NSL-KDD, CICIDS2017,
UNSW-NB15, and DARPA continue to be widely utilized
for evaluating federated intrusion detection systems under
heterogeneous attack scenarios [24]-[26], [34]. However,
distributed intrusion detection systems still face several
important limitations including communication overhead,
synchronization complexity, privacy leakage risks, adver-
sarial manipulation, and deployment scalability challenges
across large-scale enterprise environments.

Although federated cybersecurity frameworks demon-
strate strong capability for collaborative intelligent threat
analytics and distributed anomaly detection, further re-
search remains necessary for improving explainability, ad-
versarial robustness, adaptive real-time deployment, and
trustworthy distributed cybersecurity intelligence genera-
tion.

3. Emerging AI based intrusion detection frame-
works

3.1. Recent advances in large language models and genera-
tive Al for cybersecurity

Recent advancements in large language models and
generative Al have introduced new opportunities for intelli-
gent cybersecurity analytics, automated threat intelligence
generation, malware behavior interpretation, phishing de-
tection, and security log analysis. Transformer-based ar-
chitectures and foundation models are increasingly utilized
for contextual anomaly detection, automated vulnerability
assessment, and adaptive threat reasoning in enterprise
environments.

Generative Al techniques are also being investigated
for synthetic cybersecurity dataset generation, adversar-
ial attack simulation, and intelligent penetration testing

frameworks. However, challenges associated with halluci-
nation, explainability, computational cost, and adversarial
prompt manipulation remain significant research concerns
in Al-driven cybersecurity systems.

3.1.1. Transformer-based intrusion detection systems

Transformer architectures have recently emerged as
highly effective approaches for sequential network traffic
analysis and adaptive anomaly detection. Self-attention
mechanisms enable Transformer-based cybersecurity frame-
works to capture long-range traffic dependencies and con-
textual communication behavior more effectively compared
with conventional recurrent neural networks.

3.1.2. GNN-based intrusion detection systems

Graph neural network based intrusion detection systems
model network traffic as graph structures consisting of in-
terconnected communication nodes and traffic relationships.
These graph-driven cybersecurity frameworks effectively
capture attack propagation behavior and distributed mali-
cious activities within enterprise environments.

3.1.3. Ezxplainable Al for cybersecurity

Explainable AT techniques improve transparency and
interpretability in intelligent intrusion detection systems.
Explainable cybersecurity frameworks utilize SHAP and
LIME techniques to provide interpretable threat detection
capability and feature importance analysis.

8.1.4. Edge Al and lightweight intrusion detection systems

Edge AI based intrusion detection systems focus on
deploying lightweight intelligent cybersecurity frameworks
within Internet of Things and edge computing environments
to enable low-latency real-time threat detection.

3.2. Comparative analysis of existing studies

Recent advancements in Al driven intrusion detection
systems have significantly improved the capability of mod-
ern network security frameworks to identify sophisticated
cyber threats, anomalous traffic behaviors, and zero-day
attacks. Existing cybersecurity studies demonstrate that
machine learning and deep learning based intrusion detec-
tion techniques provide superior adaptability, automated
feature extraction capability, and intelligent behavioral
analysis compared with conventional signature-based secu-
rity mechanisms [6], [7].

Traditional machine learning approaches including sup-
port vector machines, decision trees, k-nearest neighbors,
and random forest classifiers have been extensively applied
for network traffic classification and anomaly detection
tasks [13]-[15]. These approaches demonstrate strong classi-
fication performance for structured network traffic datasets
and moderate computational complexity. However, their
effectiveness decreases when analyzing high-dimensional
encrypted traffic and rapidly evolving attack patterns in
large-scale distributed network environments.

Deep learning based intrusion detection systems have
substantially improved cybersecurity analytics through hi-
erarchical feature learning and temporal traffic analysis.
Recurrent neural networks, long short-term memory archi-
tectures, convolutional neural networks, and autoencoder
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based anomaly detection frameworks have demonstrated
strong capability in detecting sophisticated network intru-
sions, encrypted malicious traffic, and adaptive adversarial
attacks [8]-[10], [16], [18]. Furthermore, hybrid deep learn-
ing architectures integrating CNN and LSTM models have
significantly enhanced sequential attack detection, behav-
ioral traffic analysis, and real-time anomaly identification
[29]-[33].

Distributed and federated intrusion detection frame-
works have also emerged as promising cybersecurity solu-
tions for cloud-native infrastructures, Internet of Things
ecosystems, and distributed enterprise environments. Fed-
erated learning based intrusion detection systems enable
collaborative threat intelligence generation and privacy-
preserving anomaly detection without directly sharing sen-
sitive network traffic data [19], [20], [32]. These intelligent
distributed cybersecurity architectures improve scalabil-
ity, decentralized learning capability, and adaptive threat
mitigation in heterogeneous network infrastructures.

The comparative analysis presented in Table 1 demon-
strates that deep learning and hybrid Al based intrusion
detection systems substantially improve anomaly detec-
tion capability, encrypted traffic analysis, adaptive threat
intelligence, and real-time cybersecurity analytics com-
pared with traditional rule-based and shallow machine
learning approaches. Statistical anomaly detection tech-
niques have also demonstrated significant effectiveness in
identifying abnormal traffic behaviors and unknown at-
tack patterns within dynamic network environments [27].
However, computational scalability, adversarial robustness,
explainability, false positive reduction, and distributed de-
ployment complexity remain major research challenges for
next-generation intelligent network security systems.

4. Summary of reviewed research studies

Recent Al based intrusion detection research demon-
strates significant advancements in intelligent cybersecu-
rity analytics, anomaly detection capability, and adaptive
threat identification. Existing studies primarily focus on
machine learning, deep learning, hybrid intrusion detection
architectures, and distributed cybersecurity frameworks
for identifying sophisticated cyberattacks and abnormal
network traffic patterns.

Deep learning based approaches including recurrent neu-
ral networks, convolutional neural networks, autoencoders,
and hybrid CNN-LSTM architectures have demonstrated
strong capability in encrypted traffic analysis, sequential
anomaly detection, and adaptive cybersecurity intelligence.
Furthermore, federated learning and distributed intrusion
detection systems have emerged as promising solutions for
privacy-preserving cybersecurity analytics within cloud and
Internet of Things environments.

Table 2 summarizes the major Al based intrusion detec-
tion studies reviewed in this paper, including their datasets,
methodologies, performance metrics, and major research
limitations.

4.1. Research gaps and contributions

Despite substantial advancements in Al based intrusion
detection systems, several important research challenges

remain unresolved in modern cybersecurity infrastructures.
Existing intelligent intrusion detection frameworks often
struggle to effectively analyze encrypted network traffic and
maintain robust performance against adversarial machine
learning attacks. Furthermore, many deep learning based
cybersecurity systems require extensive computational re-
sources and large-scale training datasets, thereby limiting
deployment capability within resource-constrained edge
environments.

Current intrusion detection research also faces chal-
lenges associated with false positive reduction, dataset
imbalance, concept drift, scalability limitations, explain-
ability deficiencies, and privacy preservation in distributed
enterprise infrastructures. Additionally, limited availabil-
ity of realistic and heterogeneous cybersecurity datasets
restricts the generalization capability of existing intrusion
detection models across dynamic network environments.

Another significant limitation of existing intrusion de-
tection research is the absence of standardized evaluation
methodologies across heterogeneous cybersecurity datasets.
Many studies report high detection accuracy under con-
trolled experimental conditions but fail to demonstrate
robustness under real-time deployment scenarios involving
encrypted traffic, class imbalance, adversarial manipulation,
and concept drift. Consequently, direct performance com-
parison among intelligent intrusion detection frameworks
remains challenging.

The major contributions of this review are summarized
as follows:

e Comprehensive comparison of machine learning, deep
learning, federated learning, Transformer-based, and
graph neural network based intrusion detection frame-
works.

e Technical evaluation of benchmark intrusion detection
datasets and their practical limitations.

e Comparative investigation of explainable AI, adversarial
robustness, and encrypted traffic analysis techniques.

e Critical analysis of scalability, computational complex-
ity, deployment overhead, and real-time applicability of
intelligent intrusion detection systems.

e Identification of future research directions including edge
AT cybersecurity, self-supervised intrusion detection, and
distributed intelligent threat analytics.

4.2. Performance evaluation metrics

Al based intrusion detection systems are commonly
evaluated using multiple cybersecurity performance metrics
including accuracy, precision, recall, F1-score, false positive
rate, detection rate, and computational latency.

Accuracy = TP+ TN (1)
WY = TP Y TN+ FP 1 FN
. TP
PTGCZSZOn = m (2)
TP
= ——"—
Reca TP LN (3)

2 x Precision x Recall
F1-S = 4
core Precision + Recall (4)
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Table 1: Comparative analysis of existing intrusion detection techniques.

146

Technique

Dataset

Strengths

Limitations

SVM

Random Forest

RNN/LSTM

Autoencoder-based IDS

CNN-LSTM hybrid IDS

Federated intrusion de-

tection

Transformer-based IDS

GNN IDS

Self-supervised IDS

NSL-KDD

CICIDS2017

UNSW-NB15

NSL-KDD

CICIDS2017

Distributed
Traffic

IoT

CSE-CIC-

IDS2018

Bot-IoT

TON-IoT

Effective for structured traffic classification,
anomaly detection, high-dimensional feature
analysis, and moderate-sized cybersecurity
datasets

High classification accuracy, reduced overfit-
ting, strong ensemble learning capability, and
effective feature importance estimation

Strong temporal traffic learning capability,
sequential anomaly detection, adaptive be-
havioral analysis, and effective long-range de-
pendency modeling

Effective unsupervised anomaly detection, au-
tomated feature extraction, nonlinear dimen-
sionality reduction, and capability for un-
known attack identification

Improved encrypted traffic analysis, spatial-
temporal feature extraction, adaptive attack
detection, and enhanced intelligent behavioral
analytics

Privacy-preserving collaborative cybersecu-
rity analytics, decentralized learning capa-
bility, scalable distributed intelligence, and
reduced centralized data dependency
Long-range dependency learning, contex-
tual traffic representation, adaptive attention
mechanisms, and strong sequential anomaly
analysis capability

Effective attack propagation analysis, com-
munication relationship modeling, distributed
anomaly identification, and intelligent graph-
based threat analytics

Reduced dependency on labeled datasets,
adaptive online learning capability, and im-
proved anomaly generalization under evolving
attack environments

Limited scalability for large-scale real-time
traffic analysis, reduced performance under
encrypted traffic, and computational ineffi-
ciency for massive datasets

Lower effectiveness for sequential traffic anal-
ysis, increased memory consumption, and lim-
ited temporal dependency modeling capabil-
ity

High computational complexity, extensive
training requirements, gradient instability,
and increased deployment latency for real-
time systems

Sensitive to dataset imbalance, noisy traffic
behavior, reconstruction bias, and instability
under adversarial attack environments

Increased deployment complexity, computa-
tional overhead, extensive GPU requirements,
and scalability challenges for edge infrastruc-
tures

Communication overhead, synchronization
challenges, inference privacy leakage, hetero-
geneous client behavior, and adversarial fed-
erated manipulation risks

Extremely high computational complexity,
large-scale training requirements, memory
overhead, and reduced explainability in real-
time deployments

Complex graph construction requirements,
scalability limitations, and high processing
overhead for dynamic enterprise networks

Training instability, pseudo-label noise sensi-
tivity, and limited benchmark standardization
for evaluation consistency

In (1)-(4), the TP, TN, FP, and FN represent true pos-
itives, true negatives, false positives, and false negatives
respectively.

5. Benchmark Intrusion detection datasets

Benchmark intrusion detection datasets play an impor-
tant role in evaluating the effectiveness, scalability, and
generalization capability of Al based cybersecurity frame-
works.

5.1. NSL-KDD Dataset

The NSL-KDD dataset was developed as an improved
version of the KDD Cup 1999 dataset to eliminate dupli-
cate records and improve dataset balance. The dataset con-
tains multiple attack categories including denial-of-service
attacks, probing attacks, remote-to-local attacks, and user-
to-root attacks [24].

5.2. CICIDS2017 Dataset

The CICIDS2017 dataset provides realistic network
traffic and modern cyberattack scenarios including brute-
force attacks, botnet traffic, denial-of-service attacks, and
web-based attacks. The dataset is extensively utilized for

evaluating deep learning based intrusion detection systems
[25].

5.3. UNSW-NB15 Dataset

The UNSW-NB15 dataset includes modern hybrid net-
work traffic generated using realistic attack simulation
environments. The dataset contains diverse traffic features
and contemporary cyberattack categories [26].

5.4. TON-IoT Dataset

The TON-IoT dataset was specifically designed for Inter-
net of Things cybersecurity research. It includes telemetry
data, operating system logs, IoT traffic, and distributed
attack behaviors generated within smart environments.
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Table 2: Summary of reviewed Al-based intrusion detection studies.

Reference Technique Dataset Model Type Performance Major Limita-
Metric tion
Yin et al. [9] RNN NSL-KDD Deep Learning High Accuracy High Training Com-
plexity
Shone et al. [10] Autoencoder NSL-KDD Unsupervised Deep Improved Detec- Dataset Imbalance
Learning tion Rate
Diro et al. [32] Distributed IoT Traffic Federated Learning Privacy Preserva- Communication
Deep Learning tion Cost
Khan et al. [35] CNN-LSTM CICIDS2017 Hybrid Deep Learn- Strong Sequential Computational
ing Analysis Overhead
Ferrag et al. [36] Deep Learning Multiple Comparative Review Strong Classifica- Explainability
IDS Datasets tion Issues
Table 3: Comparison of benchmark intrusion detection datasets
Dataset Year Traffic Type Advantages Limitations
NSL-KDD 2009 Simulated Reduced redundancy, balanced train- Outdated attack patterns, unrealistic mod-
ing records, improved benchmark con- ern traffic behavior, limited encrypted traf-
sistency, and simplified preprocessing for fic representation, and inadequate scala-
traditional intrusion detection evaluation bility for contemporary enterprise environ-
ments
CICIDS2017 2017 Realistic Modern attack scenarios with realistic Complex preprocessing requirements, large
traffic behavior, diverse attack categories, feature dimensionality, computational over-
encrypted communication representation, head, and significant class imbalance issues
and comprehensive flow-based features
UNSW-NB15 2015 Hybrid Diverse attack categories, contemporary Dataset imbalance, noisy traffic instances,
traffic generation, realistic hybrid traffic limited large-scale deployment representa-
simulation, and rich feature representa- tion, and preprocessing complexity
tion for anomaly analysis
TON-IoT 2020 IoT Traffic Supports [oT, edge, telemetry, and dis- High-dimensional features, preprocessing
tributed attack analysis with realistic complexity, computational overhead, and
smart-environment traffic generation and limited standardization for cross-platform
heterogeneous device behavior benchmarking
DARPA 1998 1998 Simulated One of the earliest standardized bench- Synthetic traffic generation, outdated at-
mark datasets for intrusion detection tack representation, unrealistic communi-
evaluation and attack classification re- cation patterns, and limited applicability
search for modern cybersecurity environments
Bot-IoT 2019 IoT Traffic Large-scale IoT attack representation, Severe dataset imbalance, redundancy is-
botnet traffic analysis capability, and sup- sues, and limited encrypted communication
port for distributed denial-of-service at- representation
tack evaluation
CSE-CIC- 2018 Realistic Large-scale realistic enterprise traffic gen- High computational requirements, prepro-
IDS2018 eration, modern attack diversity, and ex- cessing complexity, and large storage over-

tensive network flow features for deep
learning analysis

head for real-time deployment

6. Conclusion

This paper presented a systematic technical literature
review of Al based intrusion detection systems and intel-
ligent network security frameworks. The review analyzed
machine learning based intrusion detection models, deep
learning cybersecurity architectures, anomaly detection
techniques, federated learning frameworks, and benchmark
intrusion detection datasets widely used in cybersecurity
research. The analysis demonstrated that deep learning
based intrusion detection systems significantly improve

anomaly detection capability, adaptive threat intelligence,
and real-time cybersecurity analytics compared with tra-
ditional signature-based approaches. Furthermore, hybrid
intelligent cybersecurity frameworks integrating anomaly
detection, behavioral analytics, and distributed learning
mechanisms have emerged as promising approaches for
large-scale enterprise network environments. The review
also identified critical research challenges associated with
encrypted traffic analysis, adversarial robustness, explain-
able Al, false positive reduction, and computational scala-
bility in distributed cybersecurity infrastructures. Future
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research is expected to focus on explainable intrusion de-
tection systems, graph neural cybersecurity architectures,
federated intrusion detection frameworks, and edge-based
intelligent security analytics.
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