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Abstract

While efficiency and real-time monitoring have significantly improved with the integration of Internet of Things (IoT)
devices into smart grids (SGs), new cybersecurity vulnerabilities have also been brought about by this process. This
study examines the security risks associated with IoT-enabled SGs, emphasizing the possibility of cyberattacks that
could interfere with grid operations or compromise sensitive data, as well as the use of IoT in certain industries, IoT
standards, and the significance of individual protocols. These days, SG cybersecurity is essential to ensuring the global
security of our energy networks. Presenting a thorough overview of the security issues, risks, and potential solutions for
Internet of Things-based SGs is the aim of this paper. Our research focuses on network vulnerabilities, security needs,
and cyber-attacks in SG applications to assess their effects on the network and provide guidance for future paths in
cyber-security development.
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1. Introduction

Internet of thing (IoT) enabled smart grids (SGs) face major cybersecurity challenges that require advanced secure
data transmission systems like blockchain to overcome [1]. The paper discussed cybersecurity challenges, threats, and
solutions for IoT-enabled SGs [2]. SG systems are critical infrastructures that are vulnerable to cyber-attacks, which can
have severe consequences such as national security deficits, disruption of public order, loss of life, or large-scale economic
damage. - There is an ongoing research effort in industry, government, and academia to enhance the cybersecurity of SGs
[3]. Ref [4] provided a security pyramidal method that is used in a digital substation use case to detect vulnerabilities and
attacks in IoT-enabled SGs. Cyber-attacks pose a serious threat to IoT-SGs and can have far-reaching effects, including
compromises to national security, disturbances of public order, fatalities, or substantial economic losses.

Cyber risks, including malware and other harmful activities, can be successfully detected and mitigated in SGs through
the use of machine learning (ML) algorithms [5]. The integration of Internet of Things (IoT) devices and technologies
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within SGs may provide novel security and privacy obstacles. More work needs to be done to develop enhanced guidelines
for communication between gadgets and SGs, even as technology advances to assure safe communication is under
consideration [6]. Incorporating IoT equipment with SGs may improve surveillance, asset management, and smart
decision-making throughout energy generation, transmission, distribution, and consumption [7]. In [8], the study seeks to
present a comprehensive overview of security risks and approaches, as well as suggest potential research objectives for SG
protection. Reference [9] offered a thorough analysis of the risk landscape with an emphasis on hazards and mitigation
mechanisms for SG-IoT devices. IoT technologies can transform conventional power grids into more effective and smarter
energy grids [10]. Providing the safe and dependable transfer of data across connected devices while preserving the
resilience of the grid and averting cyberattacks or illegal access is a major concern in the application of IoT-SGs, while
ref [11], mentioned implementing SGs can have major positive effects on the economy and society. In order to facilitate
the modernization of the power system, concerns about cyber safety and confidentiality are brought about by improved
communication and the emergence of SGs.

The objective of [12] is to provide recommendations for safety protocols and requirements, such as blockchain
technology, to improve user identification, reliability of data, and privacy safeguards in the IoT. This will increase the
safety and stability of device-to-device connections. Difficulties in IoT standardization include protocols for communication,
verification, cooperation, and stringent rules [13]. To enhance transaction safety, this paper evaluates blockchain innovation,
confidentiality and security procedures, and efficiency requirements for mobile payment platforms. The fundamental goal
of IoT is linking all devices to the network. Each object and device in the IoT have a sensor and is connected to an IoT
infrastructure [14].

Several factors directly involved include routing information, storage, handling of increasing data volume, risk of
obsolescence due to rapid technology advancements, lack of appropriate safety and security standards, and disregard for
safety during development stages [15]. While references [16]- [18] focus on IoT-based cyber-physical systems, a crucial
aspect of improving IoT-based cyber-physical systems for immediate detection is ensuring identification algorithms
balance speed and accuracy, while minimizing computing costs to prevent delays and maintain system efficiency. Figure 1
demonstrates the application of IoT in various industries.

Figure 1: Application of IoT in some sectors.

Taking into account the interconnected elements discussed above, the goal of this article is to present a brief literature
review of cybersecurity in IoT within smart grid systems in order to identify the primary research avenues, highlight
knowledge gaps, and offer suggestions for addressing particular security issues and emerging trends. The article is
organized around three primary questions in order to give a comprehensive summary of the subject.

• What are the primary sources, publications, publishers, key words and how has scientific literature evolved recent years?
This first query focuses on the connections between the players engaged in the creation and dissemination of scientific
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research and the ways in which the cybersecurity space in IoT and smart grids has changed over time. Researchers
looking for suitable sources or collaborating to locate pertinent content may find this information to be helpful. We
used science mapping methodologies in the chosen database (ScienceDirect and Web of Science) to gather this type of
data.

• What research avenues are the most well-known in the area? Research opportunities in the areas of technology,
operations, and protocols related to cybersecurity in the IoT are numerous. Consequently, future research orientations
might be greatly influenced by closely examining the field into essential research streams. In this work, we used term
clustering to accomplish this purpose.

• What are present-day research developments and gaps in the literature, and how have studies changed over time? The
primary research areas for cybersecurity in IoT for SGs are covered in this question, which also identifies shortcomings
and future work directions. To highlight the hottest subjects and areas in need of additional study, we performed a
content assessment.

2. Research growth and focus areas

The first part of this research is based on keywords in articles between 2020 and 2024. Based on fig 2, the visualization
highlights the interconnected concepts of smart grids. It emphasizes the critical roles of cybersecurity, IoT, and deep
learning in enhancing energy management and operational efficiency. The importance of interoperability and emerging
technologies like blockchain and smart meters in addressing cybersecurity challenges and fostering a secure, efficient, and
sustainable energy future is underscored.

Figure 2: The significant keywords in this area between 2020 and 2024, based on ScienceDirect articles.

According to Figure 3, utilizing data from Web of Science, the bar graph illustrates the publishing trends of various
types of articles on cybersecurity in SGs from 2017 to 2024. Nearly 5,000 articles are being published each year, showing
a peak in publications from 2018 to 2021. Nevertheless, there is a noticeable decrease in publications in 2023 and
2024, possibly indicating a shift in the field’s concerns or research focus. This trend highlights the evolving nature of
cybersecurity research in smart grids and underscores the crucial need to continuously explore new threats and defenses,
ensuring the topic remains consistently vital throughout this period.
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Figure 3: The number of different types of articles and year publications in cybersecurity in SGs between 2017 and 2024
based on Web of Science (https://www.webofscience.com).

Figure 4: The number of publications from some famous publishers in this area between 2017 and 2024 based on Web of
Science (https://www.webofscience.com).

Figure 4 depicts the number of publications by various publishers. MDPI has the most articles, surpassing other
publishers like Elsevier, IEEE, and Wiley by a large margin. Other publishers, such as Taylor & Francis and Frontiers
Media, have significantly fewer publications in contrast.

3. Challenges and issues

There are some challenges in the application of IoT in SGs, such as numerous SG network components exchanging
massive amounts of data on a regular basis in order to optimize generation, consumption, and distribution [19], [20],
smart meters, phasor measurement units, plug-in hybrid electric vehicles, and remote terminal units [2]. Table 1 lists the
challenges.

https://www.webofscience.com
https://www.webofscience.com
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Table 1: Challenges and issues in the application of IoT.

Component Challenges
Smart Meter Vulnerable to jamming, wiretapping, stealthy attacks, replay attacks, and physical

access, leading to incorrect billing, privacy violations, and unauthorized power use.
Phasor
Measurement
Units (PMU)

Susceptible to message delays, spoofing, and replay attacks, which can disrupt critical
decision-making processes such as power cut-offs and event detection.

Plug-in Hybrid
Electric Vehicle

Prone to pricing information manipulation and denial of service (DoS) attacks, leading
to incorrect or lost pricing data for vehicle owners.

Remote Terminal
Unit (RTU)

Can be hijacked through denial-of-service attacks, causing delays in real-time data
exchange and leading to incorrect control center decisions.

4. SGS framework based on IoT

The IoT in SGs enhances real-time monitoring and automation of power distribution systems by connecting key
components such as power plants, renewable energy sources, transmission lines, and consumers. This interconnectivity
allows for improved energy management, load balancing, and fault detection, while also enabling efficient integration
of renewable energy sources. However, the increased connectivity introduces significant cybersecurity risks, including
potential attacks on critical infrastructure components, necessitating robust security protocols to ensure the grid’s
reliability and safety. The objective of [53] is to examine the crucial role of IoT in enhancing the reliability and efficiency
of smart grids through significant advancements and practical applications. On the other side, there are various energy
resources [54]- [55], like photovoltaic (PV) [56]- [57], hydropower [58], but the integration of diverse energy resources,
such as PV and hydropower, into IoT-driven smart grids is essential for strengthening resilience against cybersecurity
challenges, as it enhances grid stability and efficiency while necessitating robust security measures to protect against
potential threats to the interconnected systems [59]- [60]. Figure 5 illustrates an architecture of IoT-SGs.

Figure 5: IoT-based SGs structure.

5. Counter actions for cyberattacks

The use of software-based controls alone is no longer adequate to protect systems from a wide range of attack vectors.
For computer systems to be managed and secured efficiently, a thorough understanding of hardware platforms is becoming
more important. It is now crucial to not only comprehend how software program’s function but also ensure the integrity
of the entire processing chain, including lesser-known hardware elements like chipsets, input/output interfaces, and
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peripherals. Securing intelligent grid systems poses numerous challenges due to the wide distribution of assets across
large geographic areas. Effective cyber defense strategies must protect all aspects of SG systems by incorporating a
combination of proactive, real-time intrusion prevention and detection (IPS/IDS) systems, enhanced through ML and
artificial intelligence (AI) [20], [2], [3]. Other key techniques include network segmentation, controlled wireless access, and
robust authentication, authorization, and certification protocols. These defense solutions must be scalable, resilient, and
adaptive, ensuring that they protect SG operations without disrupting legitimate functions.

To apply IoT in this domain, there are some advantages and challenges which are displayed in Fig 6 According to
reference [12], this article reviewed the IoT Global Standard Initiative (IoT-GSI), so Table 2 lists the standards and
important aspects in each protocol.

Figure 6: Pros and cons of implementation of IoT in the domain.

Table 2: IoT standards.

Standard/
Protocol Description Importance

ITU-T Y.2060
recommendation

Defines the IoT reference model with
four layers: application,
service/application support, network,
and device. It outlines general and
specific security capabilities for these
layers.

Provides a structured approach to IoT
security by detailing capabilities at
each layer, ensuring comprehensive
protection of IoT systems.

ITU-T Y.2061
recommendation

Focuses on Next Generation Networks
(NGN) and Machine Oriented
Communications (MOC), addressing
security aspects like identity
verification, authorization, data
security, and device access.

Enhances the security of NGN and
MOC environments, which are crucial
for IoT communication and data
exchange.

IETF RFC 4919,
4944

Proposes standards for IPv6 in limited
systems using header compression and
encapsulation. LoWPAN6 enables IPv6
deployment in low-power,
resource-constrained devices.

Facilitates IPv6 communication in
resource-limited environments, crucial
for expanding IoT networks with
efficient data transfer.

Continued on next page
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Table 2 – continued from previous page
Standard/
Protocol Description Importance

IETF RFC 6550 The RPL routing protocol for
Low-Power and Lossy Networks (LLNs)
with minimal security requirements and
various security modes (insecure,
pre-installed, authenticated).

Provides flexible routing for LLNs,
balancing minimal security with
effective data transmission, essential for
IoT networks.

ONS (Object
Naming Service)

A standard for object naming and
routing requests in distributed systems,
building on domain name system
(DNS) with enhanced features for
global object naming.

Ensures reliable and efficient routing of
requests in distributed IoT systems,
improving communication and object
management.

OASIS MQTT
standard

A lightweight publish/subscribe
messaging protocol for IoT with stages
for initialization, encryption,
publication, and decryption. Provides
confidentiality even if the broker is
compromised.

Ideal for constrained environments due
to its simplicity and lightweight design,
crucial for secure and efficient IoT
communication.

IEEE 1888.3
standards

Security standards for Pervasive Green
Control Networks (PGCN), covering
data protection, integrity,
confidentiality, authentication, and
access control.

Ensures robust security for
energy-efficient IoT networks,
addressing data protection and access
control in diverse applications.

Stream Control
Transmission

Protocol (SCTP)

A reliable transport layer protocol
supporting message-based
communication, multi-homing, and
resistance to various attacks.

Enhances communication reliability
and security in IoT applications by
providing message-oriented transfer
and multi-path support.

Trusted Computing
Group (TCG)

Provides security mechanisms such as
Trusted Platform Module (TPM),
Remote Trust Update (RTU), and
secure storage for IoT applications.

Offers comprehensive security solutions
for IoT devices, ensuring secure boot,
firmware updates, and protection of
sensitive data.

Mobile IP protocol Enables node mobility over IPv4
networks, allowing devices to maintain
their IP address while moving between
different networks.

Facilitates continuous connectivity for
mobile devices, supporting applications
that require seamless mobility and
uninterrupted communication.

Host Identity
Protocol (HIP)

Separates identity and location in
communication, enabling mobility and
multi-homing while enhancing security
and privacy.

Supports seamless mobility and secure
communication by separating identity
from location, enhancing trust and
reducing attack risks.

Another solution is applying blockchain to enhance security. Blockchain innovation strengthens safety through the
development of a decentralized and secure record, guaranteeing that activities are transparent, accessible, and immune to
unauthorized changes. One cutting-edge area of investigation in the realm of IoT security is the use of blockchain-based
technology for creating intelligent agreements and safeguarding IoT-based devices [21], [22]. Potential uses of this
technology, which is mainly linked to cryptocurrencies like Bitcoin, are being investigated on the Internet of Things sector.
By developing intelligent agreements, cutting complexity and costs, and enhancing safety and transparency, it can improve
the effectiveness of mobile payment solutions and safeguard transactions [23]. However, the reference [24] mentioned that
mobile payments can be enhanced in security and efficiency to safeguard against fraud and various security threats.

ITU-T Y.2060, IETF RFC 6550, and OASIS MQTT are just a few examples of the standards and protocols that offer
vital frameworks for protecting IoT systems in SGs through reliable data transfer, device management, and effective
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communication. However, these shortcomings are frequently brought on by the demand for real-time reactions, limited
device capabilities, and insufficient handling of emerging cyber threats. These protocols may have issues with scalability,
latency, and complete defense against complex, persistent cyberattacks in the setting of SGs.

In addition to demonstrating the potential of blockchain for decentralized financial systems and financial inclusion,
the study in [25] indicated how using a private Ethereum blockchain on Amazon Web Services (AWS) for an electronic
payment system improved security and efficiency, decreased fraud risk, and facilitated faster, more transparent transactions.
Comparably, research in [26] presented how well a secure electronic health framework built on blockchain may ensure
tamper-proof health data and enhance security by means of permanent information hashing. Table 3 presents summary
of relevant documents in the area.

Table 3: Summary of relevant documents in the area.

Ref Main topic Main finding Limitation

[27] IoT cybersecurity SGs are becoming more digitally
connected, which creates a number
of cybersecurity risks and concerns.
In order to guarantee the worldwide
security of energy infrastructures,
cybersecurity is essential.

A key limitation in IoT
cybersecurity for smart grids is
the lack of standardized security
protocols across diverse devices.

[28] Intrusion detection The paper presents a novel intrusion
detection system that analyzes the
DNP3 protocol to detect malicious
activity in IoT-based SGs.

The intrusion detection system
must be improved in order to
decrease false positives and
increase the precision of
classification, and the protocol.

[1] SG security IoT-enabled smart grids must
overcome significant cybersecurity
obstacles with the use of
cutting-edge, secure data transport
technologies like blockchain.

Scalability issues.

[3] SG security The paper analyzes cybersecurity
threats and potential solutions for
IoT-enabled SGs.

Lack of comprehensive
frameworks that integrate both
cybersecurity measures and
operational protocols.

[29] SG security Because of the special qualities of
smart grid systems, cybersecurity is
an essential concern for these
systems.

It is difficult to implement
universal security measures in
smart grid networks due to
variation, delay limits, bandwidth,
and adaptability.

[4] SG security It explains about how IoT is
integrated into SG systems and
examines the features and structures
of SGs.

The emphasis on theoretical
models has a drawback in that it
might not adequately address
real-world implementation issues
in IoT-enabled SG scenarios.

[5] SG security By offering a decentralized,
impenetrable infrastructure for data
storage and transactions, blockchain
technology offers a viable way to
improve the security and privacy of
SGs.

A limitation is the intricacy of
integrating ML, 5G, and
blockchain technologies into
current SG infrastructures; this
may necessitate a large outlay of
funds and specialized knowledge.

Continued on next page
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Table 3 – continued from previous page

Ref Main topic Main finding Limitation

[7] SG security The technology and architectures
involved, as well as security
considerations and applications, are
reviewed in this article on IoT
integration with SGs.

Risk associated with using the
internet for tracking and handling
IoT devices in SGs.

[9] SG security In addition to offering a thorough
grasp of threat vulnerabilities and
mitigation strategies, the study
makes recommendations for future
research focuses on threats in SGs
IoT.

Lack of standardized protocols for
threat mitigation frameworks.

[30] SG security The convergence of cloud computing,
IoT, and smart grids introduces new
cybersecurity risks that need to be
addressed.

Complexity of managing security
across multiple platforms, as
integrating cloud computing.

[10] SG security The study makes the case that
cutting-edge technologies like
blockchain, AI, and ML are required
to get past the current obstacles and
constraints facing IoT-enabled smart
energy grid systems in order to
increase their effectiveness, resilience,
and dependability.

High implementation cost.

[31] Cybersecurity
challenges

This study examines the
cybersecurity issues that arise when
IoT and communication networks
are integrated into SGs.

Vulnerability of communication
protocols.

[32] SG security To enable uniform security testing of
smart grids without causing any
disruptions to the actual grid, a
digital twin’s technique is suggested.

Complexity and high cost of
developing and maintaining
accurate digital representations of
the physical systems, which can
be resource-intensive and
time-consuming.

[33] IoT-enabled SGs Bidirectionally energy transfer
between service providers and
customers is made possible by SGs.

Dependence on Connectivity.

The cybersecurity challenges and innovations in IoT-enabled SGs are mentioned [27], [33]. Reference [27] highlighted
the increased digital connectivity of SGs and the resultant cybersecurity risks, emphasizing the lack of standardized
security protocols as a major limitation, while [28] introduced a novel intrusion detection system focused on the DNP3
protocol but points out the need to reduce false positives for improved accuracy. The necessity for advanced data transport
technologies, like blockchain, while noting scalability issues are discussed in [1]. Ref [3] analyzed the diverse cybersecurity
threats and the absence of comprehensive frameworks integrating security measures with operational protocols. The
unique characteristics of SGs that complicate the implementation of universal security measures are underscored [29].

The author of [4] examined the theoretical focus of IoT integration into SGs, suggesting that real-world implementation
issues may not be adequately addressed. Although reference [5] presented blockchain as a solution for SG security but
warns of the high costs and complexity in integrating new technologies. Ref [30] explored the cybersecurity risks posed by
the convergence of cloud computing and IoT within SGs, stressing the challenges of managing security across multiple
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platforms. A digital twin technique for non-disruptive security testing, acknowledging the resource-intensive nature of
maintaining accurate digital models is proposed in [32]. In [33], authors focused on bidirectionally energy transfer between
service providers and customers is made possible by SGs. Potential research avenues are listed in Table 4.

Table 4: Potential research avenues.

Topic Research avenue
Intrusion detection
systems

Develop advanced algorithms for real-time threat detection.

Blockchain integration Explore blockchain applications for secure data transactions in smart grids.
ML applications Investigate ML techniques for anomaly detection in smart grid environments.
Security protocols Create frameworks for assessing cybersecurity risks in smart grid infrastructures.
Privacy preservation Research methods for ensuring user privacy in smart grid data management.
Incident response
strategies

Develop comprehensive incident response plans tailored for smart grid
environments.

Cloud security in SGs Examine cybersecurity problems and potential remedies for merging cloud
computing and SGs.

Resilience and recovery Investigate techniques for increasing resilience and recovering from threats in
SGs.

IoT device management Research effective management and security measures for IoT devices in SG
systems.

The primary purpose of the research is to improve SG cybersecurity by investigating communication protocols and
standards, with the problem being the grids’ sensitivity to IT-related assaults due to their reliance on Information and
Communication Technology (ICT) [34]. By combining sophisticated information acquisition, algorithms for forecasting,
AI diagnostics, and optimal power flow efficiency, the proposed framework aims to develop a comprehensive energy
management system for smart grids that improves security, efficiency, and flexibility [35]. It also addresses real-world
challenges with implementation like infrastructure integration and training requirements. Achieving the integration of
these latest developments with the current infrastructure is a major problem that can call for considerable money and
particular training. In order to achieve secure and effective load management in IoT networks for quickly urbanizing
smart cities, the main objective of [35] is to develop an AI-enhanced Multi-Stage Learning-to-Learning (MSLL) approach
using the MMS transformer model. This will improve predicted load accuracy while addressing issues related to privacy
and security. In this context, efficiently integrating various operational and societal factors is crucial for managing the
complex and rapidly changing information that characterizes smart city networks.

The goal of [36] is to enhance the stability prediction of IoT-driven SGs using advanced ML models, with the challenge
being the need for effective hyperparameter optimization to achieve superior predictive accuracy and reliability. Another
aspect is agriculture, reference [37] focused in this area, and it also explored the difficulties with multi-class classification
and feature dimensions, the suggested intelligent Intrusion Detection System seeks to enhance agricultural data security
by detecting cyberattacks on the Internet of Agriculture Things using cutting-edge techniques like Dynamic Kernel Partial
Least Squares (DKPLS) and Kernel Extreme Learning Machine (KELM). The goal of the suggested structure in [38]
is to balance safety with excellence of service while autonomously mitigating dangers in Cyber Physical Systems via
self-adapting safeguards. Nevertheless, one drawback is that the model’s efficacy may differ depending on the intricacy
and variability of the system’s surroundings and facilities modifications. In [39], authors offered a thorough overview of
ML and data analytics applications to address SG issues and improve consumer confidence, data security, and overall
electrical system reliability. A constraint exists in that the efficacy of the suggested remedies can rely on the distinct
obstacles and diverse settings encountered by distinct utilities, hence complicating the extrapolation of conclusions
to the whole power industry. Although [40] introduced a significant aspect and topic in security, while the suggested
approach has a drawback in that real-time performance in dynamic SG systems may be impacted by its heavy reliance
on complicated deep learning (DL) models and blockchain technology, which could result in considerable processing
complexity and delays. Nonetheless, a significant constraint of [41] is its extensive depiction of cybersecurity alternatives



Zabihi et al. Journal of Modern Technology, Volume 1, Issue 2, Jul-Dec 2024, pp. 106–120 116

and the contrasting evaluation of security methodologies for intelligent grid systems.
The main goal of [42] is to investigate cybersecurity threats to smart home environments and develop an IoT-based

intrusion detection and prevention system to enhance the security of home automation devices, however the limitation of
the protocols mentioned, such as Hypertext Transfer Protocol (HTTP), Secure Shell( SSH), Telnet, and File Transfer
Protocol (FTP), is that they can be vulnerable to brute force attacks and other exploits due to weak password policies
and inadequate security measures, making them susceptible to unauthorized access and data breaches. Tightiz et al. [43]
investigated the applicability of the metaverse via a variety of scenarios and incorporate it into the design of SGs. Given
the complexity of both ecosystems, one issue of this connection is guaranteeing the safety and confidentiality of data
exchanged between SGs and the metaverse. Ref [44] focused on application of IoT in control and monitoring, while one of
the limitations in this field can be scalability and interoperability. The complexity of merging disparate devices, sensors,
and systems from various vendors rises with the amount and variety of IoT devices. The fact that these devices frequently
adhere to disparate communication protocols and standards makes it difficult to guarantee smooth system compatibility.
This may reduce the efficacy of control and tracking, resulting in ineffectiveness, sluggish execution of data, or insufficient
insight into the current condition of the grid.

Figure 7: Types, and identification approach for Cyber-attacks.

There are some references which concentrated on cybersecurity, like [45]- [52]. According to Figure 7, it outlines
various types and techniques for identifying cyber-attacks. Key types including Denial of Service or Distributed Denial of
Service (DoS/DDoS) attacks [45], which involve evaluating traffic to find anomalies, and password pilfering [46], which
targets password administrators. Additionally, ide-Channel attacks [47] exploit hardware layouts, while Information
Manipulation [48], [49] focuses on monitoring anomalies through verification processes, trojans [50], other notable
techniques include identity spoofing [51] for access management and traffic interception [52] emphasizing the importance
of encryption protocols.

6. Conclusion

The generation, delivery, and consumption of electricity are all made more efficient by the SG by communication
technology. This system relies heavily on the IoT, which makes it possible for a wide range of smart devices–from end
users to generating plants–to be connected. Nevertheless, there are a number of security flaws brought about by the IoT’s
connection with the SG. Numerous potential assaults have been found by research, including ones that might even cut off
customers’ access to energy and cause billing system disruptions, or identity theft via smart meters. These security flaws
demonstrate the necessity of strong security measures to safeguard the infrastructure of the IoT-enabled SG. Security is a
critical concern due to the integration of communication technologies, which introduces potential vulnerabilities. So, this
review article can help researchers to find the research gaps, approaches in detection cyberattacks, limitation in recent
studies, protocols, research avenue in this area.

To ensure the effective implementation and integration of IoT devices within the SG, it is essential to address these
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security challenges comprehensively. This includes developing and deploying advanced security measures to protect
against identity theft, replay attacks, and other threats that could disrupt SG’s operation and customer service.
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